Perle 833IS

Perle 8331 S Remote Access Server

Cisco Cross Reference Guide

This document covers features up to version 7.0 of the firmware.
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Conventions Used in This Document

user name name {nopasswor d | passwor d encryption_type password}
callback-dialstring phone number callback-rotary group

Bold Represents keywords. Keywords are the integral parts of the command. A
keyword can be absent if that portion of the command is not used or does
not need to be changed. Thefirst keyword must always be present as it
defines the rest of the command. In the above example, user name must
be present but the keywords passwor d, callback-dialstring, and
callback-rotary can all be absent.

Italic Represents the parameters of the command. The parameter must be
entered if the corresponding keyword is present. For example, if using
the keyword callback-dialstring, the parameter phone number must be
entered.

{...} Represents optional portions of the command

| Represents a choice of command options. Only one of the options shown
can be selected. In the above example, choose either nopassword or
password encryption_type password.

Server Defaults

Commands that are marked as defaults do not need to be issued from the command line
when configuring the server. Any exceptions to this rule are noted in the text. The
default commands must be used when changing a parameter back to its default value
however.
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1.0 Tool Bar Commands

Configuration - Get Configuration
show running-config (Displays the running configuration)
show startup-config (Displays the startup configuration)
Configuration - Download Configuration

copy running-config startup-config

Configuration - Reset server

reload

Configure - Set Dateand Time
clock set hh:mm:ss month day year
hh:mm:ss — current time
month - month in the format January, February, March, etc.
year — year in the format yyyy between 1970-2037
Configure - Lock Front Panel
no _frontpanel lock (clearsfront panel lock)
_frontpanel lock (setsfront panel lock)
Configure - Download Firmware
copy tftp: flash: (copies firmware stored on the TFTP
server to system flash)

boot system flash firmware file (boot using the firmware file specified)
reload (reboot)
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Configure - Set to Factory Mode
boot system flash (boot using the factory firmware)
reload (reset unit)

Statistics - Get Statistics

show ? (Select system operational and interface statistics)

Event Log - Get Event Log

show logging

Event Log - ChangeLog Filter
logging buffered log_type

log_type— Type of datato log; valid values are
emergencies
aerts
critical
errors
warnings
notifications
information (default)
debugging

Event Log - Clear Event Log

clear logging
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2.0 Card Configuration

2.1 Main Screen

,I;Li Config] - Router !E
—Server Mame rAszet D
Router ‘
e | Auvailable Cards I
Type | Slat | Inztalled |
BRISBEE 1
£ BRISSE (1) 2
— Interface
Slot g Type
1 Eth b Edit l
1 BHIeg:EI' L
1 Perle DSPE
2 BRI 5/T
2 Perle DSPE
LCloze |
Server | | Pratocal | | User | |§ave| | Help |
ltem Mode Command
00 Global configuration
(1) _cardtypedlot card type  (Configure slot with given card type)

dlot - dotiseither Oor 1
card_type — name of the card (BRIS56E, BRIUS6E, etc.)

(2] interface interface-type interface-number  (Enter interface config mode)
interface FastEthernet O (Configure the ethernet interface)
interface Token Ring 0 (Configure the token interface)
interface bri interface_number (Configure BRI interface)

interface_number — 0-7 (BRI ports on the server)

line {tty} starting_modem {ending_modem} (Configure the modems)

starting_modem — 1-16 representing each modem lineinstalled
ending_modem — if used, the last modem in the range. |f omitted, only
the starting_modem is modified.
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2.2 Ethernet Interface Configuration

Ethernet - Slot 1

Server Mac Address:

@ @ iise bumned in address 004002881053

O Dvernide Mac address

@ [~ Enable BCP/NetBEUI Address Pool

| 1] 4 ] | Cancel | | Help 1
ltem Mode Command
o Global configuration
23 Interface interface ethernet 0
[ 1) no mac-address (Use burned-in MAC address [default])
(2] mac-address override_addr (Change the MAC address)
® _bcp-netbeui local-pool base_mac_addr
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2.3 Token Ring Interface Configuration

Token Ring - Slot 1

Server Mac Address:

@ @ ilise buined in address HOOOOOOOCON

O Dvernide Mac address

@ [~ Enable BCP/NetBEUI Address Pool

| 1] 4 ] | Cancel | | Help 1
ltem Mode Command
o Global configuration
(23] Interface interface tokenring 0
[ 1) no mac-address (Use burned-in MAC address [default])
(2] mac-address override_addr (Change the MAC address)
® _bcp-netbeui local-pool base_mac_addr
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24 BRI U Interface Configuration

BRI 5/T - Slot 1 | x|
o Metwork Protocol (NG s A L]
BRI SPID 1 SPID 2 Directory number 1 Directory number 2
T e  ® | |
2 | | I |
3] | | |
4| | | |
. Uszed By Dial Dial Call
Channel Disabled  Group  In Out Back Marmne
1 m d m o= = R
2 r I r - [sUFz
3 I r I r - [suFz
4 r 3 r - [suFzz
2 m o m e E
5 O @ = el
7 [ rF I [sPm
8 r ¢ o [swrez
[tem Mode Command
006 Interface interface bri port (port = 0-3 for
system card; 4-7 for expansion
card)
(1] isdn switch-type switch_type
switch _type Basic-5ess AT&T
Basic-dms100 NT DMS-100
Basic-ni National ISDN
Note that this command automatically appliesto al ports on the same card.
(2] no isdn spidl (Disable or change to null the SPID1 field)
isdn spidl spid (Configure SPID1)
® no isdn spid2 (Disable or change to null the SPID2 field)
isdn spid2 spid (Configure SPID2)

no isdn answer1
isdn answer 1 number

(No directory number)
(The number isa 24 digit numeric value)
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no isdn answer 2 (No directory number)

isdn answer 2 number (The number isa 24 digit numeric value)

no shutdown (Interface is enabled [default])

shutdown (Interface is disabled)

no dialer _dialin disabled (Configure the port for dia in [default])
dialer _dialin disabled (Disable channel for dial in)

no dialer _dialout enabled (Disable channel for dial out [default])
dialer _dialout enabled (Enable channel for dia out)

no dialer callback-server (Disable channel for callback [default])
dialer callback-server (Enable channel for callback)

_namel channel_name (Name of first channel on port)
_name2 channel_name (Name of second channel on port)

This command is not needed if using the default channel names.
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2.5 BRI ST Interface Configuration

BRI SiT - Slot 1
1 Metwark Protocal: IETS| Metd [Eurape] ;l
BRI Tei Topology Tei Mumber Directory number 1 Directary number 2
1 IAutomatic j e I I
£ If-\utomatic ;! I I
3 [Fived o | I
4 [Fived =] [ed | |
. Used By  Dial [ial Call
Channel Disabled  Groyp  In Out Back I arne
1 . r v r - W [~ Minitel enabled
2 [ i3 r r [surz
N
4 ki 3 ]| r [sFz
5 n I v I C [sF: E
5 Iy I r I [surz
7 | = I r I [siF
g IE I r I [suFz
ltem Mode Command
006 Interface interface bri port (port = 0-3 for
system card; 4-7 for expansion
card)
(1) isdn switch-type switch_type
switch _type Basic-5ess AT&T
Basic-dms100 NT DMS-100
Basic-ni National ISDN
Basic-net3 ETSI Net3 (Europe)
ntt NTT (Japan)
Note that this command automatically appliesto all ports on the same card.
(2] no isdn static-tei (Enable automatic tel topology [default])
® isdn static-tei tei_number (Set afixed tei number)

tei_number — 0-63
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no isdn answer 1 (No directory number)

isdn answer 1 number (The number isa 24 digit numeric value)
no isdn answer 2 (No directory number)

isdn answer 2 number (The number isa 24 digit numeric value)
no shutdown (Interface is enabled [default])
shutdown (Interfaceis disabled)

no dialer _dialin disabled (Configure the port for dia in [default])
dialer _dialin disabled (Disable channel for dial in)

no dialer _dialout enabled (Disable channel for dial out [default])
dialer _dialout enabled (Enable channel for dia out)

no dialer callback-server (Disable channel for callback [default])
dialer callback-server (Enable channel for callback)

_namel channel_name (Name of first channel on port)

_name2 channel_name (Name of second channel on port)

This command is not needed if using the default channel names.

noisdn _minitel enabled (Disable minitel feature [default])
isdn _minitel enabled (Enable minitel feature)
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2.6 Perle DSP8 (Modem) Interface Configuration
Modem - Slot 1
Used
Modem _ Enable Mame by group  Modify Modem Initialization String

1 o [ T ) r @v |atso-0

2 ¥ [smz I I JaTs0-0

3 r [smM3 ] |

4 O ST S |

5 F  [sims r | .

§ o [5iMe r o

7 Vo [sim7 I |

8 T2 T I~ I
ltem Mode Command
006 Line line modem (modem = 1-8 for

system card; 9-16 for expansion
card)
Globa configuration
(1) no modem bad (Modem enabled [default])
modem bad (Modem disabled)
(2] no modem _name (Return to default modem name)
modem _name name (Change modem name to name)

® no script reset (Use default modem init string [default])

script reset script_name (Change init string to script_name)

chat-script script_name string (string isthe new init string; the
script_name must match the one used in
the script reset command)
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3.0 Server Configuration

3.1 Server Options

Server
g Server Name: iHDuter Dialout I
pew |
Group I
@ [~ Enable front panel password SNMP
— Set front panel password i
Pazzword: I Logging |
LConfirm; I Help |
— Set Server pazsword
Paszword: i
Confirm: i
[ Service Encryption Password
I UK] | =
ltem Mode Command
006 Global configuration

(1] hostname server name

server name — the name given to the server (default=Perle 8331S); if the
server name contains spaces, enclose the name in quotes
(for example, “833IS Router”)

(2] _assetid asset id
asset id — asset id string identifier
® no _frontpanel lock (Disablesfront panel 1ock)
_frontpanel lock (Enables front panel lock)
_frontpanel password {encryp_type} password  (set front panel password)
encryp_type — 0 = encryption off

100 = encryption on [default]
password — numeric password to unlock the front panel
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enable secret {encryp_type} secret (Set server password)

encryp_type — 0 = encryption off
100 = encryption on [default]
secret — password needed for privilege mode

no service password-encryption  (Disable service encryption password)
service passwor d-encryption (Enable service encryption password)

Setting password encryption will encrypt all clear text passwordsin the
configuration file and any future passwords entered. Disabling password
encryption will save future passwords entered in clear text but will not
decrypt previoudy saved passwords.

Perle



Perle 833IS

3.2 Dial Out Parameters

Dial Out - Main Group
o ¥ Auto dial on attach Phone number: |1 254
= Flows Control - [D'ata Forwarding
9 " Mao flow control Packet size: IM bytes
@ € Hardware flow conircl Character timeout; F;— ms
& Handolf tral
><g_nc:lni1:'_m“ - f:: By Packet timeout: I?2 ms
Foff: I'IEl s Trigger Characters |
ltem Mode Command
006 Interface interface dialer 0
(1) no _dialout auto-dial (Disable auto dial out on attach [default])
_dialout auto-dial phone_no (Set the auto dial out phone number)
(2] no _dialout flow-control (No flow control [default])
® _dialout flow-control hardware  (Hardware flow control)

_dialout flow-control xon-xoff (XON/XOFF flow control)

_dialout [xon xon_char] [xoff xoff_char] (Set XON and/or XOFF character

in decimal)
_dialout packet-size size (Set data forwarding packet size)
_dialout char-timeout value (Set character timeout value)

_dialout packet-timeout value (Set packet timeout value)
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Dial Onrt Trigger Characters - Main Group

— Trigger Characters
Enter up to 16 tigger characters in decimal or hex format

% Show trigger characters in decimal format.
" Show trigger characters in hex format.

‘o O
‘m o =
o[ m[ | w[ | e
B W[ E[ e[

I DKl | Cancel | | Help |

_dialout trigger-char charl...char16 (Set trigger character)

char —trigger character in hex (up to sixteen can be specified)
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3.3 Server Security

3.3.1 User Database

[socoy g
Authentication-
Method: 0 JUser Database j
ltem Mode Command
o Global configuration
2h3) Interface interface dialer 0
[ 1) aaa authentication ppp default local (User database authentication)
no aaa authentication ppp default (Defaults to local authentication)
User Database
— Authentication Protocol
I CHAP
® | 7 pep ———
__beb |
(2] no ppp authentication chap (Disable CHAP authentication)
ppp authentication chap (Enable CHAP authentication)
® no ppp authentication pap (Disable PAP authentication)
ppp authentication pap (Enable PAP authentication)

(203}
ppp authentication chap pap (Enable both CHAP and PAP)

NOTE: Thereisno default authentication protocol. One or the other or both
protocols must be enabled.
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3.3.2 Netware Bindery
fsecury g
Authenhication-
Methoa: O [T RATT T aN— |
[tem Mode Command
° Global configuration

(1) aaa authentication ppp default _bindery (Novell authentication)

{Hetware Bindeny
i —
—_—
Hovell Group Name:

_bindery-server server_name group_name

server_name — Name of server used to authenticate client
group_name- Name of group remote client belongs to (optional)
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3.3.3 RADIUS
Security
Authentication
] ¢
Mehod [_carcet |
o e |
- Lonfigure |

[tem Mode Command
006 Global configuration

Interface interface dialer O
(1) aaa authentication ppp default radius (RADIUS authentication)

g' Radius Servers

Backup Authentication
Primary Authentication

@ P Addess: [192, 65 146, 33 |
® UDP Patt: [1645

Secret: |123458

Timeaout walue: I3 seconds

Humber of retries:

Backup Accounting
Prirary Accounting

— Authentication Protocol—

Huost retry: |71 rinutes
¥ CHAR
[ PAP
ok I Help I

® ® radius-server _auth-primary host nn.nn.nn.nn auth-port pppp (Primary)
radius-server _auth-backup host nn.nn.nn.nn auth-port pppp  (Backup)
radius-server _acct-primary host nn.nn.nn.nn acct-port pppp (Acct-primary)
radius-server _acct-backup host nn.nn.nn.nn acct-port ppp (Acct-backup)

nn.nn.nn.nn — IP address of RADIUS server
pppp - UDP port of RADIUS server
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radius-server _auth-primary key secret  (Primary Radius secret)
radius-server _auth-backup key secret  (Backup Radius secret)
radius-server _acct-primary key secret  (Accounting primary secret)
radius-server _acct-backup key secret (Accounting backup secret)

secret - shared secret key between the 8331S and RADIUS

radius-server _auth-primary timeout value
radius-server _auth-backup timeout value
radius-server _acct-primary timeout value
radius-server _acct-backup timeout value

value — timeout value in seconds

Note: this command is not needed if using the default timeout value

radius-server _auth-primary retransmit value  (Primary auth retries)
radius-server _auth-backup retransmit value (Backup auth retries)
radius-server _acct-primary retransmit value  (Primary acct retries)
radius-server _acct-primary retransmit value  (Backup acct retries)

value - number of retries on timeout

Note: this command is not needed if using the default retry value

ppp authentication pap chap
ppp authentication chap

ppp authentication chap

ppp authentication pap chap
ppp authentication pap

ppp authentication pap

radius-server deadtime value

(authentication protocol [default])
(chap authentication)

(required only if PAP disabled)

(authentication protocol [default])
(pap authentication)

(required only if CHAP disabled)

(host retry timer value)

(Primary auth. timeout)
(Backup auth. timeout)
(Primary acct. timeout)
(Backup acct timeout)
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3.3.4 Axent
[socoy g
Authentication-
Method: © [T - o]
[tem Mode Command
006 Globa configuration

(1) aaa authentication ppp default _axent (Axent authentication)

3.34.1 Axent on an | P Network

Axent
~Protocol ——————————
_EIK
& TCRAP  C IPR/SPR
| Cancel l
Lgent Kep: I
Confirm Agent Fey: I
Agent ID; !PEHLE
— Primary Server Address———————  — Backup Server Address
IP Address: | | IP Address: | 3 1 1 |
®
TCP Puoit: !2825 TCP Pat: |2E2B
(2] _axent-server tcp agent_key agent_id
® _axent-server tcp-server ip_addr port

ip_addr — Server IP address
port — TCP port of server

This command can be used to specify aprimary server or a backup server. The
first entry will be considered the primary server.
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3.34.2 Axent on an I PX Network
|
-Protocol:
C) ICPAP @ IPX/SPX
'
Agent Key: ]
Confirm Agent Key: o ””””””””””
Agent 1D: PERLE
Primary Server Address- Backup Server Address
Hetwork: ’7 Hetwork: ’7
Hode: @ Mode:
Socket: 4545 Socket: 4545
ltem Mode Command
00 Global configuration
(1) _axent-server spx agent_key agent_id
(2] _axent-server SPX-SErver nnn. mmmm.mmmm.mmmm ss

This command can be used to specify aprimary server or a backup server. The
first entry istaken to be the primary server. The network address and the node

address must be entered in the format shown. For example, for a network of 12,
node address of 210987654321, socket of 4545, use the command

_axent-server spx-server 12.2109.8765.4321 4545
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3.34 SecurlD
[socoy g
Authentication-
uethos: © [T - o]
[tem Mode Command
006 Global configuration

(1) aaa authentication ppp default _securid (SecurlD authentication)

|

Maszter IP Address: @ | | y . . | | 1] 4 I
Slave IP Address: @ | . . . | Cancel
Master UDP Port: l55l]l]
Slaxe UDP Port: 15500
Encryption Type: - Client/Server Protocol:

() DES ® 5DI X Version 2.3 Enhancement

[~ BReset Mode Secret

(2] _Securid-server master-server ip_addr udp_port
® _securid-server slave-server ip_addr udp_port
_securid-server encryption type

type — encryption type = des or sdi

no _securid-server client-server-protocol (return to default version 2.3)
default _securid-server client server protocol (return to default version 2.3)
_securid-server client-server-protocol v2.2 (Running V2.2)
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no _securid-server reset-node-secr et (Do not reset the node secret
[default])
_securid-server reset-node-secr et (Reset the node secret)
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3.3.6 NT Domain

T -
Authentication-
etho: © [ TTRTEE TN -]
[tem Mode Command
006 Global configuration
(1) aaa authentication ppp default _nt-domain (NT server authentication)
rProtocol ~Default Domain
CF [

Domain Hame: |

C X
IP Address: |
[C Allow User Specified MT Domain
0k | [ Cancet | | Hew |
(2] nt-domain-server ip domain_nameip_addr
® no nt-domain-server allow-user -specified-domain (Disable user

specified NT domain [default])

nt-domain-server allow-user-specified-domain  (Allow user
specified NT domain)
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HT Domain

rProtocol rDefault Domain

‘sl
L Domain Hame: |

[T Allow User Specified NT Domain

ok | [ Cancat | [ Hew

nt-domain-server ipx domain_name

no nt-domain-server allow-user-specified-domain (Disable user
specified NT domain [default])

nt-domain-server allow-user-specified-domain  (Allow user
specified NT domain)
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3.4 Group Definitions

ooy
Group Dial In Dial Out Call Back
(1)
Total 0 Groups
[tem M ode Command
o Group _group name

(1) _group name (enter group config mode)

name — the name of the group to be added or modified
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3.4.1 Creating a Group Definition

Add Group
Group Hame: — Enable group for 1
INewgmup [ Dialln " Dial Out [~ CallBack
|
—Lines o @ @
I Usze main poal
Channels in group Channels
S1F1 #5112 =
& S1IF2
® S1Fz22
& S1IFA =l
— Modems
I Use main pool
Modems in group todems
S1m1 ® 51M3 2
512 & S1k4
® 51m5
& S1ME =
K I Cancel | Advanced Help |
ltem Mode Command
006 Group _group name
[ 1) nodialin (disables dial in for this group)
dialin (enable dial in for this group)

There are no defaults. One of the above commands must be used.

(2] no dialout (disables dialout for this group)
dialout (enables dialout for this group)

There are no defaults. One of the above commands must be used.

® no _callback (disables callback for this group)
callback (enables callback for this group)

There are no defaults. One of the above commands must be used.

no channels (removes the channels assigned to this group)
channels channel (add the channel to this group [default=main pool])

channel — the name of the channels to be included in the group
(repeat the command to add multiple channels)
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no modems (removes the modems assigned to this group)
modems modem (assigns the modem to the group [default=main pool])

modem — the name of the modems to be included in the group
(repeat the command to add multiple modems)

Perle



Perle

833IS

3.4.2

Group Advanced Settings— Standard Profile

E' User Standard Profile - Group groupname

Standard Profile I Protocolsx’FiItersI
= Inactivity Time Out
" Dizabled
I12 minutes
— Conrnect Time
O Unimited @)
 Magimum I‘I3 mintes
—User Calbacks:
8 ¥ Enabls Roaming Callback
Preferred Callback Group
’7|Main Fool ;I v Use exclusively
— Client Vitual Connection
¥ Enable Vitual Connect
aK I Cancel Help |
ltem Mode Command
006 Group standard profile _group name
_standard-profile
(1) no inactive (disable inactivity timer [default])
inactiveinactivity timer (sets a maximum inactivity time)
inactivity timer — maximum period of inactivity before the connection
is dropped
(2] no maximum (disables the maximum connect time [default])
maximum maximum _time  (sets the maximum connect time)
maximum_time - the maximum connect time per session
® no callback roaming (disables roaming callback [default])
callback roaming (enables roaming callback)
callback-rotary group_name (preferred callback group)
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no callback-exclusive (group not used exclusively [default])
callback-exclusive (group to be used exclusively)

no virtual (disables virtual connection [default])
virtual (enables virtual connection)
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3.4.3 Group Advanced Settings— Standard Profile — Protocols/Filters

E_' User Standard Profile - Group groupname

Standard Profile  Protocols/Filkers |
—Protacols
ViE @ I™ | Hethios [ BCP
I % I~ ans
i~ Filters
¥ Disable Server Filers @
| PRl | | IRtFle
QK. l Cancel Help |
ltem Mode Command
o Group standard profile group group_name
_standard-profile
(1) protocol ip [default]
protocol ipx [default]
protocol netbios
protocol ara
protocol bep
Use the “no” version of the command to disable.
(2] no server-filters (Disable server filters)
server -filters (Enable server filters [default])
® ip _access-group-default {accept | reject} (Set default action of filters)

ipx _access-group-default {accept | regect} (Set default action of filters)
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3.4.4 Group Advanced Settings— Standard Profile— P Filters

Hame: l'—
[_coneet |
Filten ihction '; ';:: _H:D
Protocok
e Ak —— O —
Siowircaa bask: ‘PGE PRE URE 55

Diestinatinn A ddress:

Diestination Mask:

833IS
User Filter Assignment
1P
Defined Filkers one

Azzigned Filters

Add |
Drefine |

Diefault &ction: & Accept
" Reject
Ok l | Cancel | | Help
ltem Mode Command
All items Global configure

Refer to Sections 4.3.9 and 4.3.10 for details on filter definition and assignment.
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3.4.5 Group Advanced Settings— Standard Profile—IPX Filters
User Filter Assignment
Hame: j I 0K ,| — P
Fillai Ation:  Acisap Cance| Defined Filkers Isecond j
e Azzigned Filkers frst
Souroo Metwork: j Packel Ty Add
Soures Mogds: | [Mane -]
Source Sockel: 1 Drefine |
Destinalnon Melwodk
e stieation Hode;
S Default Action: O ,ﬁ.gcepl‘
Dextmation Sockel: 1 :
" Reject
Ok l | Cancel | | Help
ltem Mode Command
All items Global configure

Refer to Section 4.4.3 for details on filter definition and assignment.
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3.4.6 Group Advanced Settings— PPP

PPP - Group groupname
o Fietry timer [Seconds] : I
— Compression
® | ¥ Erotocal ¥ IP Header [ STAL [Analog call
@ | [ Addiess ™ IP% Header I™ STAC [Digital cal])
[~ Enable Multi Link EEE
| Ok, I | Cancel I | Lzync Control | | Help
ltem Mode Command
006 Group _group name
(1) ppp timeout retry value
value — retry timer value in seconds
(2] ppp compression protocol (Enables PPP protocol compression
negotiation [default])
no ppp compression protocol (Disables PPP protocol compression
negotiation)
® ppp compression _address (Enables PPP address compression

no ppp compression _address

negotiation [default])
(Disables PPP address compression

negotiation)
multilink (Enables multilink on the PPP connection)
no multilink (Disables multilink on the PPP connection [default])

no tcp header _compression
tcp header compression

NO ipX cCoMpression cipx
ipX compression cipx

no compress_stac-analog

compress_stac-analog

(Disable IP header compression [default])
(Enable IP header compression)

(Disable IPX header compression [default])
(Enable IPX header compression)

(Disable STAC analog compression
[default])
(Enable STAC analog compression)
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no compress_stac-digital (Disable STAC digital compression
[default])
compress_stac-digital (Enable STAC digital compression)

ppp _async-control charl char?2 ...

char —adecimal valuein the range of 0-31. Up to 32 characters can be

specified.
s conraimop-crow |

Send escape before selected control characters

[~ 08 BSP ™ 10 DLE [~ 18 CAN
[ 01 SO0H [~ 09 HT [ 11 DpC1 [ 19EM
[T 0251X [ DALF [C 12DC2 [T 1A SUB
[T D3ETX [ OB ¥T [ 13DC3 [ 1B ESC
[~ 04 EOT [ OCFF [ 14 DC4 [~ 1CES
[ 05ENQ [ 0D CR [ 15 NAK [~ 1D GS
[ 06 ACK [ OE SO ™ 16 SYN [~ 1E RS
[~ 07 BEL [~ OF 51 [ 17 ETB [~ 1FUs

| oK | | | Cancel | | Help |
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3.4.7 Group Advanced Settings— Dial Out

Dial Onrt - Group newgroup
0 [T Auto dial on attach Phore rumkber: I
= Flows Control - [D'ata Forwarding
9 " Mao flow control Packet size: IMD bytes
@ " Hardweare flowy control TR IBD e
Xgn i'l?'_ (5' Decirnal Packet timeout: 720 s
Foff: I'IEl s Trigger Characters |
I (0].8 l | Cancel | | Help I
ltem Mode Command
0086 Group _group name
(1) no _dialout auto-dial (Disable auto-dial dial out on attach
[default])
_dialout auto-dial phone_no (Set auto-dial to the number specified)
(2] no _dialout flow-control
® _dialout flow-control hardware  [default]

_dialout flow-control xon-xoff

_dialout [xon xon_char] [xoff xoff_char] (Setsthe xon and/or xoff characters
in decimal)

_dialout packet-sizesize
_dialout char-timeout value

_dialout packet-timeout value
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Dial Onrt Trigger Characters - Main Group

— Trigger Characters
Enter up to 16 tigger characters in decimal or hex format

% Show trigger characters in decimal format.
" Show trigger characters in hex format.

‘o O
‘m o =
o[ m[ | w[ | e
B W[ E[ e[

I DKl | Cancel | | Help |

_dialout trigger-char charl char?2 ...

charl —hex value of character to trigger on (up to 16 characters can be
configured)
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3.4.8 Group Advanced Settings— Bridge Filter

Bridge Control Protocol Filter - Group groupname

- Protocol Filker
I FiierBroadcast I Fiter Multicast
(1) (2]
(1] 4 I Cancel | Help
|tem Mode Command
00 Group _group hame

(1) _bep filter broadcast
no _bcp filter broadcast

(2] _bep filter multicast

no _bcp filter mult

icast

(Enable broadcast filter [default])
(Disable broadcast filter)

(Enable multicast filter [default])
(Disable multicast filter)
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3.5 Server SNMP

[swe Coniguration ]
0 M ame: |
9 Contact: |
@ Location: |
Trap Host-
[ Enabled 1P Address: | I F . ] |
Community: |PUh|i° L]J
rCommunity
Name Access
public Read L e ]
1].4 | | Cancel J | Help l
[tem Mode Command
0086 Global configure
(1) snmp-server chassis-id Name (Set server name)
(2] snmp-server contact Contact (Set contact information)

® snmp-server location Location (Set server location information)

no snmp-server host (Disable trap host [default])
snmp-server host ip_address traps community (Set trap host and
community)

ip_address— IP address of trap host
community - the community that the trap host belongs (see
command below)
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Community

Name: I

Access

(@ Mo Access ' Read

0K I | Cancel | | Help

_snmp-server community Name none (Give the community Name no
access rights)

_snmp-server community Namero (Give the community Name read-
only access rights)
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3.6 Logging- Syslog
Logging
Sypslog I Ewent Logl
o ¥ Enable Syslng
— Syzlog Servers: —@—
Paddesst: [ . ]
Paddess2 [ . . . ]
Paddess3 | . . . |
Paddesss [ . . . |
' 3) Eiah Ilnformational ;i
Ok | Cancel
ltem Mode Command
006 Global configure
(1) No command needed — automatically enabled when syslog server address
specified.
(2] logging server_ip_address  (Set syslog server | P address)
no logging server_ip_addr (Remove syslog server)
® logging trap level (Set logging trap level)
no logging trap level (Remove logging trap level)
default logging trap (Sets default trap level to informational)

level —logging trap level can be
debugging
informational (default)
notifications
warnings
errors
alerts
critical
emergencies
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3.7 Logging—-Event Log

Logging
Suslog  Eventlog |
%5 Enable Event Log
Errar Level iNUtifications j
(2]
’TI Cancel Help I
ltem Mode Command
o0 Global configure

[ 1) logging buffered informational (Enable event log [default])

(2] logging buffered log_type (Set logging type)
no logging buffered (Reset back to informational)
default logging buffered (Reset back to informational)

log_type—validlog typesare
emergencies
alerts
critical
errors
warnings
notifications
infor mational (Default)
debugging
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4.0 Protocol Configuration

4.1 Protocol Options

Protocol
rProtocols
0 X 1P e [T Metbios [ BCP
0 K IBX [ ARA
| (114 | | Cancel | | Help I
[tem Mode Command
(2] Global configure
® Interface interface dialer 0

o | P cannot be disabled for Cisco Configuration mode.

no ipx routing (disable IPX protocol)

ipx routing (enable IPX protocol)

no netbios_nbf (disable Netbios protocol [default])
netbios nbf (enable Netbios protocol)

no_arap_enable (disable ARA protocol [default])
_arap_enable (enable ARA protocol)

no _bcp _enable (disable BCP protocol [default])
_bcp_enable (enable BCP protocol)
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42 BCP

Bridge Control Protocol (BCP) - Main Group

o [ Aliow Ciient Specified Mac Addresses:

Protocol Filter

9 [ Filter Broadcast @ [¥ Filter Multicast
| (1.4 | | Cancel [ I I Help
ltem Mode Command
0086 Interface interface dialer 0

(1) no _bcp mac-addr ess-client-specified (client specified MAC address not
allowed [default])

_bcp mac-address-client-specified (client specified MAC address
allowed)

no _bcp filter broadcast (disable broadcast filter )

_bep filter broadcast (enable broadcast filter [default])

no _bcp filter multicast (disable multicast filter)

_bep filter multicast (enable multicast filter [default])
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4.3 |P Protocol

4.3.1 WAN IP Address

&1 IP Protocol

WAN | Server IP Address | DNSAWINS | Routing | IP Fiter |

WAN Network Address

(1) P Address: |192- 65 146 161 |
Subnet Mask: |255-255.255.192|

¥ Enable Proxy ARP

—wiahl IP Addreszes
@ & No default

" DHCP

" Use internal pool 1P Fos] i

ak. l Cancel Help I
[tem Mode Command
(1] Interface interface dialer 0
(2] Interface interface FastEthernet 0
(3] Global configure
(1) ip address nn.nn.nn.nn MM.mm.mm.mm

nn.nn.nn.nn —Wan |P address
mm.mm.mm.mm - WAN subnet mask

(2] noip proxy-arp (disable proxy ARP [default])
ip proxy-arp (enable proxy ARP)

® no ip address-pool (DHCP or internal P pool not used)

no ip address-pool dhcp-proxy-client (disable DHCP)
ip address-pool dhcp-proxy-client (enable DHCP)
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Enter the following command in global configuration mode.

no ip address-pool local (disableinterna P pool)

ip address-pool local (enable internal 1P pool)

no async dynamic address (disable client specified address [default])
async dynamic address (enable client specified address)

no _ip _addressuser-database (disable user database override [default])
ip _address user-database (enable user database override)
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4.3.2 DHCP
DHCP
DHCF Server
(8 Discover (| Specify
9 IP Address:

1 1

Lease Duration: @ 3 hours

[T Reconnect Enable

8K ]| cance |

ltem Mode Command
(23] Global configure

(1) When DHCP is selected, the default modeis “ Discover”. No additiona
commands are needed. “Specify” mode is automatically selected when DHCP
server addresses are entered.

(2] ip dhcp-server nn.nn.nn.nn (Add DHCP entry)
no dhcp-server nn.nn.nn.nn (Delete existing DHCP entry)

nn.nn.nn.nn — | P address of a DHCP server
This command can be used to specify up to four DHCP servers.
® ip _dhcp-lease duration
duration — lease duration in hours

ip _dhcp-reconnect-disable (enables the DHCP reconnect option)
no ip _dhcp-reconnect-disable (Disable DHCP reconnect option [default])
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4.3.3 |P Address Pool

IP Address: | | . . . | Count: |1—
Address: Count:
o
Pool Size: 0
ok ][ cancel ]|  Hel

[tem Mode Command
o Global configure
(1] ip local pool default nn.nn.nn.nn {mMm.mm.mm.mm}

nn.nn.nn.nn — Starting I1P address of local pool
mm.mm.mm.mm — Ending IP address of local pool if specifying arange

This command can be use multiple timesto create alocal pool with multiple
address ranges.
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4.3.4 Server Address

&1 IP Protocol

WA Server IP Address | DNSAWING | Routing | IP Fiter |

—Server |P Addr
9w
@D | ¥ usepsRP

v Specify an P address

@ IF Address: |2|]l]_ 1.1 1 |
Subtet Mask: |255.255.255_ 0 |

L=

v Use default gateway |2["] L |
ak. l Cancel Help I
ltem Mode Command
006 Interface interface FastEthernet 0
Global configure
[ 1) ip _bootp-enabled
(2] ip _rarp-enabled
® ip address nn.nn.nn.nn MM.mm.mm.mm

nn.nn.nn.nn — configured server | P address
mm.mm.mm.mm — configured server subnet mask

ip default-gateway nn.nn.nn.nn
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4.3.5 DNSWINS

& IP Protocol
WAN. | Server IP Address  DNS/WINS | Routing | IP Fiter |

— DNS Sewers—o
Prirnary DHS: |2["]. 1.1 .3 |

Secondary DHS: |2["]. 1.1 .14 |

WS Servers—@

Frimany WIkS: |2["]. A, i a8 |

Secondan WINS: |2["]- 1.1 .6 |

ak. l Cancel Help I
ltem Mode Command
00 Global configure
(1) ip hame-server nn.nn.nn.nn

nn.nn.nn.nn — | P address of the DNS server
There isno concept of primary and secondary DNS servers. The serverswill be
searched in the order they were entered. A maximum of two servers are
supported.
ip _win-name-server nn.nn.nn.nn

nn.nn.nn.nn — | P address of the WINS server
Thereisno concept of primary and secondary WINS servers. The serverswill be

searched in the order they were entered. A maximum of two servers are
supported.
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4.3.6 P Routing Setup

&1 IP Protocol

WAN. | Server IP Address | DNSAWINS  Fouting | 1P Fiter |

— IP Diwniamic Routing

When [P Dynamic Routing iz checked, the Server will uze
the IP RIP table built from RIP messages received from
ather rauters ta determine how to route a message.

o ¥ Enable dynamic routing on LAN BIP Setup i

—IP Static Raouting

When P Static Routing iz configured, the Server will uze
the configured IP static routes table to determing how to
raute a message.

ak. Cancel Help I

ltem Mode Command
0 Router router rip
[ 1) no networ k nnn.nnn.nnn (RIPs disabled on network [default])

networ k nnn.nnn.nnn.nnNn

nnn.nnn.nnn.nnn — Network address on which RIPs are sent and received
(typicaly network portion of local LAN)
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437 RIP Setup

RIP Configuration
o RIP Send Type: @ RIP Receive Type:
[RIPY1 B [RIPYT or RIPVZ B

Authentication Protocol

@ Mo Authentication
' Plain text password

) Keyed Message Digest

DK I | Cancel | | Help

ltem Mode Command
006 Interface interface FastEthernet 0
[ 1) noip rip send version (Do not send RIP messages)

iprip send version 1 (Send RIPv1)

ip rip send version 2 (Send RIPv2)

ipripsendversion12 (Send RIPv1 compatible)
(2] noip rip receiveversion (Do not receive RIP messages)

iprip recelveversion 1 (Receive RIPv1)

ip rip recelveversion 2 (Receive RIPv2)

ipripreceiveverson12 (Receive RIPv1 or RIPv2)
® noip rip authentication mode (No RIP authentication)
ip rip authentication mode text
ip rip authentication _password password (Plain text authentication

(with password password)

ip rip authentication modemd5  (Keyed message authentication)
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Set RIPv2 Key--Keyl

(1) Key ID: {l] Mext»»

12/ Key Yalue: ||
® [ valid from: |1999/10/14 [l
I Expires:  |1999/10/15 ]

i)

| (1] 4 | Cancel ‘ Help

ltem Mode Command
006 Key Configuration key chain name

Key Chain Key ID key n (n=0-255)
(1) key key id

(2] key-string key value
(The following command is needed to set expiry dates on the key)
® accept-lifetime 0:0:0 start_date 0:0:0end_date  (Start/end dates for the key)

accept-lifetime 0:0:0 start_date infinite  (Start date but no end date)

Format of start_date and end_date: mmm dd yyyy where mmm isathree
letter representations of the month (Jan, Feb, Mar, etc.).
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4.3.8 Static Route

Add IP Static Route
IP Address: [ . . ] | oK |
(1] Cancel
Subnet Mask: | . . . |
Help
Destination Type: Metwork ‘j
Destination Pork:
@ LAN Router IP Address: | F 5 2 |
Counl @ |
ltem Mode Command
00 Global configure
(1) ip route nn.nn.nNn.NnNn MM.MM.MM.MM rr.rre.rr.rr

nn.nn.nn.nn — I P address of remote network or host

mm.mm.mm.mm — subnet mask of remote network; if destination type
isahost, the mask is 255.255.255.255.

rr.rr.rr.rr — 1P address of router

(2] ip route nn.nn.nn.nn mMM.mm.mm.mm wan_name

nn.nn.nn.nn — | P address of remote network or host

mm.mm.mm.mm - subnet mask of remote network; if destination type
isahogt, this mask is 255.255.255.255.

wan_name — user name for the LAN-to-LAN user that will route this

message

To delete an existing entry, use the format as shown above but preceded with a*“ no”
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4.3.9 Filter Definition

Add IP Fiker Definition
Filter Action ) Accept
® Reject _m

Source Address:

Source Mask:

Protocol:

e
255 25b 255 255

Destination Address: I:I
Destination M azk:
ltem Mode Command
All commands Filter definition ip access-list extended

“Accept” Filter Format

Each filter can be specified in two forms:

1. If thefilter appliesto a specific host address, the command has the word host
and no address mask.
2. If thefilter appliesto a network, the command does not have the word host
but has an address mask.

The format of the command depends on what protocols, source and
destination address, and source and destination ports are specified.

Protocol Specify Format

Source Dest.
Address | Address

Source | Dest.
Port Port

None (Any) X

permit ip host src_addr any
permit p src_addr mask any

permit ip any host dst_addr
permit ip any dst_addr mask

tcp X permit tcp host src_addr any
permit tcp src_addr mask any

X X permit tcp host src_addr eq src_port any

permit tcp src_addr mask eq src_port any

X X permit tcp host src_addr any eq dst_port

permit tcp src_addr mask any eq dst_port
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permit tcp host src_addr eq src_port any eq dst_port
permit tcp src_addr mask eg src_port any eq
dst_port

permit tcp any host dst_add
permit tcp any dst_add mask

permit tcp any eq src_port host dst_add
permit tcp any eq src_port dst_add mask

permit tcp any dst_add host eq dst_port
permit tcp any dst_add mask eq dst_port

permit tcp any eq src_port host dst_addr eq dst_port
permit tcp any eq src_port dst_addr mask eq
dst_port

udp

permit udp host src_addr any
permit udp src_addr mask any

permit udp host src_addr eq src_port any
permit udp src_addr mask eq src_port any

permit udp host src_addr any eq dst_port
permit udp src_addr mask any eq dst_port

permit udp host src_addr eq src_port any eq
dst_port
permit udp src_addr mask eq src_port any eq
dst_port

permit udp any host dst_add
permit udp any dst_add mask

permit udp any eq src_port host dst_addr
permit udp any eg src_port dst_addr mask

permit udp any host dst_addr eq dst_port
permit udp any dst_addr mask eq dst_port

permit udp any eq src_port host dst_addr eq
dst_port

permit udp any eq src_port dst_addr mask eq
dst_port

icmp

X N/A

N/A

permit icmp host src_addr any
permit icmp src_addr mask any

X N/A

N/A

permit icmp any host dst_add
permit icmp any dst_add mask

other

X N/A

N/A

permit other_protocol host src_add any
permit other_protocol src_add mask any

X N/A

N/A

permit other_portocol any host dst_add
permit other_portocol any dst_add mask

filter _name — name given to the filter

src_addr — source address field of the filter

dst_addr — destination address field of the filter

mask — mask applied to the address (optional if using 255.255.255.255)
(NOTE: themask entered here must be bit-wiseinverted from the
mask entered using the Manager. For example, if the mask entered
in the Manager is 255.255.192.0, in Cisco compatible mode, enter

thevalue 0.0.63.255.)

src_port — source port value of protocol
dst_port — destination port value of protocol
other_protocol - hex value of other protocol
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“Reect” Filter Format

Each filter can be specified in two forms:

3.

4.

If the filter applies to a specific host address, the command has the word host
and no address mask.

If the filter applies to a network, the command does not have the word host
but has an address mask.

The format of the command depends on what protocols, source and
destination address, and source and destination ports are specified.

Protocol

Specify Format

Source Dest. Source | Dest.
Address | Address | Port Port

None (Any)

X deny ip host src_addr any
deny ip src_addr mask any

X deny ip any host dst_addr
deny ip any dst_addr mask

tcp

X deny tcp host src_addr any
deny tcp src_addr mask any

X X deny tcp host src_addr eq src_port any
deny tcp src_addr mask eq src_port any

X X deny tcp host src_addr any eq dst_port
deny tcp src_addr mask any eq dst_port

X X X deny tcp host src_addr eq src_port any eq dst_port
deny tcp src_addr mask eq src_port any eg dst_port

X deny tcp any host dst_add
deny tcp any dst_add mask

X X deny tcp any eq src_port host dst_add
deny tcp any eq src_port dst_add mask

X X deny tcp any dst_add host eq dst_port
deny tcp any dst_add mask eq dst_port

X X X deny tcp any eq src_port host dst_addr eq dst_port
deny tcp any eq src_port dst_addr mask eq dst_port

udp

X deny udp host src_addr any
deny udp src_addr mask any

X X deny udp host src_addr eq src_port any
deny udp src_addr mask eqg src_port any

X X deny udp host src_addr any eq dst_port
deny udp src_addr mask any eq dst_port

X X X deny udp host src_addr eq src_port any eq dst_port
deny udp src_addr mask eg src_port any eq dst_port

X deny udp any host dst_add
deny udp any dst_add mask

X X deny udp any eq src_port host dst_addr
deny udp any eq src_port dst_addr mask

X X deny udp any host dst_addr eq dst_port
deny udp any dst_addr mask eq dst_port

X X X deny udp any eq src_port host dst_addr eq dst_port

deny udp any eq src_port dst_addr mask eq dst_port
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icmp X N/A N/A | deny icmp host src_addr any
deny icmp src_addr mask any
X N/A N/A | deny icmp any host dst_add
deny icmp any dst_add mask
other X N/A N/A | deny other_protocol host src_add any
deny other_protocol src_add mask any
X N/A N/A | deny other_portocol any host dst_add
deny other_portocol any dst_add mask

filter_name — name given to the filter

src_addr — source address field of the filter

dst_addr — destination address field of the filter

mask — mask applied to the address (optional if using 255.255.255.255)
(NOTE: themask entered here must be bit-wiseinverted from the
mask entered using the Manager. For example, if the mask entered
in the Manager is 255.255.192.0, in Cisco compatible mode, enter

thevalue 0.0.63.255.)

src_port — source port value of protocol
dst_port — destination port value of protocol
other_protocol - hex value of other protocol
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4.3.10 Filter Assignment

server Filter Az=zignment

P
Defined Fikers [ =

Azzigned Filkers first

zecond o

Add |
Bemawve |
Dg_fine |

Diefault &ction: (2] " Accept

* Reject
Ok l | Cancel I | Help

ltem Mode Command

00 Interface interface FastEthernet 0

(1) ip access-group filter_namel filter_name2 ... (Assign filters—up to ten
filters can be specified —the
filters are processed in the
order they are entered)

(2] ip _access-group-default reect (Set default action to reject)

ip _access-gr oup-default accept (Set default action to accept)
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44 |IPX
o] IPX Protocol
IF% Protocol | Floutingl Filters I
— |P Frame Type
Metwark Mumbers :
o 802 3 Configured 123
Ethernet |I: IDiSﬁthd "l I
SHaP: |Aut0 Detected 'i I
8022 I.-’-‘n.uto Detected "l I
Dial In Metwork Mumber: Metwork Mumber ;
@ | Configured 'i I'I m
ak I Cancel | Help I
[tem Mode Command
(1] Interface interface FastEthernet 0
(2] global configure
[ 1) ipx network _auto-detected encapsulation frame (Auto detect frame
type)
ipx networ k network _number encapsulation frame (Configure frame
type)

network _number — configured network number
frame —frame type = novell-ether (802.3)
arpa (Ethernet 1)
Snhap
sap (802.2)

Note: any frametypethat are not set to auto-detect or configured with a
network number are assumed to be disabled.

(2] ipx internal-network _auto-configured  (Auto-generated internal network
number)
ipx inter nal-networ k network _number (Configured internal network)
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4.4.1 Static Routes

Destination _“
MNetwork Number:
(1)
Destination Port:
@ LAN Router IPX Address
Metwork Mumber: | _j
Mode Address:
(2]
c [
ltem Mode Command
00 Global configure

[ 1) ipx route dddd nnnn hh.hh.hh.hh

dddd — destination network number

nnnn - network number of router

hhh.hhh.hhh - node (MAC) address of router (must be entered in the
format shown)

(2] ipx route dddd _user wan_name

dddd — destination network
wan_name — user name of LAN-to-LAN user needed to route the packet
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4.4.2 Sap Entry

Add SAP Entry
5 M o
Server Mame:
rServer IPX Address
Network Number: 22
Hode Address:
Socket Humber:
ltem Mode Command
o Global configure

(1) ipx sap tt server_name dd.nnn.nnn.nnn ss

tt - server type

server_name - server name

dd - server network number

nnn.nnn.nnn - server node address entered in the format shown

ss — server socket number
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4.4.3 Filter Definition / Filter Assignment

Add IPX Filter Definition
Filter Action: o I Accept
® Beject

Source Network: Packet Type:

Source Node: | |Mj

Source Socket:

Destination Network:

Destination Mode:

Destination Socket:
ltem Mode Command
o Global configure
23 Interface interface FastEthernet 0
(1) no ipx access-list extended filter_name (Deletes the filter with the name

Sour ce Addr ess Specified

“filter_name”)

ipx access-list extended filter _name per mit packet_type ddd.nnn.nnn.nnn ss

any all

(define an “accept” filter)

ipx access-list extended filter_name deny packet_type ddd.nnn.nnn.nnn ss

any all

filter _name — name given to the filter

(define a“reject” filter)

packet_type - packet type to be filtered on:
any — equivalent to “none’

rip
sap
SpX
ncp

packet number —thisis equivalent to “other” with a

packet number specified
ddd - network address

nnn.nnn.nnn — node address (this must be in the format shown)
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ss — socket number

Destination Address Specified

ipx access-list extended filter_name per mit packet_type any all

ddd.nnn.nnn.nnn ss (define an “accept” filter)
ipx access-list extended filter _name deny packet_type any all
ddd.nnn.nnn.nnn ss (define a“reject” filter)

filter _name — name given to the filter
packet_type - packet type to be filtered on:
any — equivalent to “none’
rip
sap
SpX
ncp
packet number —thisis equivalent to “other” with a
packet number specified
ddd - network address

nnn.nnn.nnn — node address (this must be in the format shown)
Ss— socket number

An error message will be generated once the maximum number of filter definitions have
been reached (50). Each filter must be a*“permit” or a“deny” filter.

Server Filter Assignment
— P
Defined Filkers I three ;I
Azzigned Filkers One

- b
i Add

Bemawve

i Drefine

Drefault Action: @ o ﬁECBPE

" Reject
Ok l | Cancel I | Help
(2] ipx access-group filter_namel filter_name2 filter_name3 ...... filter_namelO

Assignsthefiltersfilter_namel, filter_name2, filter_name3, etc. in thisorder. Up
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to ten filters can be assigned thisway.

® ipX _access-group-default accept  (defaults to accepting the packet)
ipx _access-group-default rgect  (defaultsto rejecting the packet)
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45 PPP
PPP - Main Group
o Fietry timer [Seconds] : I3
— Compression
¥ Protocol " IP Header [ STAL [Analog call
©® | ¥ Addiess ™ IP% Header I™ STAC [Digital cal])
| Ok, I | I | Lzync Control | | Help
ltem Mode Command
006 Interface interface dialer 0
Interface interface group-Async 0
(1) ppp timeout retry seconds (Set restart timeout in seconds)
(2] Nno ppp compression _protocol (Disable PPP protocol compression)
ppp compression _protocol (Enable PPP protocol compression
[default])
® no ppp compression _address (Disable PPP address compression)

ppp compression _address
no ip tcp header-compression
ip tcp header -compression

NO ipX cCompression cipx
ipX compression cipx

Nno compress stac
compress stac
Nno compr ess stac

compress stac

(Enable PPP address compression
[default])

(Disable PPP header compression [default])
(Enable PPP header compression)

(Disable IPX header compresison [default])
(Enable IPX header compression)

(Disable STAC analog compression
[default])
(Enable STAC analog compression)

(Disable STAC digital compression
[default])
(Enable STAC digital compression)
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no ppp multilink

ppp multilink

ASYHC Control Map - Main Group

Send escape before zelected control characters

" 08 BSP
[~ 01 S0H 09 HT
™ 02 5IX T OALF
C03ETX [~ 0B ¥T
I~ 04 EOT [~ OC FF
[~ 05 ENG ™ 0D CR
[~ 0B ACK ™ OE SO
[~ 07 BEL [~ OF 51

T

(Disables multilink [default])
(Enables PPP multilink)

10 DLE
™11 DpC1
r12DpC2
C13DC3
14 DCA
15 NAK
16 SYN
17 ETB

Cancel

™ 12 CAN
T 19EM
1A SUB
1B ESC
C1CES
1D GS
™ 1E BS
™ 1F US

Help

no ppp _async-control

(Disable PPP async control [default])
ppp _async-control charl char 2 ... (Enable PPP async control using charl,
char2, etc.)

charl —adecimal value between 0 and 31used to represent each control
character selected. Thelist can specify up to 32 characters.
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5.0 User Configuration

51 User Record
User
Uszer D Diepartment Access Uze Standard
Edit |
o
Tatal 1 Users | Standard Profile | | Cancel |
 User D atabase Access
 Public % Private | Shared D atabaze | | Help |
ltem Mode Command
00 User Database _userdb
(1) _userdb name (Enter into user database mode and add/edit user “ name”)

(2] no _userdb name

(Deletes user “name” from database)
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o Edit User
User IUser Profilei Protocolsl User Eallbackl
0 ¥ User Disabled

Uszer D inew_user
Department: @ Isupport
@ [~ Egpires: i?L’IUU.-’EIdH'I 3

[~ Admiristration Privileges

~ Set Pagsword

Pazzword: I

Confirm; Ix

[ sz

Ok, l Cancel Help I
ltem Mode Command
0086 User Database _userdb
Global configure
(1) no disabled (user enabled [default])
disabled (user disabled)

(2] department department

department - name of the user’ s department

® no expires (no expiry date for this user [default])
expires yyyy/mnvdd (user ID expires after the specified date [must be
entered in the format showny])
no admin (user does not have administrative rights [default])
admin (user has administrative rights)
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username user_id nopassword (user with no password assigned [default])
username user_id password {encryption_type} password (password
assigned to the user)

encryption_type — the type of encryption used (optional parameter)
0 = password saved in clear text (no encryption)
100 = password saved encrypted

password — password assigned

NOTE: Do not enter the encryption type when assigning passwords to the user.
Enable the Service Encryption Password (page 3-1) to save passwordsin
encrypted form. Otherwise, it issaved in clear text. The encryption typefield
will always be shown when viewing the entry in the configuration file.

override-standard-profile (enters user profile configuration mode)
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5.2 User Profile

o Edit User

User  User Profile | Protocols | Lzer Callback |
—Lan ToLal

o [ En

— Inactivity Timeout

(2] " Disabled

€ |f Inactive 1234 Minutes

r— Connect Time

® 7 Urlimited
% Magimum 423 Minutes

r Client Yirtual Connection

¥ Enable Virtual Connect

Ok | Cancel Help I
ltem Mode Command
0086 _userdb override-standard-profile
(1) no lan-to-lan (disables the lan-to-lan option [default])
lan-to-lan (enables the lan-to-lan option)
(2] inactive (disable inactivity timer [default])
inactive value (sets amaximum inactivity time)

value — maximum period of inactivity before the connection

isdropped
® Nno maximum (disables the maximum connect time [default])
maximum value (sets the maximum connect time)

value - the maximum connect time per session in minutes

no virtual (Disables virtual connection feature [default])
virtual (Enables virtual connection)
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5.2.1 Protocols
o Edit User
Uszer | IJzer Profile  Protocols I 1 ger Eallbackl
~ Protocalz
(1) v B [T HetBEL] [~ BCP
v IEx [~ sRa
— Compression
W IP Header@
W IPx Header @
— Filters
W Disable Server Filkers
IP Filter I Fiter |
—Addrezses
¥ Uger IP Address |2I]I]_ 1.1 .2 |
¥ Fised MAC Addiess: | D2ABCDO00000
Ok | Cancel I Help I
[tem Mode Command
0086 _userdb override-standard-profile
[ 1) protocol ip
protocol ipx
protocol netbios
protocol ara
protocol bcp
Add a“no” before the command to disable the protocol.

no ip tcp compression
ip tcp compression

NO ipX cComMpr ession cipx
ipX compression cipx

no server-filters
server -filters

(disable ip header compression[default])
(enable ip header compression)

(disables ipx header compression [default])
(enables ipx header compression)

(Disables server filters)
(Enables server filters [default])
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ip address nn.nn.nn.nn (Assign user WAN address)
macaddr ether net mmm.mmm.mmm (Assign ethernet MAC address)
macaddr tokenring mmm.mmm.mmm (Assign tokenring MAC address)
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5.2.2 |IPFilters

ltem

User Filter Assignment

-IP

Defined Filkers

I fourteen

Azzigned Filters
(=]

Add

Bemaove |
Dg_fine |

Default Action:

twelve

o

& Accept
" Reject

Ok l | Cancel

Help

M ode

Command

_usedb

override-standard-profile

(1]

ip access-group filter_namel filter_name2 ...(Assign filters by name — up to

ten can be listed — the filters are
processed in the order they were

entered)

Note: the default action is the same as the server filter default action whichis
set in the global configuration mode using the command

ip access-group-default [accept | regect].
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5.2.3 IPX Filters

User Filter Assignment
— P
Defined Filkers Ifour ;I
R —
Add ten
faur
_ Benore | °
Dg_fine |
Diefault &ction: & Accept
" Reject
Ok | | Cancel I | Help
ltem Mode Command
o _userdb override-standard-profile
(1]

ipx access-group filter_namel filter_name2 ...(Assign filters by name—up to
ten can be listed — the filters are
processed in the order they were

entered)

Note: the default action is the same as the server filter default action whichis
set in the global configuration mode using the command

ipXx access-group-default [accept | reect].
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5.2.4 Cdl Back
o Edit User
Uszer I |zer Profilei Protocols  User Callback I
o ¥ Enable Roaming Callback
@ [¥ Enable Fixed Callback
— Pretemed Callback Group
@ IMain Paol ;I [ Use exclusively
— Fixed Callback
— Callback Phone Mumbers
Main: [12345
Alternate; iE?SSU
Ok, l Cancel Help I
[tem Mode Command
0 _userdb override-standard-profile
Global configure
(1) no callback roaming (disables roaming callback [default])
callback roaming (enables roaming callback)
(2] username user_id callback-dialstring main_callback _number password

{encryp_type} password

user_id —user ID affected by this profile
main_callback_number — primary fixed callback number
encryp_type — password encryption type; value can be
0 = no password encryption
100 = encrypted password
(Note: this parameter does should not be entered. It is shown when the
command is displayed in the configuration file.)
password — password of user
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® username user_id callback-rotary group_name password
{encryp_type} password

user_id —user ID affected by this profile
group_name — preferred callback group
encryp_type — password encryption type; value can be
0 = no password encryption
100 = encrypted password
(Note: this parameter does should not be entered. It is shown when the
command is displayed in the configuration file.)
password — password of user

callback exclusive (Use the selected group exclusively)

callback alter nate phone_no (Alternate fixed call back phone number)
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5.25 Lan toLan Parameters

o Edit User
Lser | User Profilei Protocolsl User Calback LanTalan |
— Femate Systern Logi
o en-w e System Login RIF Satun
Login |D: ’remote
Paszwaord: I xxxxxx
Confirm; I xxxxxx
r Phote Mumber
' Enable Muli Link PFF e |
Frimary Phone Mumber: I1 24567
¥ Beserve Channel I31|F11 vI
Secondary Phone Mumber: !93?55432
¥ Reserve Channe] IS1|F12 .I
r Connection
3 Wirtual Connection |
Ok | Cancel I Help I
|tem Mode Command
00 Global override-standard-profile
(1] [2l-id login_id (remote system login user ID)
(2] |2l-passwor d password (remote system login password)

® Multilink is automatically assumed to be enabled when two phone numbers
are specified. No additional commands are needed.

[2l-calltype calltype (lan-to-lan call type)
calltype —type of call
analog
digital (default)

[2l-phone line phone_number (phone number of the line)

line —the phone line (1 or 2)
phone_number — number to call for thisline
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I2l-channel line channel _name (channel reserved for each line)

line —the line number (1 or 2)
channel_name- channel name reserved for this link

no |12l-auto-connect (Disable auto connect)
|2l-auto-connect (Enable auto connect)

Configure Virtual Connection

W Enable Yitual Connection

Digconnect If [nactive : |23 Mirbes
Connect & Minimurm OF ; !45 Minutes

¥ Enable Auto Reconnect

Reconnect Eveny IE? hinutes

Cancel |

no 12l-virtual (Disable virtual connection [default])
[2l-virtual (Enable virtual connection)

I2l-inactive value (Set disconnect if inactive time value)
[2l-minimum value (Set minimum connect time value)

I2l-reconnect value (Set the reconnect time value)
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5.2.6 Lan-to-Lan RIP Setup

RIP Setup
RIP Send Type: RIP Beceive Type:
[RIFv/1 COMPATIBLE = RE -
(1) (2]

i~ Authentication Pratocaol

& No Authentication
7 Plairt tert password

£ KeypediMessage Digest

e - -
ltem Mode Command

00 _userdb override-standard-profile
(1] [2l-rip send version ver

ver —RIP version
1 version 1
2 version 2
12 version 1 compatible

(2] [2l-rip receive version ver

ver —RIP version
1 versonl
2 version 2
12  version 1 compatible
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5.2.7 Lan-to-Lan Virtual Connection

Configure Virtual Connection

W Enable Yitual Connection

o Digconnect If [nactive : |-|[| Mirbes
@ Connect & Minirmum OF : !20 Minutes

¥ Enable Auto Reconnect

@  FReconnect Every: |3D hinutes

Cancel |

[tem Mode Command

00 Global configure

(1) |2l-inactive value
(2] 12l-minimum value
(3) 12l-reconnect value

Note: The commands above are only needed if virtual connection is enabled.
(Default = virtual connection disabled)
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5.3 Standard Profile

E_' User Standard Profile - Main Group

Standard Profile I Protocals/Fiters |

— Inactivity Time Out
" Disabled o

1 |f inactive I'I'I minutes

- Connect Time
€ Unlimited (2]

ol |3EIEI minutes

— User Callbacks:
@ ¥ Enable Boaming Callback

I aip_test ;I ¥ Use exclusivels

" Preferred Callback Group

i Client Virtual Connection

¥ Enable Virtual Connect

QK. l Cancel Help |
ltem Mode Command
0 Standard Profile _standard-profile
(1) no inactive (disable inactivity timer [default])

inactiveinactivity timer (sets a maximum inactivity time)

inactivity timer — maximum period of inactivity before the connection
is dropped

(2] no maximum (disables the maximum connect time [default])
maximum maximum _time  (sets the maximum connect time)

maximum_time - the maximum connect per session for this user

® no callback roaming (disables roaming callback [default])
callback roaming (enables roaming callback)
callback-rotary group_name (Preferred callback group)
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no callback-exclusive (group not used exclusively [default])
callback-exclusive (group to be used exclusively)

no virtual (disables virtual connection [default])
virtual (enables virtual connection)
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5.3.1 Standard Profile Protocols and Filters

E_' User Standard Profile - Main Group

Standard Profile  Protocols/Filkers |
—Protacols
v IP vV Methins v BEP
M IR M aps
— Filters
¥ Disable Server Filers
IPFiter | | IFFiter
QK. l Cancel Help |
ltem Mode Command
0 Standard profile _standard-profile
[ 1) protocol ip [default]
protocol ipx [default]
protocol netbios
protocol ara
protocol bep
Use the “no” version of the command to disable.
(2] no server-filters (Disable server filters)
server -filters (Enable server filters [default])
® ip _access-group-default {accept | reject} (Set default action of filters)

ipx _access-group-default {accept | regect} (Set default action of filters)
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5.3.2 Standard Profile: IP Filters

User Filter Assignment
1P
Defined Filkers one =
Azzigned Filkers O
e |
Diefault &ction: & Accept
" Reject
Ok l | Cancel I | Help
ltem Mode Command
All items Standard profile _standard-profile

Refer to Sections 4.3.9 and 4.3.10 for details on filter definition and assignment.
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5.3.3 Standard Profile |PX Filters

User Filter Assignment
—IPx
Defined Filters Isecond j
Azzigned Filkers frst
Add
Bemawve |
Drefine |
Default Action: & ,ﬁ.gcepl‘
" Reject
Ok l | Cancel I | Help
ltem Mode Command
All items Standard profile _standard-profile

Refer to Section 4.4.3 for details on filter definition and assignment
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5.4 Shared Database

User Database Access -

" Public o {* Private Shared Database Help
ltem Mode Command
o Global configure
(1) _database-access public (Enable public user database access)

_database-accessprivate  (Enable private user database access [default])

Shared User Database
W Search Bemote
Cancel
~ Bemote Server 1
ol [ 1P Help

Address | 5 i i |

Remote Server 2
ce ek

Name

(2] This option is assumed once the address or name of the remote servers are
specified (see below).

® _shared-database-server Oip ip_address
_shared-database-server 0 ipx Name

_shared-database-server 1lip ip_address
_shared-database-server 1ipx Name
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6.0 Manager Statistics

System Statistics
— Server
Mame: PERLE 83315 o Firmnware Werziot: 07.00G
Azzet |D: BIOS Wersion: 01.20
Tire: 2000404428 151831 @
Up Time: 0 days £ hours B minutes
Slat: Interface: Resource I use:
1 Ethernet 1 | Interface |
1 @ BRI 5/T g 1] -
1 Pere DSPE ] 1] T
2 Empty | |B Protocol
2 Ernpty
IF Pratocal |
Usger |
I T | | Helo
ltem Mode Command
o Privilege enable
[ 1) show version
Displays: server name
asset ID

server start time

server up time

firmware version number

bios version number

interface resources in total, enabled, and in use
resources installed on the unit

(2] show clock
Server date and time in the format hh:mm:ssday_of week month day year

show interfaces (Shows the status of all interfaces on the unit)

show interfaces fastethernet 0 (showsthe ethernet LAN interface)

show interfacestokenring O (showsthe token ring LAN interface)

show interfaces bri interface:channel_start:channel_end (Shows
status of the BRI interface specified)

o coNC)

interface — BRI port (0-7)
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channel_start — optional start channel (1-2)
channel_end — optional end channel (must be 2)

show ip interface (Display IP information on the interface)
show ip interface fastethernet 0  (IP information on the ethernet interface)
show ip interfacetokenring O (IP information on the token ring interface)

For the IP interface specified, displays
| P address
Subnet mask
How the address was acquired (configuration,BOOTP,RARP)

show ipx interface (Display IPX information on the interface)
show ipx interfacefastethernet 0  (IPX information on the ethernet interface)
show ipx interfacetoken ring0  (IPX information on the token ring interface)

For the IPX protocol running on ethernet, displays
Network numbers for
Typell frames
SNAP frames
802.3 frames
802.2 frames
Dial in network number

show users (Shows status of all connected users)
User Statistics
Trangrnit Receive

Lizer: Type Channel Modem: Fiate: Fiate:

| Dizconnect |
r— Call Status: test
Department: training IF Addresz: 2001.1.10
Group: 1P+ Address. B4ACBR33D
Butez Fx, 228 KB MALC Address:
Bytes Tk 352B Time connected:  00:03
| LCancel I | Help |
clear _user username (Disconnect a connected user)
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6.1 BRI Interface
BRI SiT - Slot 1
Interface In In In Unknown Out Ot
BRI: shatus: Digcards: Emars: Pratocals: Dizcards: Emors:
1 Dizconnected 1] a a a 1]
2 o Dizconnected 0 1} a 1} 1]
3 Dizconnected 0 i} i} i} a
4 Dizconnected 0 i} i} i} a
Channel: Mode: Statusz: Type: Azzighed:
S11F11 ol Idle Idle =
S1IF12 ol Idle Idle
S11F21 ol Idle Idle
S1IF22 ol Idle Idle
S1IFH ol Idle Idle -
S1IF32 ol Idle Idle
C1IF41 mil Il Il |
r— Call Status:
User:
Diepartment: @ IP Address:
Group: |F Address:
Bytes R MALC Address;
Bytes Ti: Time connected (hh:mm):
ltem Mode Command
o Privilege enable

(1) show interface bri interface_number

interface_number — BRI port number (0-3 for system card, 4-7 for
expansion card)

For the BRI port specified, displays
Interface status
In discards
Inerrors
In unknown protocols
Out discards
Out errors

(2] show interface bri interface_number : channel_number
interface_number - BRI port number (0-3 for system card, 4-7 for

expansion card)
channel_number — Number of the BRI channel (1-2)
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For the BRI port and channel specified, displays

Channel name

Mode (DO/DI/CB)

Status

Type

Assigned modem resource
User Name (if user connected)
User Department

Group

Bytes RX

Bytes TX

| P address

IPX address

MAC address

Time connected (current user)
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6.2 Perle DSP8 (Modem) Interface

Modem Statistics
Incoming Bytes Bytes
Modem: Assigned: Attempts: complete: Fail: RX: TX: Retrains:
S51M1 Idle 1 1 0 2246 1086 1]
S1M2 Idle 1 1 0 6197236 33640972 O
STM3 S11F12 1 1 1] 205456 49347 1]
S1M4 Idle i] o 1] 528 104 1]
S51M5 Idle o I] 1] 1] 528 104 1]
S1ME Idle 1] a 1] 528 104 1]
S1M7 Idle o o 1] 528 104 1]
S1ME Idle 1] 1] 1] 528 104 1]
Last Call: 51M3 @
Transmit Rate: 24000 Bps Receive Bate: 26400 Bps Modulation: ITU ¥_34
rCall Status:
User: test @ IP Address:
Department: IPX Address: 459A0BB9
Group: MAC Address:
Cancel I | Help I
ltem Mode Command
o Privilege enable

(1] show modem

Displaysinformation for each modem in table format:
Modem name
Assigned to which channel
Number of call attempts
Number of incoming incomplete calls
Number of failed connections
Number of bytes RX
Number of bytes TX
Number of retrains

(2] show modem modem_number
modem_number — specify modem by number (1-16)

For the modem specified, display
Transmit rate
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Receiverate

Modulation

User name (if currently connected)
User department

Group

| P address

IPX address

MAC address
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6.3 |P Protocol

Server IP Protocol

~Server IP
Address: 200.57.48.2
Subnet: 255 255 2550

Acquired by: Configuration

a
I PRI I | Cancel I | Help I
[tem M ode Command
o Privilege enable

(1) show ip route

Displays the default gateway and IP RIP entry in the table with its
destination network
subnet mask of destination network or host
gateway of next hop
number of hops to next destination
type of entry (dynamic or static)
port (interface used to reach the destination)
user (if the port type is WAN, name of user configured)
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6.4 |PX Protocol
Server IPX
IPX Metwork Numbers:
TYPE II:
SNAP:
802 3:
B2z
Dial In Hetwork Humber: 453A0BBY9 Help |
ltem Mode Command
o Privilege enable
(1) show ipx route

Displays each entry in the RIP table showing its
Network number
Number of hops
Number of ticks

show ipx servers

show ipx serversunsorted (Displays the server list as stored internally)

show ipx serverssorted [name | net | type] (Displaysthe server list
sorted by name (default), network number,
or SAP servicetype)

Displays each entry in the SAP table showing its
Server name
Type of server
Number of hops
Network address
Node address
Socket number
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6.5 WAN Users

User Statistics
Transmit  Receive
Lzer: Type Channel: Maoder: Fiate: Fiate:
| Dizconnect |
r~ Call Status:
Department: P Address:
Group: 1P Address:
Bytez R MALC Address:
Bytes Tk Time connected:
ltem Mode Command
All items Privilege enable
show users (Displays all WAN connected users)

Summarized information on all WAN users are displayed including
user name
cal type
reserved channel
reserved modem
receive rate
transmit rate

show userspartial_name  (Displays detailed information of all WAN
configured users that matches with the partial name
entered)

Detailed user information displayed include
user name
department
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group
IP, IPX and MAC address

bytes received and transmitted
receive and transmit rate

call type

channel and modem resource used
elapsed connection time
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Appendix A

Sample Configuration Files

Connection to the Internet via 833IS

Syslog Server
209.121.79.24 Router

209.121.79.1

Connection
to ISP

Radius
Server
209.121.79.26

a0og @ ‘

833IS
209.121.79.31

CENTRAL SITE

I

I

I

I

I Notebook with V.34
| PC Card Modem
I
I
I
I
I

Mobile User

Analog

—_——_———_— —_— ——

Teleworker

—_——_———_——_— ——

Home User

Radius authentication used, internal |P pool for WAN users, dial in only

Iversion 07.00
|

hostnane "8331S | SP"
|

enabl e secret perle

!
user name bntkinlay password O shaun

Isdn swi tch-type basi c-dns100
|

Ip address-pool |oca

ip | ocal pool

i p default-gateway 209.121.79.1

/I name given to 8331S

/] system password (normally
// save encrypted)

/luser configured on the 833lS
/linternal database (password
/Inormally encrypted)

/11SDN switch type

/linternal |IP pool to assign
/] address to WAN users

/] address range in poo

default 209.121.79.66 209.121.79.73

/] address of next hop
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i p name-server 38.8.82.2 [/ address of DNS server

// address and key of radius
[l aut hentication server
radi us-server host 209.121.79.26 auth-port 1645
radi us-server key 123456789012345
| oggi ng 209. 121.79. 24 /] address of syslog server
aaa authentication ppp default radius //use radius authentication

//WAN port interface
interface dialer 0O
i p address 209.121.79. 65 255. 255. 255. 240
ppp aut hentication chap pap

i nterface FastEthernet 0 /1 LAN port interface
i p address 209.121.79. 31 255.255.255.0
|
interface bri 0 /BRI port 1
i sdn answer1 4755454
i sdn answer2 4753898
i sdn spi dl 905475545400
i sdn spid2 905475389800

interface bri 1 /BRI port 2
i sdn spi dl 905475508500
i sdn spi d2 905475508800
i sdn answer1 4755085
i sdn answer 2 4755088
shut down

end
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833ISon an Enterprise Network

DHCP Server
172.16.1.99
|

Syslog Server
172.16.34.34

Digitall
_______________________ Analog

CENTRAL SITE

I

I

I

I

I Notebook with V.34
| PC Card Modem
I
I
I
I
I

Mobile User Home/SOHOQ User

IP and IPX enabled on the network, DHCP used for WAN clients, dial in and dial out,
user configured for fixed and roaming call back

]
lversion 07.00

!
i px routing
i px internal -network _auto-configured

i px dynam c routing
aut o-generate interna
net wor k nunber

name given to 8331S

/
/
/
host nane "PERLE 833l S" /
/ system password (encrypted)
/
/
/
/
/

/
/
/
/
enabl e secret 100 3A0916844B4BCA36 /
| oggi ng 172. 16. 34. 34 /1syslog server address
/1 default gateway
// DHCP used for WAN clients
//user added to internal user
/11ist
0 /luser configured for
//fixed call back at the
/ / number shown
i p dhcp-server 172.16.1.99 /] address of DHCP server

ip default-gateway 172.16.1.7
i p address-pool dhcp-proxy-client
username test password O test

user name User _A cal | back-dial string 475607

I

interface dialer 0O //WAN i nterface configuration
i p address 200.1.1.1 255.255.255.0
ppp aut hentication chap pap
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interface fastethernet 0

| ocal LAN configuration

I PX and | P enabl ed

| PX auto detect all franme
t

/1
/1
/1
/1types

i px network _auto-detected encapsul ati on novel |l - et her
i px network _auto-detected encapsul ati on arpa

i px network _auto-detected encapsul ati on snap

i px network _auto-detected encapsul ati on sap

i p address 172.16. 34.33 255.255.0.0

interface bri 0
i sdn spidl 905475532700
i sdn spi d2 905475593900
i sdn answer1l 4755327
i sdn answer2 4755939
i sdn switch-type basic-dns100

interface bri 1

dialer _dialin disabled

di al er _dial out enabl ed

i sdn spidl 905475532700

i sdn spid2 905475593900

i sdn answer1l 4755327

i sdn answer2 4755939

i sdn switch-type basic-dns100

interface bri 2
dialer _dialin disabled
di al er cal | back-server
i sdn spidl 905475532700
i sdn spi d2 905475593900
i sdn answer1 4755327
i sdn answer 2 4755939
i sdn switch-type basic-dns100

interface bri 3
shut down
i sdn switch-type basic-dns100

}outer rip
network 172.16.0.0

;userdb t est
adm n

/BRI port 1 configuration

/BRI port 2 configuration
//dial out only enabled

/BRI port 3 configuration
/lcall back only enabl ed

/BRI port 4 configuration
[/ port disabled

//dynam ¢ routing enabl ed

/luser “test” has admin rights
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/luser configured with user
/lprofile — both fixed and

//roam ng call back enabl ed
_userdb User_ A

override-standard-profile
cal | back roam ng

end
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833IS Configured for Lan-to-Lan on Demand

——_ Central Site
17216 34 34
Syslog : e )
Server ”ml"l” ‘i' LAN
/ al Workstation
Perle 83315 172163433 o
Remote Access * LAM
Server
Rernote LAN 150N Q:.]-ga
BRI g
b e DHCP Server
: ‘ PSTN WEAN . :
Hast or ‘Eq y ] 192111 B
server | |||“| " Branch Router Iu“l‘
Ll S i
% -
LAN Workstation 172164 5

Remote Branch

]
lversion 07.00

host name " CALLI NG 833! S
i p dhcp-server 172.16.1.5

ip route 200.57.48.0 255.255.255.0 _user
usernanme | an password 0 | an

username test password O test

enabl e secret 100 3A0916844B4BCA36

| oggi ng 172.16. 34. 34

interface dialer O
ppp authentication chap pap
ppp mul tilink
ip tcp header-conpression
conpress stac
i p address 192.1.1.1 255.255.255.0
async dynam c address

|
interface bri 0
i sdn switch-type basic-dns100
i sdn spidl 905475532700
i sdn spi d2 905475593900
i sdn answer1l 4755327
i sdn answer2 4755939
di al er _dial out enabl ed
di al er cal |l back-server

/I name given to 8331S server
// DHCP server address
//static route for WAN user
an

/1 WAN user and password

/11 ocal user

/1 system password (encrypted)
/1 sysl og server address

/I WAN port interface config

Itilink enabled

| P header conpression
STAC anal og conpressi on
address

speci fied address

2

/BRI Port 1 configuration

// enabl e di al out
//enabl e call back
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interface bri 1
shut down

interface bri 2
shut down

interface bri 3
shut down

interface Fast Et hernet O

i p address 172.16. 34.33 255.255.0.0

}outer rip
network 172.16.0.0

_userdb | an

;userdb t est

end

override-standard-profile

adm n

l an-to-1lan

ip tcp header-conpression
| 21 -id superusr

| 2] - password superusr

| 2] - phone 1 94773789

2] -virtua

[ 2] -inactive 8

[ 2 -m ni mum 3

| 21 -reconnect 30

/BRI Port 2 configuration
[/ port disabled
/BRI Port 3 configuration
[/ port disabled
/BRI Port 3 configuration
[/ port disabled

/1 LAN interface configuration

//dynam ¢ routing enabl ed

// WAN user definition

/11 P header conpression
//renpte login user ID
//renpote | ogin password
//dial in nunber

/1 enabl e virtual connection
/1 disconnect if inactive

/1 m ni rum connect tine
//reconnect every 30 mn.

/luser has adnmin rights
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