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Canadian Emissions Standard   ICES-003 
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For products marked with the CE Telecommunications label, the following declaration 
applies: 
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ISDN Type Approval Labels 
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Canadian ISDN Approval 
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Statements for ISDN U Module 
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Important: If a second LAN module is installed, it must be in the slot 1 (leftmost position 
when viewed from the rear of the unit) to operate. In addition, if only one 
optional interface module is installed, it must be in slot 1 
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CONSOLE
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LAN/Console module

Power connector
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Terminals supported: 
 ansi, avt, ibm3101, qvt109, qvt102, qvt119, tvi925, 
 tvi950, vt52, vt100, wyse-50, wyse-vp, teletype 
Enter terminal type: 
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 The note icon is used to provide miscellaneous information on the configuration and 
set-up of the router. 

 

Configuration: The Configuration Note is used to indicate that there may be a difference in 
Note   configuration between the various operational modes of the router. This 
    may mean for example that the remote site set-up is configured differently 
    for an ISDN PPP router than for Frame Relay. 

 

 The information icon is used to indicate that more information is available on this 
subject.  The information is usually located within another document as specified. 

 

 The caution icon indicates that caution should be taken when performing this task. 
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 Telnet security considerations: Telnet may be disabled to prevent remote access 
control of the router. If Telnet access is enabled, the device password should be 
changed to some value other than the default to prevent unauthorized access.  
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Bridge IP Router IPX Router 

none IP Address none 

   
   

ISDN - U ISDN – S/T PPP ISDN 

ISDN Switch Type ISDN Switch Type B channel assignment 

Directory Numbers Directory Numbers Remote Site Profile 

   
   

Frame Relay Lease Line PPP Lease Line 

none (North America) none none (International) 

  Remote Site Profile 

Frame Relay enabled 
(International only) 

 Frame Relay disabled 
(North America only) 
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Note: The configuration options described within this section are only for initial set-up and 
configuration purposes.  For more complete information on all of the configuration 
parameters available please refer to the P1705 & P1730 VPN Menus Manual file on 
the accompanying CD-ROM. 

Important: The P1705 & P1730 uses FLASH memory to store the configuration 
information.  Configuration settings are stored to FLASH memory after there 
has been 30 seconds of idle time.  Idle time is when there is no selection or 
modification of the value in the built-in menu system. If you wish to save a 
configuration immediately, enter “=” to get to the main menu, then select 
option 5 “Save configuration”. 
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 The P1705 & P1730 are also pre-configured as an IPX router.  This means that if 
you wish to bridge IPX traffic instead of routing it, you must disable the IPX routing 
function of the router.  Once IPX routing has been disabled, all IPX traffic will be 
bridged between networks.  
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Original IP Network Address 199.169.100.0

Subnet IP Network Address
199.169.100.64
Subnet Mask Size 26

Router IP Address
199.169.100.65

Host IP Address
199.169.100.66

Host IP Address
199.169.100.67

Host IP Address
199.169.100.130

Host IP Address
199.169.100.131

Router IP Address
199.169.100.129

Subnet IP Network Address
199.169.100.128
Subnet Mask Size 26

Subnet Mask is
255.255.255.192
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Configuration: When the IP routing protocol is set to none, static routes will be used to route 
Note    traffic. The mask size must also be defined when creating a static  
    route entry. The subnet mask is required to allow a static route to be created 
    to a different IP network address. See the previous section for an explanation 
    of masks. 
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 When two IPX LAN segments with Novell servers on each segment are to be 
connected via IPX routing, you must ensure that the IPX network numbers on each 
of the Novell servers is unique.  If the IPX network numbers are the same, IPX 
routing will not operate. 

Once the WAN connections have been established to the remote partner  routers, 
the IPX router portion of the  routers will begin to build their routing tables according 
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WAN connection
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to the IPX frames they receive from the network.  Manual entries may be made in 
the routing tables by adding static IPX routes. 
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Configuration: IPX Routing does not need to be disabled in order to change the defined  
Note    network numbers on a PPP  router. 
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 IPX Forwarding Enabled 
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The IPX Forwarding function enables or disables the forwarding of IPX traffic when 
IPX routing is enabled.  When IPX forwarding is disabled, all IPX traffic across the 
WAN links will be blocked.  While IPX forwarding is disabled, the  router will still 
operate as an IPX router and maintain its routing and server tables. 
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The configuration options described here are only for initial set-up and configuration 
purposes.  For more complete information on all of the configuration parameters 
available please refer to the P1705 & P1730 VPN Menus Manual file on the 
accompanying CD-ROM. 
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 When making a raw frame relay (no PPP encapsulation) connection with 
unnumbered links, the IP network address of each partner router must be manually 
entered in the remote site set-up for the link to operate.  
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ISDN
WAN connections

ISDN phone numbers
assigned from the
ISDN circuit provider
information.

555-1201

555-1202
555-1301

555-1302

555-1101 555-1102
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 For switch type NET3, only one directory number is required. The  router will 
operate without putting in the directory number for a NET3 switch, but it is 
recommended that it be entered.  

 
Most North American installations use the switch type NI-1 and must have the 
directory number entered, as well the SPID (Service Profile Identifiers) value. For an 
NI-1 switch type, enter only the local portion of the directory number unless the area 
code is required for local calls. The SPID must be set to the exact number given by 
the ISDN service provider. 
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 Soft Reset  
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 The configuration options described here are only for initial set-up and configuration 
purposes.  For more complete information on all of the configuration parameters 
available, please refer to the “P1705 & P1730 VPN Menus Reference Manual.PDF” 
on the accompanying CD-ROM. 
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Frame Relay PVC
WAN connections

DLCI numbers
assigned for these
PVCs from the
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Configuration: The default configuration for P1705 & P1730 shipped outside North 
America is to have frame relay disabled. To run frame relay on these 
routers, it must first be enabled. Selecting the Frame Relay option will 
toggle the setting from disabled to enabled. 
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 If during this learning process the maximum number of remote sites has been 
reached, the  router will prompt you that there are no remote sites available.  A new 
remote site cannot be auto-created unless one of the existing remote sites is 
manually deleted. 

 Auto-learning with PPP encapsulation enabled (see following page) may not be 
compatible with some older model routers. If problems with auto-learning occur with 
PPP enabled, try disabling PPP encapsulation. 
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 The configuration options described here are only for initial set-up and configuration 
purposes.  For more complete information on all of the configuration parameters 
available please refer to the “P1705 & P1730 VPN Menus Reference Manual” file on 
the accompanying CD-ROM. 
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Configuration: The default configuration for P1705 & P1730 shipped within North 
American with at least one non-ISDN interface module, is to have frame relay 
enabled on that interface. To run PPP leased line, frame relay must be disabled. 
Selecting the Frame Relay option will toggle the setting from enabled to disabled.  

Frame Relay disable 
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 The remote site profile alias, user name of the security entry, and the user 
name defined on the partner PPP router must all be the same for the 
connection to be established. 
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 If during this learning process the maximum number of remote sites has been 
reached, the  router will prompt you that there are no remote sites available.  A new 
remote site cannot be auto-created unless one of the existing remote sites is 
manually deleted. 
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Configuration: When configuring the  router to use PAP or CHAP security 
 Note   authentication, after the  router has automatically created remote site 
    profiles for each of the PVC’s, either the remote site profile alias must be 
    changed to match the Outgoing User Name configured on the remote site 
    router or vice versa. If the local remote site alias and the remote site routers 
    outgoing user name do not match, the PVC will always fail with a security 
    violation. Also note that  PPP encapsulation must be enabled to run security 
    access authentication. 
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Configuration: When changing the CIR option for this PVC, the PVC must be disabled and 
Note   then enabled before the new value will take effect. 
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Configuration: When changing the EIR option for this PVC, the PVC must be disabled and  
Note    then enabled before the new value will take effect. 
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 The outgoing user name in the remote site security parameters entry, and the 
remote site alias defined on the partner PPP router must be the same to allow for 
proper operation. 

*�
� #����'���� ��
��� ����� 	
� �
�#���
�� ��� ��
� ��
��� B� ��
��� ��� ���
�� ��� �
#��
� �� �
'�
�
���
����
����#��
 ��

 Remote Site Profile ID & Alias 

#	����	�6
7���� 

 �����#�����������

� � ������
$���������

� � � � ��.
���
����
��
�����

� � � � � ��5����.
���
����
��

*�
� �
���
� ���
� ������ ����� 	
� 
��
�
�� ��� $�
��
� �� �
'� ���
 � � &#� �� ��
��
�
#��
���
���
����
����#��
����
����
1����%��������
�������	
���

������	
�
���"��
�����
������������
C�������
�
�� ���

����

��������



��#�$����##��$���
�
�%�&
' ��
��
�(���������� �

���

(�'��������
��
���
����
����#��
����$�
��
�%������0����	
�������	
�������
�������
���������
���0� ���	
� � � *�
� �������� ���0� ���	
�� ��� ��
� ���0� ���
�#�$
� ����� ��
� � ����
�� '���� ��
� ���
���
�������
���	�������$���
$����������
��
���
����
���������
� ��

 Primary Link Number 

#	����	�6
7���� 

 �����#�����������

� � ������
$���������

� � � � ��.
���
����
��
�����

� � � � � ��5����.
���
����
��

� � � � � � ������
$������
�����

� � � � � � � ��(�
��� 
@
�,
�

*�
� �������� ���0� ���	
�� �
#��
�� �
�
� ��� ��
� ���0� ���
�#�$
� ��
�� ���

���	����� ��
� $���
$����� ��� ��
� �
���
� ���
� ���� ����
� � � 2 �
�� �� ���0�
���	
������
#��
��'���������
'��
���
����
����#��
%���������0����	
��'����
	
� �
��"
�� #���� ���� �
���
� ���
� ���#��
� ����� ����������� '��� �
#��
�� ���
��
���
����0 ��*�
����0�'������
��	
���
��'��������
��
'����
#��
���
���
�
���
����#��
 �

2 �
�� ����� �
���
� ���
� ���#��
� ��� �
#��
�� ��� ��
� 7�������0� �����$��%� ��
�
�
$�����������
$�����������������	
��
#��
� �

*�
�8����
��
�������������'�	
�$��#����
��'��������
�8����
������
�
����
�� �

*�
�&���
�������������'�	
�$��#����
��'��������
�&�������
�
����
�� �

*�
�&�<��
�������������'�	
�$��#����
��'��������
�&�<������
�
����
�� �

*�
������
�������
�������������'�	
�$��#����
��'��������
����������
�
����
�� �

�

 The configuration options described here are only for initial set-up and configuration 
purposes.  For more complete information on all of the configuration parameters 
available please refer to the PPP Menu Reference Manual file on the accompanying CD-
ROM. 
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The PVC on both partner routers must be disabled during this set-up 
procedure, then re-enabled when ready to start. 
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The recovery schedules MUST be set identically on both partner PPP routers 
to operate; if they are not, one  router will try to bring the link up and the other 
will shut it down. 
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When setting up a router as a DHCP server, you may not assign an address 
pool that includes broadcast addresses (all ones in the host portion of the IP 

address) for known networks. Known networks include any local networks 
plus standard A, B and C class addresses. 
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When setting up a router as a DHCP server that will have both a DNS 
server on the internal network and a remote connection to another DNS 

server (for example, through an ISP), then the local DNS server should be 
set as the primary DNS and the external DNS server as the secondary DNS.  
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 The configuration options described here are only for initial set-up and configuration 
purposes.  For more complete information on all of the configuration parameters 
available please refer to the PPP Menus Manual file on the accompanying CD-
ROM. 
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Internet Service
Provider

Private 
Network 

Addresses:

Global IP
Address:

199.87.65.43

NAPT mapping:
1.1.1.2 = 199.87.65.43 (25)
1.1.1.3 = 199.87.65.43 (23)
1.1.1.4 = 199.87.65.43 (80)

e-mail
server
1.1.1.2

telnet
server
1.1.1.3

WWW
server
1.1.1.4

1.1.1.6

1.1.1.8
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 The encryption keys must be exactly 16 hex characters  for DES encryption (48 hex 
characters for 3-DES) and the authentication keys must be exactly 32 hexadecimal 
characters long. 
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 The configuration options described here are only for initial set-up and configuration 
purposes.  For more complete information on all of the configuration parameters 
available please refer to the P1705 & P1730 VPN Menus Manual file on the 
accompanying CD-ROM. 
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 The cold start defaults for the security user name and passwords are as follows.  
These defaults will exist when the  router is first started before and configuration is 
entered, and after a Full Reset has been performed.  These default values are also 
set when the  router is placed in TFTP Network load mode for upgrading the 
operating software via TFTP transfers.  Care should be taken when upgrading a 
group of  routers that have security levels set.  
 
Default outgoing user name for each remote site when it is defined is the same as 
the default device name. Default PAP password and CHAP secret are both set to 
“BRIDGE”.  
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 For a pair of partner routers with security enabled, the outgoing user name in the 
security parameters entry of one router must match the remote site alias in the 
partner router’s remote sites table.  

 To use PPP security with frame relay, PPP encapsulation must be enabled. The 
PVC must be disabled to change the PPP encapsulation status, then re-enabled. 

 

 The configuration options described here are only for initial set-up and configuration 
purposes.  For more complete information on all of the configuration parameters 
available please refer to the P1705 & P1730 VPN Menus Manual file on the 
accompanying CD-ROM. 
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The configuration options described here are only for initial set-up and configuration 
purposes.  For more information on all of the configuration parameters available 
please refer to the P1705 & P1730 VPN Menus Manual file on the accompanying CD-
ROM. 
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IP & Related Traffic 

Forward only ~(12-0800|12-0806) 

Filter (12-0800|12-0806) 

5 
'������4 �9��+ ���
Novell IPX Frames 

EthernetII (12-8137) 

802.3 RAW (14-FFFF) 

802.2 (14-E0E0) 

802.2 LLC (14-AAAA&20-8137) 

5 ��#�6 ��&5 ��#(���!7 	��
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NetBIOS & NetBEUI (Windows For Workgroups) 

Filter (14-F0F0) 

Forward only ~(14-F0F0) 

#������
Banyan 

(12-0BAD) 

(12-80C4) 

(12-80C5) 
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NetBIOS over TCP 

NETBIOS Name Service (22-0089) 

NETBIOS Datagram Service (22-008A) 

NETBIOS Session Service (22-008B) 

Note: Uses the TCP Destination Port location 

6 �����	�������	�$�*����
����
Other interesting TCP Ports 

Decimal Hex Usage 

21 15 FTP 

23 17 Telnet 

25 19 SMTP 

69 45 TFTP 

109 6D POP2 

110 6E POP3 
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1. Queuing Strategy

4]
QOS Set-Up

ISDN Options

Frame Relay Options

P1730 only

Continued on
next page

MAIN � ����*���
software release: 51V8.01.xx

52V8.06.xxConfiguration

1. Device Set-Up menu
2. Telnet Set-Up menu
3 Upgrade Device
4.  Load FLASH Set-Up menu
5. Console
6. Hardware Status
7. TFTP access 

Access Set-Up1]

1]

1]

2]

4]

5]

3]

1. Password
2. Device Name
3. Show Time
4. Set Time
5. Time Zone
6. Summer Time

1. Telnet access
2. Telnet
3. Telnet port
4. Show Names
5. Add Name
6. Remove Name

1. Console (ZMODEM)
2. Network (TFTP)

1. Dump
2. Restore

1. VPN

3]

1. Terminal
2. Show
3. Add
4. Remove

Terminal Set-Up

Device Set-Up

Telnet Set-Up

Load FLASH Set-Up

Console 

Upgrade Device 

Interfaces Set-Up
2]

2]

LAN Set-Up
1]

1. State
2. Path cost
3. Priority

Bridge-STP Set-Up
1]

1.  IP set-up
2. LAN-NAT set-up
3. IP address
4. MTU size
5. Routing protcol
6. RIP mode
7. Route cost

Secondary

LAN IP Set-Up

1. Translation type
2. Show address pool
3. Dynamic IP pool
4. Add static entry
5. Remove static entry
6. NAT enable

LAN-NAT set-up
2]

1]
1. Edit Secondary
2. Show Secondary Entry
3. Remove Secondary Entry 1. Secondary IP

2. Mask Size
3. Subnet Mask
4. Routing Protocol
5. RIP mode
6. Private Route
7. Route Cost

Secondary IP Set-Up
Edit Secondary

1]

1. Ethernet-II frames
2. RAW 802.3 frames
3. IEEE 802.2 frames
4. 802.2 SNAP frames
5. Auto Learn
6. Help

LAN IPX Set-Up
3]

WAN Set-Up

ISDN Set-Up

Link Set-Up

Group Set-Up

1. Physical link type
2. Link  operation
3.Link IP MTU Size
4. Logical ISDN type
5. ISDN set-up menu
6. Group
5. Phantom Power detect
6. Link B channel

3]

2]

4]

4]

2]

1. Dial prefix
2. Phantom power detect
3. Force 56k
4. Directory number
5. SPID 

1. Force 56k
2. Hunt Group #
3. Add link
4. Show Groups

1. Switch type

1. Auto learning 
2. LMI type
3. Polling interval
4. Enquiry interval
5. Error threshold
6. Monitored events

1. Idle code 
2. Number
3. Start
4. Speed
5. E1 timeslot 16
6. Status

1. Link mode 
2. LB0
3. T1/E1 framing
4. Channel rate/speed
5. E1 CRC4
6. Slot/channel set-up
7. Line encoding
8. Alarm generation
9. T1.403.PRM
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1. IP routing menu
2. NAT Advanced menu
3. IP enabled
4. NAT enabled
5. Link IP address
6. Peer IP address
7. Private Route/Negotiate address
8. VJ compression

1. IPX enabled
2. Link IPX type
3. IPX net
4 Local IPX node
5. Peer IPX node
6. Static routes only
7. IPX DMR enabled
8. Force RIP update

1. Compression
2. Extended sequence

1. Edit Remote Site menu

1. Advanced PPP Set-Up menu

1. Edit IP address entry
2. IP address connect
3. Show IP address entries
4. Remove IP address entry
5. Remote site summary

IP Address Connect

Connections Set-Up

Advanced PPP Set-Up

IP Parameters

IPX Parameters

CCP Parameters

1]

1]

4]

Remote Site Set-Up

PPP Set-Up

2. Remote site summary
3. Display learned summary
4. Call summary
5. Remove remote site
6. Manual call
7. Force disconnect

2. Restart Timer
3. Configure Count
4. Failure Count
5. Terminate Count

1. ACFC
2. PFC
3. Echo monitoring
4. Quality protocol
5. Quality interval
6. MP encapsulation
7. MP sequencing
8. MP discriminator
9. MP minimum

1]

3]

3]

2]

3]

4]

1. Usage limit
2. Call limit
3. Restart time

1. Activation intervals
2. Display schedule
3. Display time

2]

3]

1]

1. Connection  set-up menu
2. Activation menu
3. Protocol set-up menu
4. Security parameters menu
5. Remote site alias
6. Connection
7. Primary connection
8. Secondary connection
9. Remote site type

Edit Remote Site
1]

1. Bridge parameters menu
2. IP parameters menu
3. IPX parameters menu
4. CCP parameters menu
5. CMCP parameters menu
6. BACP set-up menu
7. Multilink
8. QOS set-up
9. PPPoE

1. Incoming PAP password
2. Incoming CHAP secret
3. Outgoing user name
4. Outgoing PAP password
5. Outgoing CHAP secret

Protocol Set-Up

Security Parameters

3]

4]

2. Bridge enabled
3. Tinygram
4. FCS preservation

Bridge Parameters
1]

1. STP parameters menu

1. State
2. Path cost
3. Priority

1. Callback timer
2. Redial timer
3. Redial count

STP Parameters
1]

1. Routing protocol
2. RIP mode
3. Triggered RIP
4. Auto Default Route
5. Link cost

1. Translation type
2. Show address pool
3. Dynamic IP pool
4. Add static entry
5. Remove static entry
6. TCP mss
7. TCP mss value

IP Routing

NAT Advanced

1]

2]

3. CMCP enabled
4. Bridge traffic
5. Disc after last
6. Suspension timeout

CMCP Parameters
5]

1. IP spoofing menu
2. IPX spoofing menu 1. TCP idle

2. TCP interval
3. TCP retries
4. TCP aging

IP Spoofing
1]

1. IPX type20
2. IPX broadcast
3. IPX idle
4. IPX interval
5. IPX retries
6. IPX aging

IPX Spoofing
2]

1. Default parameters menu
2. Security level
3. Request security
4. CHAP challenges
5. Caller ID security

1. Outgoing user name
2. Outgoing PAP password
3. Outgoing CHAP secret

Security Set-Up

Default Parameters

2]

Connection Set-Up

2.  Primary link 
3. Secondary link
4.  Auto-call

1]

1. Up threshold
2. Up stability timer
3. Down threshold
4. Down stability timer

2]
 Activation

Threshold

1. Schedule
2. Usage set-up
3. Threshold set-up
4. Inactivity  timer
5. Recovery timer

1. Advanced settings menu
2. ISDN number
3. Alternate ISDN #
4. Group
5. Wildcard
6. Call you
7. Call me
8. Callback

ISDN call Set-Up
Advanced settings

Usage Set-Up

Schedule

1]
1]

BACP Set-Up
6]

1. BACP
2. Call mode
3. Request number

QOS Set-Up
8]

1. Queuing Strategy

5. Force disconnect
6. Link summary

ISDN Options

Frame Relay Options

P1730 only

software release: 51V8.01.xx
52V8.06.xx
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ISDN Options

Frame Relay Options

P1730 only

software release: 51V8.01.xx
52V8.06.xx

Packet Services Set-Up
4]

1. Destination
2. Status
3. Remote site
2. Next hop
3. Type
4. Cost
5. Private
6. Add/Remove

8. Status
7. Network mask

1. IP Routes menu 

1. Edit Route
2. Default Gateway
3. Show all Routes
4. Show Static Routes
5. Clear Static Routes

2. ARP Set-up menu
3. IP routing
4. IP forwarding
5. ARP proxy

IP Routing Set-Up

IP Routes
Edit Route

1]

1]

2]

1]

1. Edit Route

1. Edit Service

1. Status
2. Network
3. Interface
4. Hops
5. Ticks

Edit Route
1]

1. Status
2. Server Name
3. Service Type
4. Interface
5. Network
6. Node
7. Socket
8. Hops

Edit Service
1]

2. Convert Route
3. Show Static Routes
4. Clear Static Routes

2. Convert Service
3. Show Static Services
4. Clear Static Services

Static Routes

Static Services
2]

1. Priority Queuing

QOS  Set-Up
6]

1. Name
2. Status
3. Activate
4. Priority
5. Action
6. SA creation
7. IKE ESP SA
8. Manual ESP SA menu

 Selection Rules 9.  menu

1. Edit Item
2. Show Item
3. Show Summary
4. Show Active Items
5. Show SA summary
6.Remove Item
7. Local IP Address
8. Default Action

 menu

Policy Set-up
Edit Item

5]

1]

IPSecurity Set-Up
3]

1. STP State
2. Bridge Priority
3. Forwarding Delay
4. Message Age Timer
5. Hello Time
6. Show Bridge
7. Show Ports

1. Spanning Tree menu 
2. Bridge Forwarding
3. Bridge Aging Timer
4. Show Bridging Table
5. Show Permanent Table
6. Clear Bridging Table

Bridging Set-Up

Spanning Tree
1]

1]

1. Priority
2. Selection
3. Protocol Parameter

Edit Items

1. High
2. Medium
3. Normal
4. Low

Queue Limit SetUp
1. Edit Items
2. Show Items
3. Remove Item
4. Default Priority
5. Queue Limit Setup

Edit Priority List1. Edit Priority List
2. Show Priority List
3. Remove Priority List
4. Show Statistics
5. Clear Statistics

Priority Queuing

1. Static Routes menu
2. Static Services menu
3. IPX Routing
4. IPX Forwarding
5. Local Networks
6. Show Routes
7. Show Services
8. Help

IPX Routing Set-Up
4]

1. ARP aging timer
2. ARP retry timer
3. Add
4. Remove
5. Show ARP table

2]

ARP Set-Up

Filter Set-Up

1. MAC Address Filters
2. Bridge Pattern Filters
3. IP Router Pattern Filters
4. IPX Router Pattern Filters

5]

1. Status
2. Location
3. Filter If Source
4. Filter If Destination
5. Permanent
6. Remove

Edit MAC
Address Filter

1]

MAC Address
 Filters

2. Filter Operation
3. Broadcast Address
4. Show Bridging Table
5. Show Permanent Table
6. Clear Bridging Table

1. Edit MAC Address Filter

1]

1. Show Alias
2. Add Alias
3. Remove Alias
4. Show Pattern
5. Add Pattern
6. Remove Pattern
7. Help

IP Router Pattern
Filters

3]

1. Show Alias
2. Add Alias
3. Remove Alias
4. Show Pattern
5. Add Pattern
6. Remove Pattern
7. Help

Bridge Pattern
Filters

2]

IPX Router Pattern
Filters

4]

1. Show Alias
2. Add Alias
3. Remove Alias
4. Show Pattern
5. Add Pattern
6. Remove Pattern
7. Help

1. Edit IKE Peer
2. Show IKE Peer summary
3. Show Auth Summary
4. Remove IKE SA
5. Remove IKE Peer

IKE Peer Set-up
3]

1. Edit Protection Suite
2. Show Summary
3. Remove Protection Suite

Protection Set-up
4]

1. Suite alias
2. SA mode
3. Lifetime
4. Lifetime data
5. Transform-1
6. Transform-2
7. Transform-3

Edit Protection Suite1]

1. IP Security
2. Generate RSA keys menu
3

Policy Set-up menu
6. Interfaces menu
7. Statistics menu
8. Diagnostics menu

. IKE peer Set-up menu
4. Protection Set-up menu
5. 

1. Edit Service

1. Edit Service

1. Outbound encrypt key
2. Inbound encrypt key

Keys
7]

1. Peer IP Address
2. SA node
3. Authentication
4. Encryption
5. Outbound SPI
6. Inbound SPI
7. Keys menu

1. Source IP Address
2. Destination 
3. Protocol
4

 IP Address

. Source Port
5. Destination  Port

Manual ESP SA

Selection Rules

8]

9]

1. Peer IP Address
2. IKE Phase 2 PFS
3. IPSec SA Proposals menu

IKE ESP SA
7]

1. Protection Suite 1
2. Protection Suite 2
3. Protection Suite 3

IPSec SA Proposal
3]

1. Generate RSA keys
2. Show RSA public keys

Generate RSA keys menu
2]

1. Peer Alias
2. Peer IP Address
3. Peer Pre-Share Key menu
4. Peer Public Key menu
5. IKE Phase 1 negotiation menu

Edit IKE Peer
1]

1. Line 1
2. Line 2
3. Line 3
4. Line 4
5. Line 5
6. Line 6
7. Line 7
8. Line 8
9. Line 9

Peer Public Key
4]

1. Test IPSec menu

Diagnostics

1. Source IP
2. Destination IP
3. Protocol
4. Source Port
5. Destination Port
6. Direction
7. Perform Test

Test IPSec

1. IPSec Inteface

Interfaces
6]

8]

1. Show Policy Stats
2. Show Item Stats
3. Clear Policy Stats
4. Clear Item Stats

Statistics

7]
1. Pre Shared

Pre Share Key3]

5]

1. Authentication method
2. Integrity algorithm
3. Encryption algorithm
4. DH group
5. Lifetime (seconds)
6. Proposal

IKE Phase1 Negotiation menu
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1]

1]

2]

3]

2]

3]

Help

1. Soft Reset
2. Full Reset
3. Heartbeat
4. WAN trace
5. WAN diagnostics

1. Trace link
2. Real Time
3. Capture
4. End
5. Data display
6. Time

Diagnostics

1. Physical Link type
2. Test pattern set-up
3. Link operation
4. T1/E1 loopback menu
5. External loopback
6. CSU/DSU self test
7. CSU/DSU digital loopback
8. CSU/DSU remote loopback
9. Data test

WAN Diagnostics

1. Acknowledge alarm
2. Show events
3. Clear events
4. Show security log
5. Clear security log
6. Show resumption log
7. Clear resumption log

Network Events

Logout

1. Extended Statistics
2. Interval
3. Clear All Statistics

 1. Statistics set-up menu
 2. Remote site information  menu
 3. LAN statistics  menu
 4. Link stats
 5. Link summary  
 6. Interface stats
 7. Interface status
 8. Clear link & interface stats

Statistics

1. Bridged traffic
2. IP traffic
3. IPX traffic
4. Total LAN traffic
5. LAN error
6. Clear LAN statistics
7. Clear LAN errors

Statistics Set-Up

WAN Trace

LAN Statistics

1.Common protocol stats
2. PPP statistics

4. Status
5. Usage information
6. Clear remote site stats

3. Frame relay statistics

Remote Site
Information

3]

1,2]

1. Designated servers menu
2. Edit firewall entry menu

Clear statistics
Show firewall entries
Remove entry

3.Firewall
4. Firewall statistics
5. 
6. 
7. 

1. LAN firewall setup menu
2. WAN firewall setup menu
3. Block src IP spoofing

Firewall Set-Up

LAN / WAN Firewall Set-Up
Designated Servers1]

NAT Exports

Syslog

4]

5]

1. Edit Services
2. Router port
3. Default export
4. Show services
5. Clear services

1. Syslog
2. Syslog IP
3. Events
4. Security
5. Activation
6. Firewall

1. Other Services menu
2. E-mail 
3. POP 2/3 
4. FTP
5.  WWW (HTTP)
6. Telnet
7. DNS

Edit Services

Other Services

1]

1]

Application Set-Up
5]

1. Server IP pool address menu
2.DNS setup menu
3. NetBIOS setup menu
4. DHCP services
5. Relay destination
6. ICMP echo verification
7. Lease period
8. Default Gateways

DHCP Set-Up
2]

1. IP address pool
2. Show address pool
3. Add static address
4. Remove static address

Server IP address pool
1]

1. Send NetBIOS node type
2. Send NetBIOS scope
3. Send NetBIOS name srv
4. NetBIOS node type
5. NetBIOS scope Id
6. NetBIOS name server

NetBIOS Setup
3]

1. Primary DNS
2. Secondary DNS
3. Domain name

DNS Set-Up
2]

1. SNMP set-up menu
2. DHCP set-up menu
3. Firewall set-up menu
4. NAT exports
5. Syslog
6. Time to live
7. Traceroute
8. Ping
9. SNTP set-up menu

1. Write Access
2. Show Addresses
3. Add  Address
4. Remove Address

Edit Community
1]SNMP Set-Up

1. Edit Community menu 
2. Message Size
3. Show Communities
4. Remove Community

1]

1. E-mail (SMTP) server
2. POP 2/3 server
3. FTP server
4. WWW (HTTP) server
5. Telnet server
6. Local DNS
7. Remote DNS
8. Secondary local DNS
9. Secondary remote DNS

1. Dest IP address
2. Destination mask
3. Source IP address
4. Source mask
5. Protocol type
6. Source port
7. Destination port
8. Description
9. Entry direction

Edit Firewall Entry
2]

1.Telnet
2. TFTP
3. SNMP

1.NAT port
2. Status
3. Host IP address
4. Host port
5. Description
6. RemoveRouter Port

2]

2]

3]

4]

5]

6]

1. Loopback type
2. Loopback node
3. Loopback delay
4. Start/stop loopback

T1/E1 Loopback

2]

1. Pattern
2. Start Xmt

Test pattern set-up

SNTP 
1.SNTP Client
2. Mode
3. Primary Server IP Address
4. Secondary Server IP Address
5. Version
6. Status

9
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Type Code Description 

0800 DOD IP 

0801 X.75 Internet 

0804 Chaosnet  

0805 X.25 Level 3 

0806 ARP 

0807 XNS Compatibility 

6001 DEC MOP Dump/Load 

6002 DEC MOP Remote Console 

6003 DEC DECNET Phase IV Route 

6004 DEC LAT 

6005 DEC Diagnostic Protocol 

6006 DEC Customer Protocol 

6007 DEC LAVC, SCA 

8035 Reverse ARP 

803D DEC Ethernet Encryption 

803F DEC LAN Traffic Monitor 

809B Appletalk 

80D5 IBM SNA Service on Ether 

80F3 AppleTalk AARP (Kinetics) 

8137-8138 Novell, Inc. 

814C SNMP 
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 Opening of the case and changing of modules is only to 
be performed by qualified service personnel. 

WARNING ! 

Always disconnect the power cord from the rear panel of the bridge/router. 
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Important:  there must be a module in slot 1 (left side module position when viewed from 
the rear of the unit) before a module in slot 2 (center position) will operate.  

For P1730 models, if a LAN 2 module is installed it must go in slot 1. Note in 
addition that installing a LAN 2 module will clear the IP address of LAN 1. After 
installing a LAN 2 module, the IP address for both LANs must be entered.  
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Slot1 Slot 2 LAN/Console module

Remove these screws
to remove the modules.
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Contact 
Number 

CCITT 
Circuit 

Number 

IEEE 
Circuit 
Desig. 

Circuit 
Name 

Direction 
To    From 
DCE   DCE 

1 101 AA Protective Ground NA 
2 103 BA Transmitted Data X  
3 104 BB Received Data  X 
5 106 CB Clear to Send  X 
6 107 CC Data Set Ready  X 
7 102 AB Signal Ground NA 
8 109 CF Received Line Signal Detector (CD)  X 

20 108.2 CD Data Terminal Ready X  
22 125 CE Ring Indicator  X 
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 router Contact Number Modem Contact Number 
8 20 
3 2 
2 3 
20 8 
7 7 
4 5 
5 4 
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DB25 Female DTE�

13 1

25 14 �

Contact 
Number 

CCITT 
Circuit 

Number 

Circuit Circuit  
Name 

Direction 
To    From 
DCE   DCE 

1 101 AA Protective Ground NA 
2 103 BA Transmitted Data X  
3 104 BB Received Data  X 
4 105 CA Request to Send X  
5   ----------   
6 107 CC Data Set Ready  X 
7 102 AB Signal Ground NA 
8 109 CF Received Line Signal Detector (CD)  X 
9   ----------   

10   ----------   
11   ----------   
12   ----------   
13   ----------   
14   ----------   
15 114 DB Transmit Signal Element Timing (DCE 

Source) 
 X 

16   ----------   
17 115 DD Receive Signal Element Timing (DCE Source)  X 
18 141  Local Loopback X  
19   ----------   
20 108.2 CD Data Terminal Ready X  
21   ----------   
22 125 CE Ring Indicator  X 
23   ----------   
24 113 DA Transmit Signal Element Timing (DTE Source) X  
25   ----------   
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Contact 
Number 

X.21 
Circuits 

Reference 

 
Circuit  
Name 

Direction 
To    From 
DCE   DCE 

1  Protective Ground NA 
2 T (A) Transmitted Data (A) X  
3 C (A) Control (A) X  
4 R (A) Received Data (A)  X 
5 I (A) Indication (A)  X 
6 S (A) Signal Element Timing (A)  X 
7  ----------   
8 Ground Signal  Ground NA 
9 T (B) Transmitted Data (B) X  

10 C (B) Control (B) X  
11 R (B) Received Data (B)  X 
12 I (B) Indication (B)  X 
13 S (B) Signal Element Timing (B)  X 
14  ----------   
15  ----------   
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Contact 
Number 

 
 

Circuit 

 
Circuit  
Name 

Direction 
To    From 
DCE   DCE 

1 Shield Protective Ground NA 
2 BA (A) Transmitted Data X  
3 BB (A) Received Data  X 
4 CA (A) Request to Send X  
5 CB (A) Clear to Send  X 
6 CC (A) Data Set Ready  X 
7 AB Signal Ground NA 
8 CF (A) Received Line Signal Detector  X 
9 DD (B) Receive Signal Element Timing (DCE Source)  X 

10 CF (B) Received Line Signal Detector  X 
11 DA (B) Transmit Signal Element Timing (DTE Source) X  
12 DB (B) Transmit Signal Element Timing (DCE Source)  X 
13 CB (B) Clear to Send  X 
14 BA (B) Transmitted Data X  
15 DB (A) Transmit Signal Element Timing (DCE Source)  X 
16 BB (B) Received Data  X 
17 DD (A) Receive Signal Element Timing (DCE Source)  X 
18 LL Local Loopback X  
19 CA (B) Request to Send X  
20 CD (A) Data Terminal Ready X  
21 RL Remote Loopback X  
22 CC (B) Data Set Ready  X 
23 CD (B) Data Terminal Ready X  
24 DA (A) Transmit Signal Element Timing (DTE Source) X  
25  ----------   

"����

-23
&$5,4
#��9
%��	���


��

�	��
�����
��=�

����
=

�
���
��
�
��=�
D�

��������
 ����
��

����
�
:�	�����
��
:�;
���
:0;
�
!
�
��
;
��	���
=

�	��
��
�
�	

� ���
�
�����
 �����
��

�	��
�����
��=�
D




�����(�$�����
��
�

�7��

@A��� 	����	�
����

*�
�$���
$�������������
�$��	
���
�
�$���
�����������
�$���
$������	
�
��3> ��4����
��
�	�$0��#���
���
���B���
�� �

13 1

25 14 �

DB25 
Contact 
Number 

M.34 
Contact 
Number 

 
Circuit  
Name 

Direction 
To    From 
DCE   DCE 

1 A Protective Ground NA 
2  ----------   
3  ----------   
4 C Request to Send X  
5  ----------   
6 E Data Set Ready  X 
7 B Signal Ground NA 
8 F Data Channel Received Line Signal Detector  X 
9 P Transmitted Data (A) X  

10 S Transmitted Data (B) X  
11 R Received Data (A)  X 
12 T Received Data (B)  X 
13  ----------   
14 V Receiver Signal Element Timing (A)  X 
15  ----------   
16 X Receiver Signal Element Timing (B)  X 
17  ----------   
18 U Transmitter Signal Element Timing (A) DTE X  
19 W Transmitter Signal Element Timing (B) DTE X  
20 H Data Terminal Ready X  
21  Local Loopback X  
22 J Calling Indicator  X 
23 Y Transmitter Signal Element Timing (A)  X 
24  ----------   
25 a Transmitter Signal Element Timing (B)  X 
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This cable is needed when it is necessary to connect two units back-to-back and 
a set of modems is not available.  Note that this cable specifies DB25 connectors 
on each end to allow direct connection to the link interface connector on each 
unit.��The link speed must be defined for each of the two units.��
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Shield

Signal Ground

DB25 MALE
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Signal Ground

Shield

Transmitted Data Received Data

Received Data Transmitted Data

Request To Send

Request To Send

Received Line Signal Detector (CD)

Data Set Ready

Data Set Ready

Received Line Signal Detector (CD) DTE Ready

DTE Ready

Transmit Timing DCE Source

Receiver Timing DCE Source

Transmit Timing DTE Source

Receiver Timing DCE Source

Transmit Timing DCE Source

Transmit Timing DTE Source
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Protective GND

Transmitted Data (A)

Transmitted Data (B)

Received Data (A)

Received Data (B)

Transmitter Signal Element Timing (A)

Transmitter Signal Element Timing (B)

Receiver Signal Element Timing (A)

Receiver Signal Element Timing (B)

Transmitter Signal Element Timing (A)

Transmitter Signal Element Timing (B)

Data Terminal Ready

Signal Ground

Data Channel Received Line Signal Detector (CD)

Request to Send

Data Set Ready

Transmitter Signal Element Timing (A)
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Receiver Signal Element Timing (A)

Receiver Signal Element Timing (B)

Transmitter Signal Element Timing (B)

Transmitter Signal Element Timing (A)

Transmitter Signal Element Timing (B)

Data Channel Received Line Signal Detector (CD)

Data Terminal Ready
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Data Set Ready

Request to Send

Protective GND
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This cable is needed when it is necessary to connect two units back-to-back and 
a set of modems is not available.  Note that this cable specifies DB25 connectors 
on each end to allow direct connection to the link interface connector on each 
unit.��

The link speed must be defined for each of the two units.��
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Shield

Transmitted Data (A)

Transmitted Data (B)

Received Data (A)

Received Data (B)

Request To Send (A)

Request To Send (B)

Clear To Send (A)

Clear To Send (B)

DCE Ready (A)

DCE Ready (B)

DTE Ready (A)

DTE Ready (B)

Signal Ground

Received Line Signal Detector (A)

Received Line Signal Detector (B)

Transmit Timing (A) DCE Source

Transmit Timing (B) DCE Source

Receiver Timing (A) DCE Source

Receiver Timing (B) DCE Source

Local Loopback

Remote Loopback

Transmit Timing (A) DTE Source

Transmit Timing (B) DTE Source

Test Mode

Clear To Send (A)

DB25 MALE

1

2

14

3

16

4

19

5

13

6

22

20

23

7

8

10

15

12

17

9

18

21

24

11

25

DB25 MALE

1

3

16

2

14

6

22

5

13

4

19

8

10

7

20

23

24

11

17

9

18

21

15

12

25

Transmitted Data (A)

Received Data (A)

Transmitted Data (B)

Received Data (B)

DCE Ready (A)

DCE Ready (B)

Clear To Send (B)

Request To Send (A)

Request To Send (B)

Received Line Signal Detector (A)

Received Line Signal Detector (B)

DTE Ready (A)

DTE Ready (B)

Signal Ground

Transmit Timing (A) DTE Source

Transmit Timing (B) DTE Source

Local Loopback

Remote Loopback

Receiver Timing (A) DCE Source

Transmit Timing (A) DCE Source

Transmit Timing (B) DCE Source

Test Mode

Shield

Receiver Timing (B) DCE Source
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Transmitted Data (A)

Data Terminal Ready (A)

Transmitted Data (B)

Data Terminal Ready (B)

Received Data (A)

Receiver Signal Element Timing (DCE Source) (A)

Received Data (B)

Receiver Signal Element Timing (DCE Source) (B)

Received Line Signal Detector (A)

Transmit Signal Element Timing (DCE Source) (A)

Received Line Signal Detector (B)

Transmit Signal Element Timing (DCE Source) (B)

Data Set Ready (A)

Transmit Signal Element Timing (DTE Source) (A)

Data Set Ready (B)

Transmit Signal Element Timing (DTE Source) (B)

Request to Send (A)

Signal Ground

Request to Send (B)

Shield

Clear to Send (A)

Clear to Send (B)

DB25 MALE

2

20

14

23

3

17

16

9

8

15

10

12

6

24

22

11

4

7

19

1

5

13

DB37 MALE/FEMALE

4

12

22

30

6

8

24

26

13

5

31

23

11

17

29

35

7

19

25

1

9

27
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