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Copyrights

Copyright 1995 - 2002, Perle Systems Limited and its suppliers.

IBM is the registered trademark of International Business Machines Corporation.

Microsoft, MS-DOS and Windows are registered trademarks of Microsoft Corporation.
Novell and NetWare are registered trademarks of Novell, Incorporated.

All other trademarks mentioned in this document are the property of their respective owners.

Mention of third party programs is for information purposes only constitutes neither and
endorsement nor a recommendation. Perle Systems Limited assumes no responsibility with
regard to the performance of these products.

IMPORTANT: Please review the Software License and Limited Warranty before using the
software.

Important Safety Notice

This product is made to high safety standards. For safe operation all feature card slots are to
be covered, and both power supplies are to be in place. Access should be gained only by
authorized personnel that have been instructed about the proper procedures and precautions
to follow when servicing the unit.



FCC/DOC Radio Frequency Interference Statement

Note

Caution

This equipment has been tested and found to comply with the limits for a Class A Digital
Device, pursuant to Part 15 of the FCC rules and to DOC Radio Interference Regulations,
C.R.C., c1374. These limits are designed to provide reasonable protection against harmful
interference when the equipment is used in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause harmfu
interference in which case the user will be required to correct the interference at his own
expense.

FCC/DOC compliance requires that dl 1/O cables used with Perle products be castructed
using shielded and ferrite protected cable, metal-shelled connectors and conductive back-shells.

This equipment is approved in accordance with DIN IEC 380/VDE 0806/08.81. If this unit is
installed as an office machine, the installation must conform with the above standard.

Equipment must be used with an appropriately approved power supply cordset.

Changes or modifications to a Perle product not expressly approved by Perle Systems Limite
may void the users authority to operate the equipment.



European Community (EC) Mark of Conformity

This product is in conformity with the protection requirements of EC Council Directive 89/
336/EEC on the approximation of the laws of the Member States relating to electromagnetic
compatibility. Perle cannot accept responsibility for any failure to satisfy the protection
requirements resulting from non-recommended modification of the product.



DEPARTMENT OF COMMUNICATIONS (DOC) REQUIREMENTS.

“NOTICE: The Canadian DOC label identifies certified equipment. This certification means
that the equipment meets certain telecommunications network protective, operational and
safety requirements. The Department does not guarantee the equipment will operate to the
user’s satisfaction.”

Before installing this equipment, users should ensure that it is permissible to be connected f
the facilities of the local telecommunications company. The equipment must also be installet
using an acceptable method of connection. In some cases, the company’s inside wiring
associated with a single line individual services may be extended by means of a certified
connector assembly (telephone extension cord). The customer should be aware that
compliance with the above conditions may not prevent degradation of service in some
situations.

Repairs to certified equipment should be made by an authorized Canadian maintenance
facility designated by the supplier. Any repairs or alterations made by the user to this
equipment, or equipment malfunctions, may give the telecommunications company causes
request the user to disconnect the equipment.

“CAUTION: Users should not attempt to make such connections themselves, but should
contact the appropriate electric inspection authority, or electrician, as appropriate.”

If you experience trouble with this equipment, please contact the Perle Technical Assistanc
Center at the following address for information about obtaining service;

Perle Systems Limited
60 Renfrew Drive
Markham, Ontario
L3R OE1

1-800-33 PERLE

All repairs should only be performed by Perle Systems Limited or an authorized agent of
Perle.



FEDERAL COMMUNICATIONS COMMISSION (FCC) REQUIREMENTS.

This product complies with Part 68 of the FCC rules. If requested, you must provide the
telephone company with the FCC registration number, make and the model number of this
device. This information can be found on the product label affixed to the back of the unit.

This equipment is designed to be connected to the telephone network or premises wiring using
a compatible modular jack which is part 68 compliant.

This equipment is not intended to be used on public coin phone service or be connected to
party line service.

If this equipment malfunctions, it may cause harm to the telephone network. In such an event,
the telephone company may request that you disconnect the equipment from the network until
the problem is corrected. The may also notify you in advance that temporary discontinuance
of service may be required. If advance notice isn't practical, the telephone company will notify
the customer as soon as possible. Also, you will be advised of your right to file a complaint
with the FCC if you believe it is necessary.

The telephone company may make changes in its facilities, equipment, operations or
procedures that could affect the operation of the equipment. If this happens, the telephone
company will provide advance notice in order for you to make the necessary modification to
maintain uninterrupted service.

If you experienced trouble with this equipment, please contact the Perle Technical Assistance
Center at the following address for information about obtaining service;

Perle Systems Limited

60 Renfrew Drive

Markham, Ontario

L3R OE1

1-800-33 PERLE

All repairs should only be performed by Perle Systems Limited or an authorized agent of

Perle.
When ordering service from the telephone company, you may need to provide the following
information;
Port: T1,ISDN 1.544 Mbps
Facility Interface Codes (FIC): 04DU9-BN
04DU9-DN
04DU9-1KN
04DU9-1SN
04DU9-1ZN
Service Order Code (SOC): 9.0N

USOC Jack: RJ48C



Affidavit for the Connection of Customer premises Equipment
to the 1.544 Mbps and/or Subrate Digital Services

For work to be performed in the certified territory of
(Telco's Name)
State of:

Country of:

(Name of Authorized Representative) (Business Name)

(Business Address) (Telephone Number)
being duly sworn, state:
| have responsibililty for the operation and maintenance of the terminal equipment to be connected to 1.544 Mbps dig

services. The terminal equipment to be connected complies with part 68 of the commissions rules except for the encc
analog content and billing protection specifications. With respect to encoded analog content and billing protection:

| attest that all operations associated with the establishment, maintenance and adjustment of the digital CPE with res
to encoded analog content and encoded billing information continuously complies with Part 68 of the FCC's Rules a
Regulations.

The digital CPE does not transmit digital signals containing encoded analog content or billing information which is
intended to be decoded within the telecommunications network.
The encoded analog and billing protection is factory set and is not under the control of the customer.

| attest that the operator(s) maintainer(s) of the digital CPE responsible for the establishment, maintenance and adjust
of the encoded analog content and billing information has (have) been trained to perform these functions by successt
completing one of the following: Check appropriate one(s).

()a. A training course provided by the manufacturer/grantee of the equipment used to encode analog signals; ¢
()b. A training course provided by the customer or authorized representative, using training materials and
instructions provided by the manufacturer/grantee of the equipment used to encode signals; or

()c. An independent training course (e.g., trade school or technical institutions) recognized by the manufacture
grantee of the equipment used to encode analog signals; or

()d. In lieu of the proceeding training requirements, the operator(s) maintainer(s) is (are) under the control of a

supervisor trained in accordance with above.



| agree to provide with proper documentation to
(Telco's Name)
demonstrate compliance with the information as provided in the proceeding paragraph, if so requested.

(Signature)

(Title)

(Date)

Subscribed and sworn to before me this day of , 19

Notary Public

My commission expires:




Users

Novice

Experienced

About this Book

The Perle 833AS User Guide is intended for users ranging from novice tc
experienced LAN Administrators. It is designed to help you install, configure and
manage the 833AS.

Novice Users can rely on the Guide to provide them with simple and easy tc
understand steps. The extensive indexing, cross-referencing, illustrations and fu
glossary are not only intended to help set up the 833AS, but also realize its ful
potential. Take advantage of the Quick Install Chapter to get an overview of what
ahead. Make sure you familiarize yourself with the Icons used to convey importan
information.

To meet the different needs of more experienced users, the Guide provides a Qui
Install Chapter. Brief and to the point, it gives a complete overview of the
installation and configuration process.

Once you have successfully installed the 833AS, turn to Section 3: Management, |
learn about the management features. If you still have any questions, turn to ot
extensive index for help.

How to Use This Guide

Assumptions

This Guide is divided into three sections: Installation, Configuration, and
Management. Each section has a number of chapters that highlight a unique aspt
of that section. The order of the sections and the chapters within comprise a series
steps that will lead to the successful installation and operation of the Perle 833AS.

This Guide assumes that Users have at least a basic knowledge of LAN Theory al
terminology. It also presumes that some users will have extensive experience al
may wish to customize their configuration. To meet this need, we have included .
comprehensive discussion of features and parameters that can be customized alc
with simple instructions on how perform them.
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What's in the Guide

Icons

What's in the Guide

Installation

Configuration

While the Guide assumes LAN familiarity, we also assume that first time users want
simple explanations that provide context. Further, we believe that our new users
want to understand as much as they can, so we have provided a glossary to explain
any new terminology.

You will find Icons throughout this guide. Use them to quickly locate useful and im-
portant information.

Procedure Indicates a series of steps that you need to perform in order to set
3 up or configure the 833AS

Warning Indicates vital information you need to know in order to protect
& your hardware or software.

Information Provides important information that will make use of the
@ 833AS easier.

Chapter 1 Quick Installation OverviewAlthough intended for the experienced
user, this chapter can assist the novice by previewing the steps ahead. Provides an
overview of installation and configuration.

Chapter 2 Site PreparationThis chapter provides a complete description of the
Electrical, Environmental and Cable Requirements of the 833AS.

Chapter 3 Setting Up and Installing the Perle 833A=amiliarize yourself with the
unit's physical appearance as well as the basic functions. Make the LAN
connections and verify its correct operation.

Chapter 4:Using the Perle 833AS Manag#érhis chapters describes the
requirements, function and features of the Manager Software.

Chapter 5 Configuring the Perle 833A%:earn about Dial-In and Dial-Out access
and how configuration can help you fully exploit the potential of the 833AS.

Chapter 6 Configuring the Feature Card®escribes the unique characteristics and
requirements of each Feature Card as well as card configuration.

Chapter 7 Configuring the ProtocolsLearn about the various communication
protocols supported and how to use them.
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Management

About this Book

Chapter 8 Configuring the User Databaset earn how to custom define the user to
your system. Describes the various ways of identifying users and limiting their
access.

Chapter 9 Configuring the ServerDescribes the parameters not relateBdature
Cards protocols or users. Provides information about Security, Groups, Servers
and more.

Chapter 10 Managing the Perle 833A3ntended for experienced users. Learn
about Manager Statistics, Front Panel, and the Event Log. Also learn abou
upgrading your software.

Appendix 1Menu DescriptionsGives the user a quick overview of the Front Panel
Menu Descriptions in table format.

Appendix 2 AT Command SeDescribes the commands that the Modem will
respond to as well the parameters applicable to each.

Appendix 3: Specificationgs detailed description of the physical parameters of the
833AS as well as its performance capabilities.

Appendix 4: RADIUS Server Attributes

Glossary This section provides a brief explanation of terms found in this Guide.
While the explanations are not exhaustive, they are intended to provide context t
their usage in the Guide.
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Dial- In Access

Dial- Out Access

TUEL/PRI
Support

Introduction

The Perle 833AS...Reliability and Flexibility
About the Features of the 833AS

The 833AS lets Remote Users access the LAN (Local Area Network) via the
telephone network as if they are directly attached to it. Remote Users can then acce
file servers, Email, Mainframes, application servers, or any other server on you
LAN. It can be teamed with a remote control package such as PC Anywhere 0
Carbon Copy to allow a user to use a locally attached PC remotely. It can even act
a Dial-In gateway to another network, such as the Internet.

With Perle Dial-Out Client software, LAN attached PCs can use the PerleDSF
Modem and lines as Dial-Out modems. To the PC application, the PerleDSP Model
and line attached to the 833AS look like a modem connected to the PC COM por
Most PC applications that require a modem are supported. With appropriats
software, users can connect to a BBS, Internet provider, or any other servic
accessible by the telephone network. When used with Fax software such as WinF:
Pro, users can send faxes from their PC.

Calls are brought into the 833AS by a T1/PRI (Primary Rate Interface) or E1/PR
line. North America and Japan use the T1 line while the E1 is used in Europe. Thi
type of connection supports up to 30 simultaneous phone calls on a single line
Instead of many individual RJ11 phone lines, one or two physical connections can k
used - reducing the number of cables, simplifying management, and reducing th
cost in many cases.

ISDN PRI (Integrated Service Digital Network) is supported for both T1 and E1 to
provide a clean, digital high speed link for remote access from conventiona
modems, ISDN Basic Rate Interface (BRI) cards or Terminal Adapters. T1 with
Robbed Bit Signaling is supported for locations where this service is less expensiv
than ISDN. Depending on the support of your Telephone Company, you can eve
split a single T1 into Robbed Bit and ISDN, letting you supply both services to your
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Multiprotocol Support

users in the most cost effective manner. E1 with Channel Associated Signalling (R2
CAS) is available for the ITU and China variants.

Multiprotocol There is direct support for IP (Internet Protocol), IPX (Internet Packet eXchange),

Support Netbeui, and AppleTalk routing protocols in their native form. They do not require
workarounds and special settings (such as Netbeui over IP) to be used. Logical Link
Control (LLC) bridging is supported for use in IBM Mainframe and Midrange
environments.

Multiple Dial In Included with the 833AS are the Perle Remote Dial-In Clients for DOS and
Client Support Windows 3.1. Microsoft Dial Up Networking Clients are supported for Windows
95, 98 and NT. For the Macintosh user, the 833AS is compatible with Apple Remote
Access.
In addition to these standard clients, many other third party clients can be used with
the 833AS.
Advanced User The 833AS supports access protection by individual User ID and passwords.
Security Optionally, an external RADIUS or Novell server can be used for centralized access

management. Token authentication access systems such as Security Dynamics
SecurlD and Axent can work with the 833AS to meet high security requirements.

The internal database of the 833AS supports up to 2000 users, each with their own
password.

Fixed Callback and Roaming Callback are supported to meet both security
requirements and toll management.

Grouping The 833AS's powerful grouping functions lets you:

= Allocate connections for specific departments or have a connection always
available for the MIS (Management Information System) department.

= Set up a group of modems that are compatible with older Dial-In modems that
require special settings.

»  Split connections into Dial-In only and Dial-Out only lines.

= Set one group of users with a maximum Dial-In time of one hour, and another
with unlimited access time.
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LAN-to-LAN

Expandable
System

Flexible Modem
Support

Manager

High
Performance
Architecture

Introduction

The 833AS LAN-to-LAN feature lets you establish IP/IPX connections to remote
Routers. These connections can be initialted by either the 833AS or the remot
Router. The Virtual Connection feature can be used to provide cost effective
connections between two LANSs.

You can size the hardware of the 833AS to meet the needs of your business. T
833AS supports up to 4 line cards (T1/PRI or E1/PRI) or 2 dual cards (dual T1/PR
or E1/PRI) for up to 120 simultaneous phone calls. PerleDSP modem cards al
available in fixed 12 or 18 modem version or with plug-in modem modules. The
number of modems on a plug-in card can be 12, 18, 24, or 30. The maximum numb
of modems in a unit is 120.

The 833AS modems support all the standard modem modulations, including
56Kflex and V. 90. Class 2 Fax support allows the use of the modems for Fax Dial
Out when used with Fax Software such as WinFax Pro. The modem initializatior
string can be customized for each modem to meet special requirements.

The 833AS Manager is a Windows based application used to configure and mana
the 833AS. You can connect to the 833AS by a LAN or Dial In connection, using
either IP or IPX. You do not require a serial connected PC to set up or manage tt
833AS. The configuration process is entirely GUI based - no editing of complex
configuration files is needed. The Manager also displays the operational status of tt
833AS. Key statistics are provided for all interfaces to enable monitoring of norma
operation and assist in network troubleshooting if necessary.

The 833AS was designed for high performance, even when handling the maximur
number of incoming calls. At its heart is a high speed PowerPC RISC (Reduce!
Instruction Set Computer) CPU, which is optimized for communications. The T1/
PRI, E1/PRI and PerleDSP Modem Feature Cards each contain their own PowerF
processors. They improve performance by offloading the character oriente
processing from the main engine.

There are two independent data busses within the 833AS. The PCI (Peripher
Component Interconnect) data bus transfers data at 132 Mbytes per second. /
Feature Cards operate as PCIl bus masters, freeing the System card from da
transfers and ensuring that the bus is used to its maximum potential. Data transf
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High Reliability Design

High Reliability
Design

between the T1/PRI, E1/PRI cards and the PerleDSP Modem cards is done via a
separate telephony bus.

There are no moving storage devices such as floppy or hard drives in the 833AS. All
program storage is on Flash ROMs (Read Only Memory). Instead of using PC type
connector technology, cards are interconnected via high reliability CompactPCI
industrial connectors.

The 833AS is fitted with a dual redundant power supply. If a power supply problem
occurs in one supply, the other supply will maintain the power.
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Chapter 1: Quick Installation Overview

About Installation

This chapter provides an overview of how to install, setup, and configure the 833AS
These are the major steps:

Preparing the Site for the 833AS

Setting up and Installing the 833AS Hardware

Setting up the 833AS LAN Connection

Configuring the 833AS

Attaching the 833AS to the Telephone Network

Verifying Correct Operation of the 833AS

Preparing the Site

For detailed instructions, see “Chapter 2: Site Preparation” .

Before installing, prepare the site for the 833AS by:

m  Arranging the installation of telephone services by the carrier.

m Locating the 833AS in an area where:
m  There is sufficient clearances in the front and rear of the unit for ventilation.
m  Power cords and cables are out of traffic areas.
m The Front Panel is easily visible and accessible.

m |dentifying the Windows 3.1/95/98/NT PC that will be used for installation of
the Manager. This PC must be attached to the LAN.

m  Extending all telephony and LAN wiring to the location where the 833AS will
be installed.

Perle 833AS User Guide 7



Setting up and Installing the 833AS Hardware

Setting up and Installing the 833AS Hardware
For detailed instructions, see “Chapter 3: Setting Up and Installing” on page 25.
To Install the 833AS Hardware:

=

1.

2
3.
4

Unpack the 833AS.
Set up the 833AS. See “Unpacking the 833AS” on page 26.
Set the Voltage Selector Switch. See “Voltage Selector Switch” on page 30.

If the unit is to be rack mounted, install the Rack Mount Kit and place the unit
in the rack.

Connect and plug in the power cords.

It is not recommended that you attach the LAN or the telephone network wiring at
this time. If the 833AS is powered up with a configuration that does not match the
carriers' requirements, errors could be generated at the Central Office. Some carri-

ers will disable or disconnect the service if excessive errors are encountered. Also,
if you are in a Token Ring LAN environment and the speed setting is incorrect, bea-
coning could occur, disrupting the service of others on the LAN.

6.

Power on the 833AS.
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Chapter 1: Quick Installation Overview

Setting up the LAN Connection
For more details, see “Set up the basic parameters” on page 41.
3 To Set up the 833AS LAN connection:

1. Set the basic configuration from the Front Panel.

Some parameters may have to be set from the Front Panel to allow the Managt
to connect to the 833AS. Depending on the LAN type and network protocol usec
by the Manager (IP or IPX), this step may not be required. See “Set up the basi
parameters” on page 41.

2. Power off the 833AS.

Attach the LAN cable to the appropriate connector, based on your LAN type
and media type. See “Attaching the LAN Cable” on page 45.

Power on the 833AS.

Verify that the 833AS can see LAN network traffic. See “Verifying that the
833AS can see LAN Traffic” on page 25.

Configuring the 833AS
For detailed instructions, refer to Section 2: Configuration

You configure the 833AS with the 833AS Manager. The Manager Software must b
installed on a Windows 3.1/95/98/NT PC that is LAN attached. The PC must alsc
have IP or IPX network software installed and set up. This network software is buil
in to Windows 95, 98 and NT. Perle includes IP software on the installation disks fol
Windows 3.1 environments.
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Attaching to the Telephone Network

Attaching to the Telephone Network

See “Attaching to the Telephone Network” on page 51.

Now that the 833AS is configured, the telephone cables can be attached to the unit.
Depending on which telephone network is being used, the 833AS may be either
directly attached (DSX-1 mode) or require a CSU (Channel Service Unit).

To attach the telephone line:
1. Power down the 833AS.

2. Attach the cable from the phone network or CSU to the appropriate interface on
the 833AS.

Power up the 833AS.
Verify that the 833AS can operate correctly with the telephone line.

Verifying Correct Operation

10

For details, see “Verifying Connection” on page 47.

At this point, installation is complete. Now you can verify that remote users can dial
into the 833AS and access the services. Also, you can install Perle Dial-Out software
on LAN PCs and verify that the Dial-Out is functioning correctly.

If you are using Perle Remote Client software, please sdeetihee Remote User's
Guidefor details on software installation and operation.

If you are using Perle Dial-Out software, please sePénke Dial-Out User’s Guide
for details on software installation and operation.
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Chapter 2: Site Preparation

About Site Preparation

In this chapter you will read about:

m Site Preparation Overview
Electrical Requirements
Environmental Requirements
Cabling Planning and Requirements
Telephony Cabling

Site Preparation Overview

The following is a checklist of recommended tasks that should be completed befor

installing the 833AS. Some may not apply to your installation, or you may wish to
add new items.

Identify and contact the following individuals:
O__ Network supplier.
0 __ Remote Installation Planner.
O__ Cabling supplier.

then,

O __ Analyze the site's electrical requirements. See “Electrical Requirements”
on page 12.

O__ Analyze the site's environmental requirements. See “Environmental
Requirements” on page 13.

O__ Determine the future location of the 833AS that will meet the placement
needs of the unit. See “Placement” on page 13.

Determine your cabling needs for:
O__ LAN cabling. See “LAN Cabling” on page 14.
0 __ Telephone network cabling. See “Telephony Cabling” on page 20.
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Electrical Requirements

then,

0 __ Order the Telephone network facilities. See “T1 Telephony Planning” on
page 21 and “E1 Telephony Planning” on page 23.

O __ Order the CSU, if required.

O__ Order the required cabling. See “Cable Planning and Requirements” on
page 14.

0 __ Ensure that the electrical outlets have been installed and are properly
grounded.

Electrical Requirements

glpeecéir;:ﬂtion Voltage Selector Switch

115 230
Voltage 100 - 125 VAC 200 - 240 VAC
Phases 1 1
Current 2 A (Maximum) 1 A (Maximum)
Power 250 W (Maximum) 250 W (Maximum)

The 833AS should not share electrical circuits with equipment that can cause
electrical noise and interference.

For the Redundant power supply, two separate outlets that meet the above
specifications are required. Each outlet must be capable of carrying the full electrical
load.

For your safety, you must connect equipment only to a properly wired and grounded
outlet. An improperly wired outlet can place hazardous voltage on the accessible
metal parts of the unit.

It is strongly recommended that you use an Uninterruptable Power Supply (UPS) to
power your CSU (Channel Service Unit). This will prevent setting Central Site
alarms in the event of power fluctuations or outages. If you are using the built in
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Chapter 2: Site Preparation

CSU feature of the T1 card, it is recommended that you use a UPS to power tf
833AS.

Environmental Requirements

Placement

The 833AS is designed to operate in a normal office environment. The following
condition must be met and maintained.

. Temperature , .
Condition P Relative Humidity
Range
Operating 10°-30°C 20% - 80%
50° - 80° F

The 833AS is designed for either 19" rack mount or table top placement.
Locate the 833AS in an area where:

m  Power cords and cables are out of traffic areas.
m  The front panel is accessible.

Sufficient clearances must be maintained in front of and behind the unit to allow
proper air flow to the internal fans.

For rack mounting, the 833AS requires 5 rack mount spaces (i.e. the 833AS height
5U). It is not necessary to leave empty spaces above or below the unit in the rack.

Mounting of the equipment in the rack shall be such that a hazardous condition doe
not occur due to uneven mechanical loading. Heavier equipment should be locate
at the bottom of the rack, and the rack should be loaded such that the bottom slo
are used first (fill from the bottom up).

Circuits supplying power to the rack must be sufficient to safely supply power to al
equipment within the rack based on the equipment nameplate rating. Powe
distribution to all equipment in the rack must have proper grounding. Particular

attention should be given to supply connections other than direct connections to th
branch circuit (e.g. power strips).

Perle 833AS User Guide 13



Cable Planning and Requirements

Cable Planning and Requirements

LAN Cablin g

Ethernet

14

The 833AS has a 10/100 Mbps Ethernet LAN interface built in. You can optionally

add a Token Ring Feature card for support of 4/16 Mbps Token Ring LAN. Only one
LAN interface is supported at a time — if you have a Token Ring Feature card
installed, the Ethernet interface is disabled. Cabling required will be dependent on
these factors:

m  The type of LAN.

m  The type of hub (Ethernet) or Media Access Unit (Token Ring).
m  The type of cabling used in the existing LAN network.

The Ethernet interface is located on the System card. The following physical
interfaces are available:

m 10Base -T/100Base-TX - uses an RJ-45 connector
m 10Base2 - uses a BNC connector

10 Base-T/100 Base-TX

10 Base 2

A Ethemet/LAN Cable Connection
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Chapter 2: Site Preparation

10Base-T: (Note: Emission standards require ferrite protected cables).

Uses 22 to 26 AWG unshielded twisted pair (UTP) cable.
Terminated with RJ-45 plugs.

Cables are straight wired — pin 1 of one end of the cable is wired to pin 1 on th
other end.

Category 3,4 and 5 UTP cable is acceptable.

For best results, Category 4 and 5 cable is recommended.
Cables are attached to a 10Base-T hub in a star configuration.
Maximum length from 833AS to hub is 100m (328 ft.).

|

A I
Emmars ¢ |

10 Base-T Hub ‘ —

Category
|:| EF] D‘ m 3,4,5 UTP
:
= g
= A 10 Base-T Network
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Cable Planning and Requirements

100Base-TX: (Note: Emission standards require ferrite protected cables).

m Uses Category 5 unshielded twisted pair (UTP) or Type 1 shielded twisted pair
(STP) cable.

m  Terminated with RJ-45 plugs.

m Cables are straight wired — pin 1 of one end of the cable is wired to pin 1 on the
other end.

m If you are using STP cable, make sure #ihtables and connection points are
shielded.

m  Cables are attached to a 100Base-TX hub in a star configuration.

m  Maximum length from 833AS to hub is 100m (328 ft.).

There are other cabling types that are available for Ethernet:

m  10Base5 (AUI).
m  100Base-T4.
m  100Base-FX.

If you are using any of these types of cabling, you will require an adapter. See your
network equipment supplier to obtain this adapter.

|

A . .
= £
e k|

833AS

100Base- TX Hub |

D A 100BaseTX Network
—
=
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Chapter 2: Site Preparation

10Base2: (Note: Emission standards require ferrite protected cables).

Also known as Thin Ethernet.

Uses 50 ohm Thin Ethernet coaxial cable.

Terminated with BNC connectors.

Devices are chained to each other using "T" connectors. All devices chaine
together comprise a segment.

"T" connectors must be plugged directly into the Ethernet device.

The maximum length of one segment is 185m (607 ft.).

No more than 30 connections are allowed in one segment.

The first and last device on a segment must be terminated on one side of their "
connectors with a 50 ohm resistor.

The minimum distance between "T" connectors is .5m (1.6 ft.).

|

A .
(=) &
EEE 4Pl

45

83345

50 ohm a
Thin Ethernet Cable

|

T-connector

=
= = 4 10Base2 Network
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Cable Planning and Requirements

Token Ring The Token Ring feature card has the following physical interfaces:

m  STP (Shielded Twisted Pair).
m  UTP (Unshielded Twisted Pair).

UTpP

« Token Ring Interfaces
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o

ST
(]
(]
(]

Uses STP wiring, Types 1, 2, 6, and 9.

o

uT
|
|
|

Uses UTP wiring, Category 3, 4 or 5.
Terminated with RJ-45 plugs.

Chapter 2: Site Preparation

Terminated with IBM style universal data connectors.
Cables are attached to a Media Access Unit (MAU) in a star configuration.

Cables are attached to a MAU in a star configuration.

|

A
G Ru R

e

833AS

=)

Type 1 or Type 3MAU
] g3
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Telephony Cabling

Telephony Cabling

The connection to the T1 or E1 network is made via an RJ-48 connector. Standard
UTP telephone cable is used for the connection.

Red Alarm

—
O
Blue Alarm )

O~ YelowAlarm

ElorTl ’

AElorTlCard

Network equipment attaches to a T1/E1 line via a CSU. This unit provides line
coding and conditioning functions as well as performing line diagnostics under the
control of the carrier. The T1/PRI feature card has a CSU built in. However, an
external CSU can be used by operating the card in DSX-1 mode.

An external CSU isolates the line from the 833AS and keeps the line from causing
Central Site alarms to be activated if the 833AS is powered off. In some countries
that use T1 and all countries using E1, an external CSU is mandatory. In many cases,
the CSU is provided by the carrier.
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T1 Telephony
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Overview

Provisioning

Chapter 2: Site Preparation

If you are using the T1 built in CSU, you should first contact your carrier for
approval before installation. Otherwise, the T1/PRI service could be temporarily
discontinued if Central Site alarms occur.

The carrier brings the T1/E1 service to a "Demarcation Point" (also known as
Demark or Demarc), and assumes responsibility for wiring and equipment up to th
Demarc. You are responsible for the wiring from the Demarc to the 833AS.
Depending on the carrier, the Demarc may either be brought to the 833AS or it ma
terminate some considerable distance from the unit. You will need to work with the
carrier in advance to determine where the T1/E1 service will be brought, and i
necessary, arrange for the wiring from the Demarc to the 833AS.

When you order your T1 line, you will need to specify certain options. This proces:
of specifying these options is referred to as "provisioning" the line.

A T1 lineis a digital transmission link with a capacity of 1.544 Mbps. By using Time

Division Multiplexing the line is split into 24 channels with one call occupying one

channel. From the user perspective, each channel looks like an individual phone lir
with its own phone number.

The T1 line can operate as a channelized T1 line, or as an Primary Rate Interfa
(PRI) ISDN line. A channelized T1 line treats all calls as analog voice calls and
modems are used to transfer digital data. A PRI ISDN line treats all calls as digita
calls so either ISDN digital calls or ISDN voice calls can be handled. If an ISDN
voice call is used, a modem is used to transfer the digital data.

When a call is made on one of the T1 channels, it is signaled on the T1 line. Thi
signaling emulates the dial and answer sequence of a standard telephone. There a
number of different signaling schemes in use and you configure the 833AS to matc
the scheme that is used by the carrier. For a PRI ISDN connection, one T1 channel
dedicated solely for signaling.

Provisioning a T1 connection for the 833AS will require the determination of the
following types of parameters:

Line parameters

m  Coding (AMI, B8ZS, or JBZS)

m  Framing (D4 or ESF)

m  Facilities Data Link (ANSI, AT&T or none)
m  Line Build Out
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Telephony Cabling

22

Mode of operation
m  T1 (robbed bit signaling), PRI (ISDN) or Mixed T1/PRI.

Signaling Type
m If T1, type of robbed bit signaling used.
m  Does not apply to ISDN.

Switch Type, if PRI

US NI-2

AT&T 4ESS

AT&T 5ESS

Northern Telecom DMS 100
Northern Telecom DMS 250
Japan INSNet 1500

Channel assignment

m  Unused channels, if any.

m If mixed T1/PRI, which channels use T1 signaling, and which channels use
ISDN signaling.

These parameters will be dependent on the carrier's requirements. Your carrier will
usually determine these values, and you will enter these values in the 833AS T1
configuration. For more details, see “T1 Parameters” on page 96.

A typical line provisioning for North American T1 would include:

Coding - B82S

Framing - ESF

FDL mode - None (with external CSU)
T1 Signaling - E & M Wink Start

All channels used.

typical line provisioning for North American PRI would include:

Coding - B82S

Framing - ESF

FDL mode - None (with external CSU)
Switch Type - Northern Telecom DMS-100
All channels used.

HE EEEE > EEHEEBR
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When you order your E1 line, you will need to specify certain options. This proces:
of specifying these options is referred to as "provisioning" the line.

An EL1 telephone line supports up to 30 telephone calls on a single physical line. B
using Time Division Multiplexing the line is split into channels with one call
occupying one channel. From the user perspective, each call carrying chann
(known as the bearer channel) looks like an individual phone line with its own phone
number. The E1/PRI line can operate as an ISDN Primary Rate Interface or as an |
Channel Associated Signalling (CAS) Interface.

Provisioning an E1 connection for the 833AS will require the determination of the
following types of parameters:

Line Parameters

m  Coding (HDB3)

m  Framing (CRC4 or no CRC4)
m  Line Build Out

ISDN Parameters
m  Switch Type

Channel Assignment
m  Unused channels, if any.

These parameters will be dependent on the carrier's requirements. Your carrier w
usually determine these values, and then you set these values in the 833AS |
configuration. For more details on these parameters, see “E1 Parameters” on page 10

A typical line provisioning for E1/PRI would include:

m  Framing - CRC4
m  Switch Type - EurolSDN ETSI NET5
m  All channels used.
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Chapter 3: Setting Up and Installing

About Setting Up and Installing

In this chapter you will read about:

m  Unpacking the 833AS

Familiarize Yourself with the Unit
Assembling the Hardware

Factory Default Mode

Setting up the 833AS LAN connection
Attaching the LAN Cable

Verifying that the 833AS can see LAN Traffic
Configuring the 833AS

What's in the box? The 833AS shipping carton contains the following:
m 833AS

Rack Mount Kit

Power Cord

Documentation Packet

Diskette Packets

RackMount  The Rack Mount Kit allows you to mount the 833AS into a standard 19" equipment
Kit  rack.

Power Cords  The appropriate power cords for your location are provided.

Documentation The Documentation Package contains the following documents:
Package g  perle 833AS User Guide
m  Perle Remote User’'s Guide
m Perle Dial-Out User’s Guide

Software  The Software Package contains the following:
Package g 833AS Manager Diskette Set

m  Perle Remote Client (CD-ROM)

m  Perle Dial-Out Client Diskette (CD-ROM)
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Unpacking the 833AS

Unpacking the 833AS
To Unpack the 833AS:
3 1. Open the shipping carton.

Foam
Endcaps

Shipping Carton
v
PE\ <« Unpacking the 833AS

2. Remove Accessory Tray containing the Power Cords.

Remove the Documentation and Diskette packets from the side cavity between
the unit and outer carton.

4. Lift the 833AS out of the shipping carton.
Remove the packing material.
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Familiarize Yourself with the Unit

833AS Views The diagrams below show the major hardware components of the 833AS.

Enter Key Power System
LED LED 1 2 3

A
A
833AS
[/ /
LCD Amow ESC System Card Feature Card Slots
Keys Key
A Front Panel

Note: We've displayed slot numbers in this diagram to help you identify slot
positions on your 833AS.

Slots 2 thorough 8 are occupied by the Feature Cards you ordered and may |
different than those shown in this diagram.

o) © © ) o Serial Number
© Q < @ (5] Power Supply 1
Fa— ® 6) Power Supply 2
© ﬁi&]a e | |&
O Rr—zgC I [C y——agO) © e’ e
® A - Power Switch
A HIE
v Voltage
“ . "} o [ & Selector Switch
-
~
® 0 N D¢ © Buzzer Reset
Switch
\ 7

A Back Panel with Dual Redundant Power Supply
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Familiarize Yourself with the Unit

833AS Chassis Operator Panel LCD
Description The operator panel has a 2 line by 16 character LCD that displays status for the
833AS.

Operator Panel Keypad
Use the keypad to navigate the LCD menus and enter data. The keys are:

Menu Description

A "

v Down

4 Left

> Right

Enter Start selected function or confirm entered data.
<!

Esc Escape. Returns to the previous submenu or cancels the

current command.

Operator Panel LEDs

Menu Description
Power Indicates that the 833AS is powered up.
System Active Blinks continuously when the 833AS is operational.

Blinking will start after System initialization is complete.
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System Card

Feature Card Slots

Chapter 3: Setting Up and Installing

The System card is the main processing card for the 833AS. It is always located
Slot 1.

ks

r T
-

D \\\
& o e =

o

S8 0
%, P e

o
o, —

© o

@\

) <« System Card

/ T
\ L

The System card includes a 10/100 Mbps Ethernet interface that supports 10Base
and 100Base-TX (RJ-45 connector) and 10Base2 (BNC connector) type Etherne
The Link LED flashes when the Ethernet interface is connected to the LAN and dat
is being transmitted or received.

The Service port is a serial port that is for service use only.

On the circuit board of the System card, there are expansion sockets for addition
RAM. Your 833AS contains the RAM required for your application.

Slots 2 through 8 are for Feature Cards. The following Feature Cards are available

Token Ring LAN Feature Card
T1/PRI Feature Card

Dual T1/PRI Feature Card

E1/PRI Feature Card

Dual E1/PRI Feature Card
PerleDSP 12 Modem Feature Card
m PerleDSP 18 Modem Feature Card

The Feature Cards can be installed in any available slot. Your Feature Cards m:
have been installed prior to delivery.
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Serial Number
Label

Dual Redundant
Power Supply

Power Switch

Voltage Selector
Switch

Buzzer Reset
Switch

Feature Cards

30

This label contains the serial number for the unit.

The Dual Redundant power supply consists of two separate power supplies within a
common case. Both supplies are powered up and active during hormal operation. If
one supply fails, the 833AS will operate on the second supply.

The Redundant power supply has a power switch for each power supply. Use the
power switches to turn power for the 833AS on and off. When power is on, one or
more LEDs on the front of the unit will be lit.

For the 833AS to be turned off, both power switches must be in the off position.

The Redundant power supply has a voltage selector switch for each power supply.
Use the voltage selector switches to adjust the 833AS for the electrical service
available at your site. The selected setting is visible on the switch. This switch has
two positions:

m 115for 100 - 125 VAC
m 230 for 200 - 240 VAC

Both switches must be in the correct position, or you may damage your unit.

A warning buzzer will sound if one of the power supplies is not providing power.
This could be due to a supply failure, or because the power was not switched on for
that supply.

Press the Buzzer Reset Switch to turn off the warning buzzer.

Each T1/PRI, Dual T1/PRI, E1/PRI, Dual E1/PRI and PerleDSP Modem card
contains high performance RISC processors. They improve performance by
offloading character oriented processing from the System card. Since each Feature
Card contains the necessary processing power, 833AS system performance will
remain high as the unit expands. Feature Cards operate as PCI bus masters, freeing
the System card from data transfers and ensuring that the bus is used to its maximum
potential.
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System Card
Physical
Description
o Link LED
10 Base-T/ |
100 Base-TX
Ethernet Port oo
00O
O O
00O
[e)e]

10 Base 2
Ethernet Port
Service
Port
A System Card

Link LED
m Flashes to indicate that the card detects activity on the Ethernet.

10Base-T/100Base-TX Connector
m  RJ-45 Female Connector.
m  Used to connect to either a 10Base-T or 100Base-TX LAN.

10Base?2 Connector
m  BNC.
m  Used to connect to a 10Base2 LAN.

Service port
= DB9.
m  For Service use only — not for Customer use.

You should connect the card to the Ethernet LAN using either the RJ-45 or BNC
interface, but not both.
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T1/PRIl or Dual T1/

PRI Card Physical
Description Red Alarm
Blue Alarm o Ov
—0 0] ™~
» Red Alarm
O+ —— Yelow Alam v o
1 ' .

oo Yellow Alarm N

°Co o X Blue Alarm

IO /
[eNe] @ 4

000 "}

OOOOO Q
[o}e]

000 T1 —

N ﬂ
O O

[e}eXye]
[eNe]

[e}ye)ye]
[o}e]

[eXelNe)
[e}e]

[o}e)ye]
[o}e]

T1 Card A Dual T1 Card
Red Alarm LED

Lights if the T1/PRI card locally detects a line failure. An example of a detected line
failure is loss of line synchronization for 2.5 seconds.

Blue Alarm LED

Lights if the T1/PRI card has seen two consecutive T1 frames with less than three
zeros in the data bit stream. This is also known as the AIS (Alarm Indication Signal)

Yellow Alarm LED

Lights if the T1/PRI card receives a yellow alarm signal from the Central Office.
This signal is transmitted if the remote link believes that it has lost contact with the
833AS.
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T1 Connector

RJ-48C Female Connector wired as a 4 wire PRI.

Pin 1 = Receive (Tip)
Pin 2 = Receive (Ring)
Pin 3 = Grounded

Pin 4 = Transmit (Tip)
Pin 5 = Transmit (Ring)
Pin 6 = Grounded

Pin 7 = OPEN

Pin 8 = OPEN
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EL1/PRI Card or Dual
E1/PRICard
Physical

Description

Red Alarm

34

w
Blue Al
ueAlam ~O X Red Alarm

00O

O~— Yellow Alarm <

El '

ocoo Yellow Alarm ‘

[

Blue Alarm

oo El

[e)e]
[e)yelye}
[e}ye}
O O

[ 3
@ 0®o

« Dual
« EL/PRICard E1/PRI Card

Red Alarm LED

Lights if the E1/PRI card locally detects a line failure. An example of a detected line
failure is loss of synchronization for 2.5 seconds.

Blue Alarm LED

Lights if the E1/PRI card has seen two consecutive E1 frames with less than three
zeros in the data bit stream. This is also known as the AIS (Alarm Indication Signal).

Yellow Alarm LED

Lights if the E1/PRI card receives a yellow alarm signal from the Central Office.
This signal is transmitted if the remote link believes that it has lost contact with the
833AS.

E1 Connector
m  RJ-48C Female Connector wired as a 4 wire PRI.
m 120 ohms
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Pin 1 = Receive (Tip)
Pin 2 = Receive (Ring)
Pin 3 = Grounded

Pin 4 = Transmit (Tip)
Pin 5 = Transmit (Ring)
Pin 6 = Grounded

Pin 7 = OPEN

Pin 8 = OPEN

The Perle 833AS has a straightforward "Fault Indication Plan" as recommended b
ITU/CCITT 0.162. Each E1 interface on the 833AS has three LEDs (RED, GREEN.
YELLOW) which are used to display the following status and error conditions:

m Loss of Signal or Syncs - RED continuous ON

m  Alarm indication signal - RED Flashing

m Loss and recovery of frame alignment - GREEN continuous ON
m  Loss and recovery of multiframe alignment - GREEN flashing

m Distant Alarm - YELLOW continuous ON
m  Distant Multiframe Alarm - YELLOW Flashing

In addition to displaying the above alarm conditions, the 833AS will generatethe
"Distant alarm" and the "Multiframe Distant alarm" to the Telelphone company
when these conditions are detected by the 833AS.

Perle 833AS User Guide 35



Familiarize Yourself with the Unit

Token Ring Card
Physical
Description

PerleDSP Modem
Card

36

———— uTP

« Token Ring Card

Link LED
Flashes to indicate that the card detects activity on the Token Ring LAN.

Shielded Twisted Pair (STP) Interface
m  DB9 connector.
m  Usedtoconnectto aMedia Access Unit utilizing IBM style universal connectors.

Unsheilded Twisted Pair (UTP) Interface
m  RJ-45 Female Connector.
m  Used to connect to a Media Access Unit using UTP wiring.

You should connect the card to the Token Ring LAN using either the STP or UTP
interface, but not both.

There are no connectors or LEDs on this card. All monitoring is done via the Front
Panel and Manager.
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Assembling the Hardware

Settin g the
Voltage
Selector
Switch

=

A

Connect the Power

Cords

A

To set the voltage selector switch on the back of the 833AS:

1. Ensure that the 833AS is powered off. The Front Panel LED should be off.
2. Ensure that all power cords are disconnected from the electrical outlet.

If the voltage selector switch is set incorrectly, it may cause permanent damage
to the unit and void any warranty. The 833AS must always be powered off anc
all power cords disconnected before adjusting the voltage selector switch. This
setting must be done for both supplies.

3. Setthe Voltage Selector Switch on each supply to the correct voltage as follow:
m 115V for inputs of 100-125 VAC
m 230V for inputs of 200-240 VAC

The following diagram shows the voltage selector switch in both the 115V and 230V
positions.

i

N 0€C

i

44—

ASTT

<« Voltage Selector Switch

For each supply, connect one end of the supplied power cord into the 833AS pows
connection and the other end into a properly grounded electrical outlet.

For safety, this equipment is designed to be electrically grounded. The 833AS mus
be connected to a three wire grounded outlet only. The power cords supplied
include a third (grounding) pin. If you are unable to insert the plug into an outlet,
contact an electrician to replace the outlet with a properly grounded outlet.
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Attaching the Rack
Mount

38

The Rack Mount Kit provided can be used if you wish to install the 833AS in a
standard 19" equipment rack. Use the screws included in the Rack Mount Kit to
attach the Rack Mount brackets to the 833AS.

@

< Rack Mount

You require 6 Rack Mount screws (3 per side) to mount the 833AS in the Rack. Do
not install the 833AS in the Rack with fewer screws. For rack mounting, the 833AS
requires 5 rack mount spaces (i.e. the 833AS height is 5U). It is not necessary to
leave empty spaces above or below the unit in the rack.

Sufficient clearances must be maintained in front of and behind the unit to allow
proper air flow to the internal fans.

Mounting of the equipment in the rack shall be such that a hazardous condition does
not occur due to uneven mechanical loading. Heavier equipment should be located
at the bottom of the rack, and the rack should be loaded such that the bottom slots
are used first (fill from the bottom up).

Circuits supplying power to the rack must be sufficient to safely supply power to all
equipment within the rack based on the equipment nameplate rating. Power
distribution to all equipment in the rack must have proper grounding. Particular
attention should be given to supply connections other than direct connections to the
branch circuit (e.g. power strips).
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Factory Default Mode

The operating Firmware and configuration for the 833AS is downloaded from the
Manager to the Server. Before this occurs, the 833ASkadtory Default mode,

or simplyFactory mode. In Factory mode, you use the Front Panel to configure any
parameters needed to connect with the Manager. You then use the Manager to atts
to the Server and download the Firmware and configuration. Factory mode als
provides statuses on the Front Panel to help diagnose communication problems wi
the Manager. Front Panel operation in this mode is detailed in “Factory Defaul
Mode” on page 247.

Once the 833AS has Firmware and is fully configured, the unit is in Normal mode
The unit can be restored to Factory mode from the Manager (“Configure Menu” ol
page 64) or Front Panel (“Control” on page 236).

Setting up the 833AS LAN Connection

IPX Connection to
the Manager

This step includes the minimal configuration needed to enable the 833AS Manage
to communicate with the 833AS. During installation, the Manager uses a LAN
connection to talk to the 833AS. Once fully configured, you can manage the 833A
across the LAN, or from a Dial-In connection.

The Manager communicates with the 833AS by either IP or IPX protocols. There i
no difference in the Manager's capability in either environment. You may choose
whatever protocol is most appropriate for your network or set up the 833AS tc
support both IPX and IP.

The 833AS has a built in 10/100 Mbps Ethernet adapter. There is a 4/16 Mbps Toke
Ring Feature Card available to allow the 833AS to operate in a Token Ring
environment. Only one adapter is operational at a time. If the Token Ring adapter |
installed, the Ethernet adapter is disabled.

No configuration is required for the Manager to communicate with a 833AS using
IPX. By listening to the traffic on the LAN, the 833AS learns about all the networks
that it can reach. It automatically discovers the IPX network numbers for the
networks and all supported frame types on the network.
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IP Connection to IP networks require devices to be configured with unique addresses. Depending on

the Manager network topology, other parameters may have to be set. Most organizations have a
department or individual responsible for IP address management. Consult with them
to get the correct values.

The Manager can communicate to an 833AS through one or more routers. If the
routers pass IP broadcast messages, you need only set the IP parameters listed below
in the Server. The Manager can then discover the Servers using IP broadcasts.
However, if the routers do not pass IP broadcasts, you will need to explicitly define
the 833AS in the Manager as detailed in "IP Connection Through Routers" on page
60.

The 833AS requires the following IP parameters be established:

IP Address

This address uniquely identifies the unit to the IP network. The 833AS supports a
number of ways of acquiring this IP address.

3 m  You can configure an IP address from the Front Panel.
m If you are managing your network IP addresses on either a BOOTP (Boot
Protocol) or RARP (Reverse Address Resolution Protocol) server, you can set
the IP address there. The 833AS attempts to acquire the IP address from a
BOOTP or RARP server by default. You will need the MAC address of the
833AS to do this. This address can be obtained from the Front Panel.

IP Subnet Mask

An IP network can be partitioned into subnetworks, or subnets. For IP networks on a
single LAN segment, there are likely no subnets defined. If you have a larger IP

network with IP routers, you likely have subnets defined.

If your IP network has not been partitioned, the IP subnet mask will default to the

correct value. If you have set up subnets in your IP network, set the mask as
instructed by your IP Network Administrator.

IP Gateway Address

If the IP network path to the Manager passes through an IP gateway or router, enter
the IP address of the gateway that is on the same LAN segment as the 833AS.
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Set up the basic
parameters

=

Using the
Front Panel

The LAN cable should not be connected to the 833AS at this time. Power up th
833AS by turning on the power switch at the rear. If your 833AS has redundan
power supplies, power up both supplies. The power LED should be lit.

The Front Panel will display:

Perle 833AS

After 5 seconds, the display will change to:

No Manager

This indicates that the 833AS is not communicating with a Manager.

When the 833AS is received from the factory there is no configuration within the
unit. The Front Panel is in "Factory mode", and lets you:

m  Set the parameters needed for communication with the Manager
m  Monitor the 833AS's operation on the network to verify correct configuration
and provides information to diagnose network problems.

You navigate through the Front Panel screens as follows:

Left 4 , Right > Keys

Selects a menu.

Up A , Down v Keys

View entries within a menu.

Enter 4—' Key

If an item can be edited, enables the item to be edited.

ESC
Return to the previous screen.
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When editing a field, the keys behave as follows:

Left 4 , Right > Keys

Selects a menu. Position the cursor to the correct editing position.

Up A , Down v Keys

View selections within a menu or change values at the cursor position.

Enter 4—' Key

Accept changes and exit edit mode.

Esc Key
Discard changes and exit edit mode.

To configure the basic parameters:

Press >

Perle 833AS

Press v

IP Address

If you wish to configure an IP address, enter the value here.
Do not enter an address if you are:

m  Using an IPX connection with the Manager.
m Using an address server to acquire the IP address.

To enter an IP address, pr&s#er to go to Edit mode.

IP Address
000.000.000.000
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Use 4 > to select the digit to change. UsA v to change the digit.
When complete, pre€gnter to accept the new address and exit Edit mode. If you
wish to discard your changes, pré&ss.

Press W

IP Subnet Mask
255.255.255.000

Enter the IP subnet mask if required. The IP subnet mask will displagif none

has been configured. Whanneis displayed, the 833AS will use the default subnet
for the network class (i.e. for a Class C IP address, the IP subnet mask ¢
255.255.255.0 will be used).

Press v

IP Default Router
000.000.000.000

Enter the IP default router if required.

Press W

Token Speed
16 Mbps

If you have a Token Ring Feature Card installed, this panel will be displayed.
Set the value to match your Token Ring LAN speed (4 or 16 Mbps).

If you are using an IP address server, determine the MAC address of the 833AS |
doing the following:

Press the A key until you see this front panel:

Manager Setup
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Press v

MAC Address
020000044444

Provide this address to your IP Network Administrator.
Configuration for the Manager is now complete. Power down the 833AS.
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Attaching the LAN Cable
You will need a LAN cable to attach the 833AS to the network connection.

Ethernet You will need the appropriate cable to attach the 833AS to the Ethernet:

m 10Base-T: UTP, Category 3,4 0r5
m 100Base-TX: Category 5 UTP or Type 1 STP
m 10Base-2: 50 ohm Thin Ethernet

For a complete discussion on Ethernet cable requirements, see “Cable Planning a
Requirements” on page 14.

The Ethernet interface is on the System board of the 833AS, located in slot 1.

To attach the cable:
3 1. Ensure that the 833AS is powered off.

10 Base- T/
100 Base- TX

‘), 10 Base 2

A Ethemet/LAN Cable Connection

No configuration is needed for the Ethernet physical port. The cable is automaticall
sensed.

2. Attach the cable as shown.
3. Power on the 833AS.
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Token Ring

46

The Token Ring Feature Card may be installed in any slot other than slot 1. If you are
attaching the 833AS to a Token Ring network, you will need either:

m A UTP cable (Type 3 wiring), or

m  An STP (Shielded Twisted Pair) adapter cable (DB9 to either Type 1 or Type 6
Token Ring wiring).

To attach the cable:

1. Power off the 833AS.

2. Attach the cable as shown:

No configuration is needed for the Token Ring physical port. The cable is
automatically sensed.

A Token Ring/LAN Cable Connection
3. Power on the 833AS.
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Verifying Connection

On the LAN card, there is a Link LED which flashes to indicate network activity. If
this LED does not flash, check the physical cabling between the 833AS LAN adapte
and the Hub or MAU (Multistation Access Unit).

The Front Panel provides status information that allows you determine whether th
833AS basic configuration is correct. The menu structure for the Front Panel ir
Factory mode is shown in the diagram below.

No Manager/ Manager
Manager IP/IPX |_>| Setup Status

v v v

Language IP Address Sta/:as > Stﬁ;us > Sltgt;s
v v v v
| IP Subnet Mask MAC Address IP Frames Rx IPX Frames Rx
v v v v
| IP Router Addr LAN Frames Rx IP Frames Tx IPX Frames Tx
v v v v
| Token Speed | | LAN Frames Tx # RIP Entries | # RIP Entries

v v v

| Overruns AddresBsyFound # SAP Entries

IP Address

Front Panel Factory Mode s IP Subnet Mask

Status Fields are listed in the following section. A complete description of Front
Panel Factory Mode is found in “Factory Default Mode” on page 247, and “Factory
Default Mode” on page 249.
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LAN Status

IP Status

48

MAC Address
Displays the burned in MAC address of the 833AS LAN adapter.

LAN Frames RX

Displays the number of frames received by the 833AS LAN adapter. This should
increment as the unit receives broadcast messages from the network.

LAN Frames TX

Displays the number of frames transmitted by the 833AS LAN adapter. This should
increment as the unit responds to the broadcast messages from the network.

Overruns

Displays the number of frames that were discarded by the 833AS LAN adapter
because of a receive overrun state. This condition indicates that the 833AS has
received such a large burst of traffic that it is temporarily out of free internal
resources. This number should be zero, or very small in proportion to the LAN #
frames RX. If this number is large there is a problem on the existing network that is
causing excessive broadcasts to be.sent

IP Frames RX

Displays the number of IP frames received by the 833AS. This should increment on
an IP network as the unit receives IP broadcasts from the network. If this remains at
0, there is likely a problem with the configured settings or you are not running IP on

your network. The Manager will not connect using IP unless the 833AS receives IP
broadcast messages.

IP Frames TX

Displays the number of IP frames transmitted by the 833AS. This should increment
as the unit generates and responds to network IP broadcast messages.

# RIP (Routing Information Protocol) Entries

This number will be non-zero if the 833AS has received RIP broadcasts from other
subnetworks.
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Address Found by

Displays what mechanism was used to acquire the 833AS IP address. The value w
be BOOTP, RARP, Configured, or None. If None is displayed, it indicates that the
833AS could not acquire an IP address or the IP protocol is not used. If you wer
using an Address server and Default is displayed, check the setup of the Addre!
server.

IP Address
Displays the IP address used by the 833AS.

IP Subnet Mask
Displays the configured IP subnet mask.

IPX Frames RX

Displays the number of IPX frames received by the 833AS. This should incremen
on an IPX network as the unit receives IPX broadcasts from the network. If this
remains at 0, there is likely a problem with the configured settings, or you are no
running IPX on your network. The Manager will not connect using IPX unless the
833AS receives IPX broadcast messages.

IPX Frames TX

Displays the number of IPX frames transmitted by the 833AS. This should
increment as the unit generates and responds to network IPX broadcast message:

#RIP Entries
Displays the number of entries within the 833AS's IPX RIP table. There will be one
RIP entry for each IPX router detected.

Note that a Novell file server defines an "internal" network within the server itself,
so there will be a RIP entry for each Novell file server. If the number of RIP entries
is 0, no routes or file servers can be seen by the 833AS.

# SAP (Service Advertising Protocol) Entries

Displays the number of entries within the 833AS's IPX SAP table. There will be one
SAP entry for each service advertised. If the number of SAP entries is 0, no serve
can be seen by the 833AS.
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Configuring the 833AS

Refer to Section 2: "Configuring the 833AS" for detailed instructions on the
configuration process.

During this configuration process, you will:

m  Connect the Manager with the 833AS. See “Chapter 4: Using the Perle 833AS
Manager” .

m  Download the 833AS System software.

m  Set up the parameters for the T1 or E1 lines that you will use for incoming calls.
See “Chapter 5: Configuring the Perle 833AS” .

m  Configure the network parameters for the protocols that your remote users will
use. See “Chapter 7: Configuring the Protocols” .

m  Set up the type of security that you wish to use to control remote access to your
network. See “Security” on page 179.

m If you select "User Database" as your method of security, add users to the
833AS's user database and set their access rights and capabilities. See “Chapter
8: Configuring the User Database” on page 153.

m  Download the configuration to the 833AS. See “Downloading” on page 79. This
download will cause the Front Panel operation to change from Factory mode to
Normal mode.

In order to minimize the amount of configuration, defaults are provided that work for

most installations. The 833AS Manager also provides a great deal of flexibility to

meet the needs of special network requirements. However, most sites will not
require these advanced capabilities.

You can take advantage of the Group features to allocate different lines and services
to different groups of people. (See “Group Settings” on page 193). However, to
simplify installation, it is recommended that Groups be set up after basic installation
is complete and operation verified.
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Telephone
Network

What's next?

Chapter 3: Setting Up and Installing

You will need the appropriate cable to attach the 833AS to the telephone networl
The T1/PRI and the E1/PRI Feature Card supports RJ-48C connections.

1. Ensure that the 833AS is powered down.

2. Attach the cable between the T1/PRI or EI/PRI Feature Card and the line
termination point. This may be a CSU, or the telephone line demarcation point

3. Some E1 R2 CAS connections may require a special "RJ48 to BNC" cable to
attach to BNC terminated demarcation points.

At this point, installation is complete. Proceed to Chapter 4 for instructions on
loading Firmware and "Section 2: Configuration" for instructions on configuring the
833AS. You can now verify that remote users can dial into the 833AS and access tt
services. Also, you can install Perle Dial-Out software on LAN PCs, and verify that
the Dial-Out is functioning correctly.

If you are using Perle Remote Access Client software, please deertbdRemote
User’s Guidefor details on software installation and operation.

If you are using Perle Dial-Out software, please sePé¢hke Dial-Out User’s Guide
for details on software installation and operation.
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Overview

Chapter 4: Using the Perle 833AS Manager

About Using the Manager

This chapter describes how to install and use the 833AS Manager program.
You will read about:

Overview

System Requirements for the Manager
Installing the Manager software
Connecting to the Server

Manager Main screen

Loading Firmware

The 833AS Manager is a Microsoft Windows application that configures, monitors,
and manages 833AS Servers. The Manager performs the following functions:

Downloads Firmware to an 833AS.

Creates Configuration Files to be downloaded to an 833AS.

Will upload a configuration file from an 833AS. This uploaded file can be
modified, saved on the Manager PC, or downloaded to another 833AS.
Displays Statistics for an 833AS.

Displays the Event Log of an 833AS.

These functions can be performed for all 833AS Servers that have valid networ
connections to the Manager. The network connection between the Server ar
Manager is done via IP or IPX protocols and is often referred to as an "in-band
connection. Note that the Manager can connect either from the 833AS LAN
connection, or dialed in from the WAN.
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System Requirements

LAN Connection

WAN Connection
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The minimum PC requirements for the 833AS Manager software are:

« Hard drive with at least 4 MB free storage space.

» Microsoft Windows 3.1 or higher with MS-DOS version 5.0 or higher, or
»  Windows 95 or 98, or

»  Windows NT 3.5 or 4.0.

= Windows compatible mouse.

The Manager software requires IP or IPX network facilities to be available on the

Manager PC.

» Foran IP connection, a working IP connection to the LAN is required. IP is built
into Windows 95, Windows 98 and Windows NT. For Windows 3.1, a TCP/IP
stack is provided on the Manager installation disks.

» For an IPX connection, a working IPX connection to the LAN is required. The
833AS Manager works with Novell IPX stacks, and the Microsoft 95 and NT
IPX stacks.

For a dial up connection, you require:

» Dial Up Client.

» Dial Up (Modem or ISDN) interface.

» If external interface, serial port and modem cable.

» Connection to phone network.

Dial up Networking functionality must be provided on the Manager PC if you are
connecting via the WAN. The following Dial-Up Clients have been approved for use
with the Manager:

» Perle Remote Client.

= Microsoft Windows 95/Windows 98 Dial-Up Networking Client.

» Microsoft Windows NT Version 3.5 or 4.0 Dial-Up Client.

A dial up interface is also required. This can be an analog modem or an ISDN Basic
Rate Interface. These are available as both internal (a card in the PC) or external
interfaces.

If you are using an external interface, you require an unused serial (COM) port on the
Manager PC. A buffered serial port (for example, one that uses a 16550 UART) is
strongly recommended. An unbuffered serial port supports a lower maximum baud
rate than a buffered port. Serial ports on older devices are usually not buffered. You
will also require a serial cable to connect the interface to the serial port.
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Installing the Manager Software

=

Settin g up for
Connection

IPX Connection

IP Connection

To install the 833AS Manager software, follow these steps:

Windows 3.1

Start Microsoft Windows.

Place the 833AS Manager disk labeled Disk 1 in the diskette drive.

In Program Manager choosBRun from theFile menu.

Type A:\Setupwhere A: is the diskette drive letter.

PressEnter.

To complete installation, follow the prompts that appear on the screen.

o ks whpRE

Windows 95, Windows 98 and Windows NT

Start Microsoft Windows.

Click the Start button.

Click Run.

TypeA:\Setup where A: is the diskette drive letter.

Pres<Enter.

To complete installation, follow the prompts that appear on the screen.

o ks whRE

You can connect to the Manager via IP or IPX protocols. If you are connecting the
Manager for the first time, you must connect via the LAN. This is because the Dial
in ports are not yet configured.

No configuration is required for the Manager to communicate with a 833AS using
IPX. By listening to the traffic on the LAN, the 833AS learns about all the networks
that it can reach. It automatically discovers the IPX network numbers and al
supported frame types on the network.

IP networks require devices to be configured with unique addresses. Depending
network topology, other parameters may have to be set. For an initial connection, yc
must set these parameters from the Front Panel. See “Set up the basic parameters'
page 41.

If the 833AS is on the same physical LAN segment as the Manager, you need on
configure the IP address.
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Most organizations have a department or individual responsible for IP address
management. You should consult with them to get the correct values. The 833AS
requires the following IP parameters to be established:

IP Address

This is the address that uniquely identifies the unit to the IP network. The 833AS
supports a number of ways of acquiring this IP address:

» If you are managing your network IP addresses on either a BOOTP or RARP
server, you can set the IP address there. The 833AS attempts to acquire the IP
address from a BOOTP or RARP server by default. You will need the MAC
address of the 833AS to do this. This address can be obtained from the Front
Panel.

= You can configure an IP address from the Front Panel.

IP Subnet Mask

An IP network can be partitioned into subnetworks, or subnets. For IP networks on a
single LAN segment, there are likely no subnets defined. A larger IP network with IP
routers will likely have subnets defined.

If your IP network has not been partitioned, the IP subnet mask will default to the

correct value. If you have set up subnets in your IP network, set the mask as defined
by the IP Network Administrator.

IP Router Address

If the IP network path to the Manager passes through an IP router, enter the IP
address of the router that is on the same LAN segment as the 833AS.

If the Manager must pass through a router to reach the 833AS, the router must pass
broadcast messages between the networks. If the router blocks broadcasts, you must
configure the 833AS IP address in the Manager. See “IP Connection Through
Routers” on page 60 for detalils.
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Connecting to the Server

To connect to the 833AS via the LAN, start the Manager. The Manager will
automatically search for all 833AS Servers on the network.

The 833AS will appear in the Server list if the 833AS is correctly connected. Set
“Completing the Connection” on page 58 for details.

If the 833AS does not appear in the Server List:

Dial In
Connection

=

The link LED on the Ethernet or Token Ring card will flash if the physical
connection is OK. If this does not flash, check the 833AS LAN cable and the
connection to the Ethernet hub or Token Ring MAU.

Verify your client protocol configuration. If your PC can see other file and print
servers on the network, the protocol configuration is likely OK.

If you are connecting via IP, verify your 833AS IP settings. If the Manager must
pass through a router, you will have to define the server in the Manager if the
server blocks broadcasts. See “IP Connection Through Routers” on page 60

To establish a Dial In Connection:

Install theManager on your PC.
Using yourDial-up Client, set up a dial-up Network connection:
» Enable eithetP orlIPX.

» Ifyou are using atP connection, your client requires #h address. Most
clients provide the option to configure the IP address in the Client, or use ar
IP address supplied by the Server. If you have disabMldW client
specified IP addressésin the 833AS configuration, set thB address
supplied by the Server. See “Allow Client Specified IP Addresses” on page
116.

» Use the highest baud rate supported by your modem and serial port.
Set up your modem or ISDN interface.

Start up theéDial-up session. Enter thdser ID andPasswordfor the Server.
The dial-up connect sequence should start.
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5. Once the Dial-up session is connected, start the 833AS Managevaie
Manageiscreen will be displayed and theg On box will appear:

Uses ID | K
P aamwpod | |:|I:w"

6. Reenter thé&ser ID andPasswordas in Step 4. Click 00K .

The default User ID for an unconfigured 833AS ssijerusf, with no password.
@ The User ID is case sensitive.
This User ID and password is valid for an unconfigured 833AS only. You will be
required to set up a User ID with Administration privileges when you configure the
Server. This will not be required if you select “Radius” as your security method.

Completing the When the 833AS Manager connects to the network, it automatically locates all
Connection 833AS Servers on the network and displays them in the Server List window.
To complete the connection to a server:
3 Select a PERLE 833AS Server
rServer Connection:

Hame Model | Type Address

CERVERT FEEN T 0001 A0 A-N20000F ALADE.

SERYER2 833A5 1P 00002711:0200FEEF2345

| Add IP Server I | Connect I | Cancel I | Help I

1. Highlight theServer that you wish to connect to and cli€@onnect TheLog
On dialog box will appear. If you are connected by IP and the Server does not
appear in the list, you may need to define it to the Manager. See "IP Connection
Through Routers" on page 60.
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2. Enter theUser ID andPasswordfor the selected Server and clioK .

3. Ifthe User ID andPasswordare valid, then the Manager main screen is

displayed.

[ o aipnint i i e i
— — ll]| == e

- P
o [

s Rt R

4. |Ifthisisthe firsttime that this 833AS is connecting to the Manager you will have
to download Firmware to the 833AS. If the 833AS has Firmware, the Manager
checks the Firmware level. If the Firmware is at an older revision level, you will
be prompted to update the Firmware. See “Loading Firmware” on page 68.

Only one Manager can be connected to a Server at a time.
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IP Connection
Through Routers

60

The Manager can communicate to an 833AS through one or more routers. The
Manager can discover the Servers using IP broadcasts. However, if the routers do not
pass IP broadcasts, you will need to explicitly define the 833AS in the Manager:

Select a PERLE 833A5 Server [ %]
rServer Connection
MName Model || ype Address
e e
2ERYER] 833A5 it 00001 3DA:DZO000EALADE
SERVER2 933A5 PX 00002711:0200FEEF2345
| Add IP Server I | Connect I | Cancel I | Help I

1. From the Server List, click oAdd IP Server.

11" Balilimeiae Ffow Dancl 'aling
v M ams 11" Badhmin
| 01 dkd
+r Hemevs
(i3 | | Concu | e

2. ThelP Addresses for Direct Pollingscreen will display. Enter the name of the
Server in theServer Namefield.

3. Enter the IP address of the Server inlthédddressfield.
4. Click onAdd.

The 833AS is now defined to the Manager. When the Manager connects via IP, it will
check for the defined Servers. Note that the Manager will still automatically search
for Servers on connection.
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1
Using the Manager Main Screen
The Perle 833AS main screen contains menus and the following tools and window

e Y ey Bar

. ._ =1 [ mE | Tool Bar
I | :
Quick Buttons
= """ e p— Window
o H
s ey gy i F- - e e
[=— 1}
Status Bar
Menu Bar

Contains menus that are used to control the Manager and configure Perle 833A
servers. The Menu bar contains the following men&de: View; Configure;
Statistics; Event Log; Window; and Help.

Tool Bar
Makes it easier to perform some of the most-used menu functions.

Quick Buttons Window

A quick way to use the main functions of Perle 833AS. Each function is represente
by a button. Th&et Configuration andStatistics buttons are not available when
the Manager is not connected to a Perle 833AS.

Status Bar
Gives information about menus and menu items when they are selected, and abc
the status of some keys on the keyboard.
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Menu Bar
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File Menu

The menu bar contains all of the menus available when running the Manager. Each
menu contains a list of options that drop down from the Menu title. Some of the
menu items are only active when a configuration file is open.

The following options appear under thige menu:

Mew...
Open...
Cloze
Server List...

Chrl+0

Cluick Buttons

Save Chrl+5

Save bz

Frint... Cil+P
Print Presvigw

Print Setup...

Recent File

E xit

New
Create a new configuration.

Open
Open an existing configuration.

Close
Close the selected configuration file.

Server List
Show all Perle 833AS servers found.

Quick Buttons
Display the Quick Buttons window.

Save
Save the currently selected configuration file.
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Save As
Save the currently selected configuration file as a new file.

Print
Print the currently selected configuration file.

Print Preview
Display the currently selected configuration file as it would be printed.

Print Setup
Select a different printer or change the printer setup.

Recent File List

The most recent files that were opened are listed here. Select a file from the list 1
open that file.

Exit
Quit Perle 833AS Manager. If unsaved changes have been made to any files, you w
be prompted to save or cancel the changes.

View Menu  The following options appear under ttieew menu:

v Toolbar
v Statuz Bar

Tool Bar
Toggles the tool bar off and on.

Status Bar
Toggles the status bar off and on.
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Configure
Menu

The Configure menu is enabled when the Manager is connected to an 833AS server.
The following options appear under Benfigure menu:

Get Configuration
Download Configuration. .
Rezet the zerver...

Set Date and Time...
Lock Front Panel

Dowwnload Firmware. ..
Set to Facton Mode. ..

Get Configuration

Upload the configuration from the connected server and display it in the
Configuration File window.

Download Configuration
Download a configuration file to the Perle 833AS.

Reset the Perle 833AS

Reset the Perle 833AS or selected Feature Card. Any sessions handled by the Feature
Card or Server will be terminated.

Set Date and Time
Set the system date and time on the Perle 833AS.

Lock Front Panel

Enables/Disables the Front Panel Access Lock. If enabled, the password must be
entered at the Front Panel to gain access.

Download Firmware
Download a new version of operating code (Firmware) to the Perle 833AS.

Set to Factory Mode
Delete the current configuration and set the server to Factory Default Mode.
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Window
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This option is available on thg&tatisticsmenu:

Get Statistics

Get Statistics

Display theSystem Statisticswindow. TheSystem Statisticswindow gives
information about the Perle 833AS to which the Manager is connected.

The following options appear under tBeent Log menu:

Get Event Log
Change Log Filker...
Clear Event Log...

Get Event Log

This will get the event log file from the connected Perle 833AS and display the dat
in a scrollable window. The columns in the table are date, time, event and user nan
if applicable.

Change Log Filter

This will lets the user select any of the event types recorded by the 833AS. Onl
those events will be recorded.

Clear Event Log
This will clear all the data from the connected server’s log file.

The following operations appear under YWendow menu:

Cazcade
Tile
Arrange lcong

Cascade
Resize and overlap all open windows so that their title bars are visible.

Tile
Resize and arrange all windows across the work space with no overlap.
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Help Menu

Tool Bar
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Arrange Icons

Applies only when at least one configuration window has been minimized, making it
into an icon. Choose this option to arrange all icons neatly, starting in the lower left
corner.

Open Window List
Lists the windows that are currently open. Select a window to make it active.

The following options appear under tHelp menu:

Index
Uzing Help
Technical Agzzistance

About PERLE 83345 manager...

Index
Displays the Perle 833AS Manager Help index.

Using Help
Displays general information about using Windows Help.

Technical Assistance
Displays toll-free and direct phone numbers to contact Perle Technical Assistance.

About Perle 833AS Manager

Display the version number of the Perle 833AS Manager program and a copyright
notice.

The tool bar provides point and click shortcuts to many of the most frequently used
menu commands.

D New File

Create a new configuration file with default values.

—
b ]

[ Open File

Open an existing configuration file.
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H Save File

Save the currently selected configuration file.

=] Server List

Display the list of Perle 833AS remote access servers. Select a server to make
connection.

i |  GetConfiguration

Get the current configuration from the connected Perle 833AS.

mll| GetStatistics

Get the Statistics data from the Perle 833AS and display it iBythiem Statistics
window.

fi]| GetEventLog

Get the event log from the Perle 833AS.

E‘ Print

Print the current configuration information.

E Help

Display the Perle 833AS Managdelp Index.
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Off-Line
Configuration

Loading Firmware
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The Manager can create or edit a configuration without being attached to a Server. If
you wish to do this, click th€ancel button on theServer List Window. The
following quick buttons will appear.

=2 QUICK BUTTONS - Not Connected E

Create a new configuration using 4| Connect to a server.
D default values.

Open an existing configuration file for Exit the manager program.
@ editing. %

Firmware is the basic operating code of a 833AS. A new 833AS must have

Firmware downloaded before it is fully functional. This Firmware is contained on

the Manager installation disks.

If you wish to install a new version of Firmware in your 833AS, you can download

the Firmware from the Manager. You will be prompted to update your Firmware

when you connect to a Server under these conditions:

» Ifthe Manager detects that there is no Firmware.

» If the existing Firmware is at an older revision level.

» If you have installed a new feature card, and there is no Firmware for that card
type on the unit.

Note that you can choose not to update the Firmware if the current Firmware meets

your requirements.

The Firmware upgrade must first be installed on the PC on which you are running

the Manager. Follow the instructions included with the Firmware upgrade to install

the Firmware on the PC.

The new Firmware will not take effect until the 833AS is restarted.
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3 To download Firmware:

1. Using the 833AS Manager, connect to the 833AS that you wish to download.

2. Ifthe Manager detects that the Firmware download should be done, a dialog bo
will appear:

Confirm Download Eq

Yergion: 01.00
Created: Mon Dec 22 10:14:41 1997
Copyright [2) 1994-1357 Perle Systems Limited and itz Suppliers.

: Cancel |

Click OK to continueCancelto cancel the download.

You can also start a download by selec@vnload Firmware from the
Configure Menu.

3. Adialogue box will appear displaying the Firmware version that you are about
to download. Confirm the download by clicki@<. The download will begin
and thedownload statusis displayed.

-

4. After the download had completed, tMianager will display Download
completé. The following dialog box will appear:

Fumware Upgrade
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A

5. For the Firmware to take effect, the 833AS must be restarted. When the Server
has completed its restart, it will appear in8egver List Window. If you choose
to restart the 833AS, any existing sessions will be abruptly terminated.

The download should not be interrupted. If the download does not complete, do not reset the
833AS Restart thlanagerand download thEirmware again.

If the 833AS is reset before the download completes, the target 833AS will revert to
Factory Default Mode.

Although you can download the Firmware from a Dial In connected Manager, it is
strongly recommended that this be done from a LAN connected Manager.
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About Configuring the Perle 833AS

This chapter describes how to configure the 833AS. You will read about:
» How the 833AS Works.

» Configuration Overview.

» Using Configuration Files.

» Setting the Date and Time.

How the 833AS Works

The 833AS supports two main modes of operation - Dial-In and Dial-Out.

Dial-In Access The 833AS lets a user Dial-In with a PC from a remote location to gain access to
LAN. To the remote user, the PC behaves as if it is directly connected to the LAN
This type of connection is known emmote node

LAN Servers, E
Windows NT, Novell,

Appleshare, UNIX, | o
0812, IBM efc.

T1/E1/PRI
/

Perle 833AS
_______________ Access Switch _ _ s
CENTRAL SITE

j |
[ |
56 KBS |

| Modem |
Notebook with |

| V.34 PCMCIA | [ :

| Modem | |

I : !
I = N

! | ] —1

i MOBILE USER TELEWORKER HOME USER
A Dial-In Access
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Remote users can access file servers, Email, Mainframes, application servers, or any
other server that is on the LAN.

Incoming Call When a call comes in on a channel of the T1 or E1 line, the Line card (T1/PRI or E1
Handling  PRI) checks the System card to see that there are resources available to handle the
call. For example, a modem is required if it is an analog call.

The System card assigns the needed resources to the call. Resources are allocated on
a round robin basis to ensure that all resources are used equally.

The Line card then switches the call via the telephony bus to the correct resource.
The call is then answered by the Line card or a combination of the Line card and
PerleDSP Modem card.

Client The Perle Server can support three types of clients. All can be supported
Handling  simultaneously by the Server.

Router Client

This client operates with the Server as a router. Perle Remote and Microsoft

Windows 95 and NT clients are examples of this type. It connects using its own

remote access capabilities. When communicating to the Perle Server, the client PC
can be set up to use either IPX, NetBEUI or IP protocol.

For messages originating from the client PC, the routing client will encapsulate the
IP, NetBEUI or IPX protocol in a PPP frame. The Server will remove the PPP
header, process the IP, NetBEUI or IPX header, and based on the addressing
information supplied at the protocol level, attach the appropriate MAC header. The
frame is then forwarded to the LAN.

For messages coming from the LAN and intended for a client PC, the Perle Server
will remove the MAC header, process the IP, NetBEUI or IPX headers and based on
the addressing information at the protocol level, forward the frame to the appropriate
client PC by encapsulating the message within a PPP frame.

Bridge Client

This client operates with the Server as a bridge. The Perle Remote Client can operate
as a bridging client as well as a routing client.

The Client establishes an asynchronous connection to the Server. Once a connection
has been established with the PC Client, the Perle Server encapsulates LAN frames
destined for the PC in PPP. It then transmits them to the PC client software over the

asynchronous connection. The PC client strips off the PPP and delivers the frames to
the NDIS or ODI (Multi-Link Interface Driver - MLID) Client software which then
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deliver the frames to a higher level protocol. In turn, higher level protocols on the P(
deliver frames to the Perle supplied NDIS or ODI (MLID) client software which
encapsulates them in PPP and transmits them to the Perle Server over tl
asynchronous connection. The Server strips off the PPP and transmits the frame o\
the LAN connection.

Apple Remote Access Client

The network protocol, AppleTalk, and the asynchronous protocol, Apple Remote
Access (ARA) are specific to the Apple network environment.

For messages originating from the Macintosh client, the routing client will
encapsulate the AppleTalk protocol in an ARA frame. The Server will remove the
ARA header, process the AppleTalk header, and based on the addressir
information supplied at the protocol level will attach the appropriate MAC header.
The frame is then forwarded to the LAN.

For messages coming from the LAN and intended for a Macintosh client, the Perl
Server will remove the MAC header, process the AppleTalk headers and based
the addressing information at the protocol level, forward the frame to the appropriat
Macintosh client by encapsulating the message within an ARA frame.
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Dial-Out Access With Perle Dial-Out Client software, LAN attached PCs can use the PerleDSP
Modem and lines of the 833AS as Dial-Out modems. To the PC application, the
PerleDSP Modem and line attached to the 833AS look like a modem connected to
the PC COM port. Most PC applications that require a modem are supported. With
appropriate software, users can connect to a BBS, Internet provider, or any other
service accessible by the telephone network. When used with WinFax Pro, users can
send faxes from their PC.

— |
I LAN attached || |
| workstation W |
! = |
! |
} |
|
‘ Ethernet or |
} Token Ring LAN — |
! = E ==/
| Ly I : i |
|
! [
|
|
|

1

Perle 833AS
Access Switch

Internet/Intranet
CENTRAL SITE fax, BBS, On-Line

Services
T1/E1/PRI

The Dial-Out client communicates with the 833AS using IP or IPX protocol. When
the Dial-Out client starts, it broadcasts a message on the network to discover what
833AS Servers are available for Dial-Out. Each Server capable of handling the
request will respond to the client. For each Server, a list of lines that can be used for
Dial-Out are displayed.

The 833AS works with the Dial-Out client to emulate an external modem connected
to a COM port at the PC. This is supported using the following interfaces:

DOS
« INT14
» Novell NASI/NACI

Windows 3.x/95/98/NT
=  Windows Communication Interface (COM port redirection)
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Dial-Out will use the internal PerleDSP Modems of the 833AS and a channel of the
line on the T1 or E1l interface. Although there are significant differences betweer
making a call on a T1/E1 line and a standard phone line, the 833AS will make all th
necessary conversions. The application on the Dial-Out PC issues standard "AT
commands. See “Appendix 2: AT Command Set” on page 251.

.
Configuration Overview

The 833AS is a very flexible Server and the Manager allows you to fully exploit this
potential. To simplify the configuration process, the Manager has been designe
with intelligent defaults that will meet the needs of the majority of installations.
These defaults are provided for most parameters that must be configured. An
configurations that you need or want to make must be made within a Configuratiol
File.

For all installations, you must configure:

» Feature Cards installed in your 833AS.
= Server name.

= Server password.

» Date and time.

» T1/PRI or E1/PRI line parameters.

For all installations, you can optionally configure:
= SNMP parameters.

« Groups.

= LAN-to-LAN connections.

For Dial-In, you must configure:

» Parameters for the protocols that you will use.
» User records.

= Security parameters.

For Dial-Out, you must configure:
» Dialout parameters.
« Server IP or IPX parameters.
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1
Using Configuration Files

The Configuration file contains all the system and user configurations for the
833AS. Once a file has been created, it can be used to set the configuration for one
Server or as a base for any number of Servers. The User Database portion of the
configuration can be treated independently from the system configuration.

Configuration files have the file extensiaief. User Database files have the file
extensionrus.

Creatin g 3 To create a new configuration file:

1. From theManagerFile menu, selecNew.
2. TheConfiguration File window will appear.

Opening 3 To open an existing configuration file:
1. From the ManageFile menu, selecDpen.
2. Select theConfiguration file from the file list and click OK".
3. TheConfiguration File window will display the selected file.

Uploadin g 3 To upload a configuration:
1. From the ManagefFile menu, selecgerver List.
2. TheServer List window appears. Select 83ASfrom the list.

3. Thelog Ondialog box appears. EntetUser ID andPassword and clickOK .
The User must have administrative privileges to proceed.

@ The default administrative name for an unconfigured 833AS is: Usesuperust
no password.

4. From the Manage€onfigure menu, seledBet Configuration. Or, click the
Get Configuration from the Server quick button.
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5. The configuration will be uploaded from the server. The following dialog box
will be displayed showing the upload progress:

Upload Configuration Eq

bh %%

6. TheConfiguration File window will display the uploaded configuration file.

The configuration file should be stored on the Manager PC for backup.
To save the configuration file:

1. From the Managefile menu, selecBave
» If the configuration file already exists, the changes will be saved to the
existing file.
» Ifthefile is new, enter a file name for the new configuration, and €€k
» Ifyouwish to create a copy of a configuration, from the Manggemenu,
selectSave As

The configuration file needs to be downloaded to the 833AS for the parameters t
take effect.

For system changes to take effect, the 833AS must be reset. If a Feature Card is re:
parameters related to that card only will take effect. A Feature Card reset wil
terminate any existing user sessions on that Feature Card. If a system reset is do
all sessions will be terminated.

As a rule, it is safest to reset the entire 833AS. However, if you have change
parameters on the T1, E1, or Line cards only, you can reset the related Feature Ca
Changes to the user database will take effect immediately. However, if a user |
disabled in the configuration and is currently dialed in, the user will not be
disconnected.

To download a configuration:

1. Connect the Manager to the target 833AS.
2. Open the configuration file that you wish to download
3. From theConfigure menuy, selectDownload Configuration.
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4. TheDownload Configuration dialog box appears. Click the radio button beside
one of the following options:

Salmci D pmnlaacd Ophiara

& fminn Dol gy aben
™ e Lisi

| pownined | [ Comcwt | | tem |

» Entire Configuration: The entire configuration (system and user) will be
downloaded.

= User List: The user list will be downloaded.

5. Click theDownloadbutton. The download will begin, and the following dialog
box will appear:

Download Card[z)

[

6. When the download is complete, tResetdialog box will appear if the entire
configuration was downloaded.

Raset

EFEALE AXA5 Sevesi

0 Gubmcied Cands

ok : & oy LT51HI Sislur Dheadidacd

Bk T Tyme: 17 Madems Giadus Diashlied

ot : B Tppe: 18 Mujidoma Gadini: e slied
A | ool | Heds |

7. Select the~eature Card or theSystem Click OK.
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The Configuration File Window is the main window for the configuration facility of
the Manager.

Smer Rlams & coi 0D
PERLE BIBAS

Casd
Skt e Sisiur g alirad

e T gt e Erah -
- . [_aa ]
Siet 3 Empty
Shet 4 gl |
Shai % r.-.pa: I—l
e Ee
kel mpd
Sk Gy = ]
Soym | [ Proteest | [ bem Save || Clome |

Server Name

The configured name of the Server. This name also appears in the Server List, a
the Front Panel of the 833AS.

Asset ID

The configured Asset ID of the Server. This can be used to display a trackin
identifier such as the serial number of the Server.

This area displays information about the Feature Cards in this 833AS. It also is use
to select a Feature Card to configure.

Slot
The slot of the Feature Card.

Type
The type of Feature Card installed in this slot.

Status

Indicates whether a Feature Card is enabled or disabled in configuration. It is vali
for a Feature Card to be enabled in configuration but not be installed in the Server.
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Installed
Indicates whether the Feature Card is installed in this slot.

Add
Adds a Feature card to the configuration.

Remove
Removes a Feature card from the configuration.

Edit
Edits the configuration of the currently selected Feature card.

Server

Provides settings for the entire server. See “Chapter 9: Configuring the Server” on
page 173.

Protocol

Access the protocol settings. See “Chapter 7: Configuring the Protocols” on page
111.

User

Access the configuration for the User Database. See “Chapter 8: Configuring the
User Database” on page 153.

Save
Saves the configuration.

Close

Closes the configuration file. If you have made changes, you will be asked if you
want to save them.
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Setting the Date and Time

The date and time is used to time stamp 833AS log messages.
3 To set the 833AS Server date and time:

1. FromtheConfigure menu, selecket Date and TimeThe following dialog box
appears:

2. Set the date and time, and clickK. The new date and time take effect
immediately.
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Chapter 6: Configuring the Feature Cards

About Configuring the Feature Cards

In this chapter, you will read about:

= Overview of Feature Card Configuration

» Feature Card Capacity

» Feature Card List

» Configuring the Ethernet Card

»  Configuring the Token Ring LAN Card

» Configuring the T1/PRI Card or Dual T1/PRI Card
» Configuring the E1/PRI Card or Dual E1/PRI Card
»  Configuring the PerleDSP Modem Cards

The 833AS has been designed to be a high performance modular platform for remo
access. The base 833AS unit contains a System card which supports:

= 10Base-T/10Base?2 10 Mbps Ethernet
= 100Base-TX 100 Mbps Ethernet

You can tailor your system to meet your needs by adding the appropriate Featu
cards. The following feature cards are available for the 833AS:

T1/PRI Card

Provides a line interface to a T1 network. Can operate as a channelized T1 interfa
or an ISDN PRI interface.

Dual T1/PRI Card

Provides 2 line interfaces to a T1 network. Each interface can operate as
channelized T1 or ISDN PRI interface.

E1/PRI Card

Provides a line interface to an E1 network. Operates as an ISDN PRI or R2 CA!
interface.
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Dual E1/PRI Card
Provides 2 line interfaces to an E1 network. Each operates as an ISDN PRI interface.

Token Ring LAN Card
Provides an interface to a 4 or 16 Mbps Token Ring LAN network.

PerleDSP Modem Card
Provides multiple Central Site modems on a card. Each modem on the card supports:

» All standard modulations up to 33.6 Kbps
» K56Flex 56Kbps modulation

» V.90 56 kbps modulation

» Class 2 Fax support

On power up, the 833AS automatically detects which Feature cards are installed. If
a valid configuration has been defined for a Feature card, that card will be started.

The 833AS reports to the Manager which cards are installed, allowing you to
determine which cards require configuration. If you are not connected to the 833AS
that you are configuring (configuring off-line), you can add Feature cards to the
configuration.

A card does not have to be installed to be configured. If you plan on adding Feature
cards in the future, you can pre-configure them. This pre-configuration will have no
adverse effect. When you receive the card, install it and power up the unit. The pre-
configuration will be used and the card will be operational.
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Feature Card Capacity

The number of Feature cards supported by the 833AS are as follows:
= System card - maximum 1 (installed with base unit)

= Token Ring LAN card - maximum 1

= T1/PRI card - maximum 4

= Dual T1/PRI card - maximum 2

= E1/PRI card - maximum 4

= Dual E1/PRI card - maximum 2

« PerleDSP12 or PerleDSP18 Modem card - maximum 5

= Perle 12, 18, 24 or 30 HD Modem Card

You can freely mix modem cards in a unit. Up to 5 modem cards can be used in &
833AS unit witha maximum of 120 modems. You typically will want to have one

modem available for each channel that can receive an analog call. If you have mo
modems than channels, the extra modems will be added to the modem pool and us
on a round robin basis.

You cannot mix T1/PRI cards with E1/PRI cards, but you can freely mix T1/PRI anc
dual T1/PRI feature cards or you can mix E1/PRI and dual E1/PRI cards as long ¢
the total line interfaces does not exceed 4.

If you install a Token Ring LAN card, the Ethernet interface on the System card will
be disabled.
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Feature Card List
The Configuration File Window contains the Feature Card list.

=i Config2 - PERLE 833A5

Server Mame Aszet ID
IV PERLE 833AS IV
r Card:
Slots: Type: Status: Installed
Main/Ethernet Enabled

Slot 1: Emply
Slot 2: Empty
Slot 4: Empty Remove
Slot 5: Empty
Slot 7 Empty | Eat |
Sar.  Emy [ ea |

| Server I | Protocol I | User | | Save | | Cloze I

The Card area displays information about the Feature cards in this 833AS. It is also
used to select a Feature card to configure. The fields in the Card area are:

Slot
The slot of the Feature card.

Type
The type of Feature card installed in this slot.

Status
Indicates whether a Feature card is enabled or disabled in configuration.

Installed

Indicates whether a Feature card is installed in this slot.

If the Manager is currently attached to the 833AS being configured, the Card list will
display all cards detected by the 833AS as well as any slots that have Feature card

configurations. If the Manager is off-line, the Card list will be based on Feature card
configurations only.
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Adding To add a new Feature Card to the Manager:

1. IntheCard area, highlight the slot where you wish to install the card. @litk

2. TheAdd card dialog box will display. From the drop menu, select the card that
you wish to add. ClicloK.

T ul

F1PH

g 11 EPH
Dl 1 5PRI
12 Madana
18 Mscksna

Tokc1 Fireg '
| e | | Cenesl | !.|_-|_,|..." |

The card is now added. The configuration screen for that card will appear. You ca
configure the card now, or clickancelif you wish to configure it later.

Removing 3 To remove a Feature Card from the Manager:

1. IntheCard area, highlight the card you wish to remove. CRe&move

2. The following dialog box will display.

PERLE 833AS Manager [ x|

Al configuration will be removed for the selected card.
Continue?

| OF, Cancef

3. Click OK to confirm. The configuration for the card is now removed.

Editing To Edit a Feature Card configuration on the Manager:

1. IntheCard area, highlight the card you wish to edit. CIE#it.

2. The configuration screen for the card will appear.
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The Ethernet card configuration screen is as follows:
Ethernat - Shot 1 E

Ceivei Mae Addrizas

8 Ll haspni o ol SR TR TR

O Dvennides Moc sddos

Dyaiids gldvess ||:|;r|mmrmnn

[ Enabla ACP/MafFLI Addimes Paod
Base MAC Addrege  |D20000000000

Lo ] [ _cowa ]

Server MAC Address
This specifies the MAC address used by the Ethernet interface for the server.

Use Burned In Address

The burned in MAC address was allocated from a range assigned to the 833AS. It is
guaranteed to be unique from all other burned in MAC addresses. In most
installations this address should be used.

Override MAC Address

If you wish to explicitly assign the MAC address, select Override MAC address, and
enter the address in the field below. The address format is 12 character hex. This
address will be restricted by the Manager to a Universally Administered Ethernet
address. This address has bit 0 of the most significant byte set to 0, and bit 1 of the
most significant byte set to 1. For example, addresses starting with 02, 06, OA, OE,
12, 16... are legal.

Enable BCP/NetBEUI MAC Address Pool

Certain protocols require that the 833AS emulate a LAN adapter, and supply a MAC
address on behalf of the Dial In Client. This option allows you to define a pool of 64
MAC addresses, starting at tBase MAC Addressdefined below.
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If you are using NetBEUI, you must enable this pool. For more details, see “Using
NetBEUI” on page 151. If you are using BCP, the Client MAC address can be
obtained from the User record or the pool. See “Configuring the Bridge Function
(BCP)” on page 144 for more details.

Base MAC Address

This is the base address for the MAC Address Pool. The address is a 12 hex dif
value that ends in 00. The legal values are 020000000000 to 02FFFFFFFFOO f
Ethernet. You can use the default provided from a special manufacturer's rang
However, all Perle 833AS units share this default range, so the value should b
changed if you are using multiple units on your network that fEnable BCP/
Netbeui MAC Address Poolenabled.

Configure the Token Ring Card
The Token Ring card configuration screen is as follows:

| ekedd Himig - Shod H

Serves Man Addneas

o E:r. hawsried ir e F R,

) Dl Mae addies

Dvairide addense: | ANOOOKANROO

[T Enables BCPAN=EEUL Addiess Pool
Base MAL Addiezs: |4umm1nu|:|uﬂ

Il o | | cad |  Hele |

Server MAC Address
This specifies the MAC address used by the Token Ring interface for the server.

Use Burned In Address

The burned in MAC address was allocated from a range assigned to the 833AS. It
guaranteed to be unique from all other burned in MAC addresses. In mos
installations this address should be used.
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Override MAC Address

If you wish to explicitly assign the MAC address, select Override MAC address, and
enter the address in the field below. The address format is 12 character hex. This
address will be restricted by the Manager to a Universally Administered Token Ring
address. This address has bit 7 of the most significant byte set to 0, and bit 6 of the
most significant byte set to 1. The legal values are 400000000000 to
7TFFFFFFFFFFF.

Enable BCP/NetBEUI MAC Address Pool

Certain protocols require that the 833AS emulate a LAN adapter, and supply a MAC
address on behalf of the Dial In Client. This option allows you to define a pool of 64
MAC addresses, starting at tBase MAC Addressdefined below.

If you are using NetBEUI, you must enable this pool. For more details, see “Using
NetBEUI” on page 151. If you are using BCP, the Client MAC address can be
obtained from the User record or the pool. See “Configuring the Bridge Function
(BCP)" on page 144 for more details.

Base MAC Address

This is the base address for the MAC Address Pool. The address is a 12 hex digit
value that ends in 00. The legal values are 400000000000 to 40FFFFFFFFOO for
Token Ring. You can use the default provided from a special manufacturer's range.
However, all Perle 833AS units share this default range, so the value should be
changed if you are using multiple units on your network that fEnable BCP/
Netbeui MAC Address Poolenabled.
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Configure the T1/PRI or Dual T1/PRI Cards

Overview

A T1 lineis a digital transmission link with a capacity of 1.544 Mbps. By using Time

Division Multiplexing the line is split into 24 channels with one call occupying one

channel. From the user perspective, each channel looks like an individual phone lir
with its own phone number.

For this application, a T1 line can be used as a channelized T1 line or a Primary Ra
Interface (PRI) digital line.When operating as a channelized T1 line, a channe
carries voice (analog) information. Digital information can be transmitted by using &
modem to convert the data into analog.

Each channel of an ISDN PRI line can ideally carry 64Kbps of data. Voice or
modem information can be transmitted on a channel by converting the voice intt
digital. Even though both ends of a connection may be using ISDN, it is possible the
the carrier may route a connection through a channelized T1 link. This will reduce
the maximum speed of the ISDN connection to 56Kbps. Note that this 56Kbp:s
negotiation will automatically occur, and no special configuration will be required.

When a call is made on one of the T1 channels, it is signaled on the T1 line. Thi
signaling emulates the dialing and answer sequence of a standard telephone. Th
are a number of different signaling schemes in use and you configure the 833AS
match the scheme that is used by your carrier. For a PRI ISDN connection, a T
channel is dedicated solely for signaling.

Network equipment attaches to a T1 line via a CSU. This unit provides line coding
and conditioning functions as well as performing line diagnostics under the contro
of the phone network.

The T1/PRI Feature Card has a CSU built in. However, an external CSU can be usi
by operating the card in DSX-1 mode. An external CSU isolates the T1 line from the
833AS and keeps the line from causing Central Site alarms to be activated if th
833AS is powered off. Selecting CSU/DSX-1 mode is done with the Line Build Out
setting on the T1/PRI configuration - no hardware settings are required.

The Dual T1/PRI Feature Card is effectively 2 T1/PRI feature cards integrated int
one.
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Dual T/PRI Prior to configuring the T1/PRI parameters on a Dual T1/PRI feature card, you must
Configuration select the line on the card that you are configuring.
[ Candd Enabie Folorl Line [Line | -F | [F7] J
M=l
TN | (&, ] 1 Mg 1041910
T1 L
C Frammp JUR
1AMl [=liT] ImL1
[l TP
T EESF EaTar
[irdemal Cleck L Busd ut | 4531 05032 0 3
T1 Sigrusllasg
e T |F M ek S =l
15 Pyglus 1 Tgne
o Melmaih Picdosid II'.|||_ D
) = ] M=l
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T1/PRI The T1/PRI configuration screen is as follows These parameters apply to both th
Configuration T1/PRI and Dual T1/PRI cards:
T1/PRI - Slot 2 E
Circuit 1D: | |
MDdG
® T1 O PRI O Mized T1/PRI
T1 Line
Coding——— Framing——— FDL Mode
O AMI O D4 O anst
@® paZs @ ESF X ATLT
O JBZS
Line Build Out:  [DSX-1 0-133 [~
rT1 Signalling
Type: -
Dial Mode [E_M  wink Start -]
’V@ Pulse ) Tone |
ASDN
Metwork Protocol: IUS MI-2 ﬂ
| 11,9 I | Cancel I | Channel I | Help I
Circuit ID

This is an optional 16 character text field that can be used to describe or name the
line. This name will appear in the following locations:

= 833AS Front Panel
= SNMP DS1/T1 MIB, field dsx1Circuit Identifier

This field is for reference only. You do not have to match this field with the Circuit
ID provided by the carrier.

Mode
This specifies the mode that the T1 line will operate.
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T1 Parameters
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T1

The line operates as a channelized T1 line with robbed bit signaling. The network
will treat all calls as analog voice calls and modems are used to transfer the digital
data.T1 line andT1 Signaling parameters must be configured for this mode.

PRI

The line operates as a Primary Rate Interface (PRI) ISDN line. The network will
treat this as a digital line so that either ISDN digital calls or ISDN voice calls can be
handled. If an ISDN voice call is used, modems are used to transfer the digital data.
T1 line andISDN parameters must be configured for this mode.

Mixed T1/PRI

Some carriers offer a service that allows a single T1 line to act as both a channelized
T1 and as a PRI line. In this case, some channels of the T1 line operate as analog
voice channels with robbed bit signaling and other channels operate as ISDN digital
channels.

ISDN services often carry a price premium over channelized T1 services. For analog
modems, ISDN offers no performance benefit over channelized T1. By allocating
ISDN channels for ISDN digital calls only and T1 channels for the modem calls, you
may save money. T1 line, T1 Signaling, ISDN and Channel parameters must be
configured for this mode.

The following parameters are set for'ell modes:

Coding
Specifies the technique used to encode data bits on the T1 line. This information is
provided by the carrier. The T1/PRI card supports these coding types:

» AMI (Alternate Mark Inversion). Also known as JB7 (Jam Bit 7).
» B8ZS (Binary 8 Zero Substitution)
» JBZS (Jammed Bit Zero Suppression)

Framing

The 24 channels of the T1 line are assembled into a frame. This parameter sets the
frame format to be used. This information is provided by the carrier.

The T1/PRI card supports these framing types:

» D4 (Also known as Superframe or SF)
» ESF (Extended Superframe)
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FDL mode

Facilities Data Link (FDL) allows the carrier to diagnose the operation of the line by
requesting information and tests from the terminating equipment. The mode use
should be supplied by the catrrier.

These FDL modes are supported:

= ANSI
= AT&T

FDL is supported for ESF framing only. If you are using an external CSU, FDL is
supported by the CSU.

Line Build Out

The Line Build Out is used to select between DSX-1 mode and CSU mode, and s
the signal strength on the T1 connection. If you are using DSX-1 mode, set the valt
to the cable length between the 833AS and the CSU. If you are using CSU mode, a
your carrier to provide the value. Values are as follows:

» DSX-10-133ft.

» DSX-1133-266 ft.
» DSX-1266-399 ft.
» DSX-1399-533ft.
» DSX-1533-655 ft.

« CSUOdB
« CSU-75dB
« CSU-15dB

« CSU-2250dB
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The following parameters must be setTdrandMixed T1/PRI mode.

Type

Specifies the technique used for robbed bit signaling. With robbed bit signaling, the
physical connections used for on hook, off hook and ringing are simulated using bits
in the T1 datastream. There are different techniques for doing thisT yijhee
matches the type of robbed bit signaling specified by your carrier.

The followingTypesare supported:

« E & M Immediate Start
» E & M Delay Start

=« E & M Wink Start

» FXS Ground Start

» FXS Loop Start

= SAS Ground Start

= SAS Loop Start

Dial Mode

The following Dial modes are supported for Dial Out and Callback:

» Pulse: Using robbed bit signaling, dial out and callback calls are done by
emulating pulse dialing.

» Tone: The modem assigned for the session dials the call using DTMF (Dual
Tone/Multi-Frequency) tones. This can result in quicker call setup times than
with pulse dial.

When using the Dial-Out feature, the call will be dialed out using the mode set here
regardless of the AT command (ATDT or ATDP) used.

This setting has no effect on dial in calls.

Internal Clocking

Normally, the T1 clocking is derived from the telco line. However, in some cases
(for example, if you are connected to proprietary equipment), you may want to have
the 833AS generate the signal clocking. This can be done by enabling this option.

If this is enabled for 1 card, it will be enabled for all line cards.
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The following parameter must be set for PRI and Mixed T1/PRI mode:

Network Protocol

Specifies the network protocol used by the carrier. These network protocols ar
supported:

= USNI-2

= AT&T4ESS

= AT&T5ESS

» Northern Telecom DMS 100

= Northern Telecom DMS 250

»« Japan INSNet 1500

These capabilities of individual channels of the T1 line can be set:

» Enable/disable the channel.

» Enable/disable dial in, dial out or callback for this channel.
» Setchannel as ISDN, ISDN digital or channelized T1.

» Specify a name for this channel.

Unless you have specified Mixed T1/PRI mode, it is not necessary to change the:
settings. The defaults will set all channels to enable dial in, dial out and callback, an
default channel names will be created. If you specify Mixed T1/PRI mode, use the
Mode setting on this screen to select which channels will be used for T1 and whic
channels will be used for ISDN.

If T1 mode is set, settings will be available for channels 1-24. If PRI or Mixed T1/
PRI mode is set, channel 24 will not be displayed. This is because channel 24
dedicated to the ISDN signaling channel.
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The following channel parameters may be set:

T1/PRI Channel Assign - Slot 4
Uszed By Dial Dial Call
Lhannel Mode Group In Out Back Hame
1 0 ® ® ® =]
z 0 ® B ®
s [ d o ®B 8 ®
: D B B B
: 0 0®m B ®
; O B B ®
7 0 ® B &
s [ O B E K
9 O B E K
w1 o ® B & -
| 0K: l | Cancel I | Help I
Mode
» TL Channelis setas a T1 voice channel. Incoming calls will be processed by the
Modem card.

= ISDN: Channel is set as an ISDN bearer channel. Incoming ISDN digital calls
will be processed by the PRI card, and incoming ISDN voice calls will be
processed by the Modem card.

» ISDN digitat Channel is set as an ISDN bearer channel for digital calls only.
Both ISDN digital and ISDN voice calls will be processed by the PRI card as
digital calls.

Some carriers offer an ISDN voice only service at a lower cost than an ISDN
digital service. With this service all calls will be presented to the terminating
equipment as voice calls even if they originated as digital calls. This setting
forces all calls to be treated as digital calls regardless of how they originated.

» Disabled Channel is disabled. Incoming calls on this channel will not be
processed and this channel will not be used for dial out or callback.

If you have ordered a T1 line with fewer than 24 channels or a PRI line with fewer
than 23 bearer channels, disable the unused channels.
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Group

This is a display only field. This field will be checked if you have defined a group
that includes this channel. A channel assigned to a group has the dial in, dial out al
callback attributes defined by the group. For more information, see “Group Settings
on page 193.

Dial In
When checked, channel will accept dial in calls.

Dial Out
When checked, channel is available for dial out calls.

Call Back
When checked, channel is available for call backs.

Name

Name of the channel. This name is for reference only and will appear in the
following places:

» 833AS Manager Statistics

» 833AS Front Panel

Maximum length is 16 characters. The default name is automatically generated ¢
SXCHy, where x = slot number of the T1/PRI card, and y = channel number.
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Configuring the E1/PRI and Dual E1/PRI Feature Cards

Overview
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An EL1 telephone line supports up to 30 telephone calls on a single physical line. By
using Time Division Multiplexing, the line is split into 32 channels with one call
occupying one channel. From the user perspective, each call carrying channel
(known as a bearer channel) looks like an individual phone line with its own phone
number.

The 833AS E1/PRI supports an E1 line that operates as a PRI ISDN or R2 CAS
connection.

The Dual E1/PRI Feature Card is effectively 2 E1/PRI integrated into one.

Network equipment attaches to an E1 line via a CSU. This unit provides line coding
and line conditioning functions as well as performing line diagnostics under the
control of the phone network. This CSU will typically be supplied by the carrier.

This feature allows the 833AS to function in channelized E1 networks which uses
R2 CAS Signalling. The 833AS supports the ITU/CCITT Recommendations Q.4xx
for E1 R2 CAS. this is the default mode. Different countries implement variants of
the R2 signalling protocol. This release also supports the China variant.

R2 CAS consists of two components - Line Signalling and MFC (Multi Frequency
Code) inband signalling. This Line signalling is sent on a dedicated signalling
channel (channel 16). This is used to signal to the telephone network on/off hook,
hang-up, and other line conditions. MFC signalling (tone frequencies) is sent inband
on the individual channels to exchange the calling digits, billing information and
other call specific information.
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Prior to configuring the E1/PRI parameters on a Dual E1/PRI feature card, you mus

Dual E1/PRI
Configuration select the line on the card that you are configuring.
B Cond Enabie Ol i
[ — NN
CAC#
B iwie
LR T Hovwarh aiesl  [i T h [-1
[
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The following parameters are set for E1:
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Circuit ID

This is an optional 16 character text field that can be used to describe or name the E1
line. This name will appear in the following locations:

» 833AS Front Panel.

» SNMP DS1/E1 MIB, field dsx1Circuitldentifier.

This field is for reference only. You do not have to match this field with the Circuit
ID provided by the carrier.

Coding

Specifies the technique used to encode data bits on the E1 line. This information is
provided by the carrier. The user can enable or disable HDB3 (High Density Bipolar
3) coding.
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Framing

The 32 channels of the E1 line are assembled into a frame. This parameter sets
frame format to be used. This information is provided by the carrier.

The E1/PRI card supports these framing types:

« CRC4
= No-CRC4

Internal Clocking

Normally, the E1 clocking is derived from the telco line. However, in some cases
(for example, if you are connected to proprietary equipment), you may want to have
the 833AS generate the signal clocking. This can be done by enabling this option.

If this is enabled for 1 card, it will be enabled for all line cards.

The following parameters must be set:

Network Protocol
Specifies the network protocol used by the carrier.

These network protocols are supported:

« EurolSDN ETSI NET5
« 1TR6

These capabilities of individual channels of the E1 line can be set:

=« Enable/disable the channel.

« Enable/disable dial in, dial out or callback for this channel.
» Setchannel as ISDN or digital ISDN.

=  Specify a name for this channel.

It is not necessary to change these settings. The defaults will set all channels
enable dial in, dial out and callback, and default channel names will be created.

The ISDN signaling channel will appear in this list but will have the settings
disabled.
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The following channel parameters may be set:
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Mode

ISDN: Channel is set as an ISDN bearer channel. Incoming ISDN digital calls
will be processed by the PRI card and incoming ISDN voice calls will be
processed by the Modem card.

ISDN Digitat Channel is set as an ISDN bearer channel for digital calls only.
Both ISDN digital and ISDN voice calls will be processed by the PRI card as
digital calls. Some carriers offer an ISDN voice only service at a lower cost than
an ISDN digital service. With this service, all calls will be presented to the
terminating equipment as voice calls even if they originated as digital calls. This
setting forces all calls to be treated as digital calls regardless of how they
originated.

Signal Channel was set as the ISDN signaling channel on the main E1/PRI
screen. Bearer channel settings (mode, dial in, dial out, and callback) do not
apply and are disabled for this channel.

Disabled Channel is disabled. Incoming calls on this channel will not be
processed and this channel will not be used for dial out or callback.

If you have ordered a PRI line with fewer than 30 bearer channels, disable the
unused channels.
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Group

This is a display only field. This field will be checked if you have defined a group
that includes this channel. A channel assigned to a group has the dial in, dial out al
callback attributes defined by the group. For more information, see “Group Settings
on page 193.

Dial-In
When checked, the channel will accept dial in calls.

Dial-Out
When checked, channel is available for dial out calls.

Call Back
When checked, channel is available for call backs.

Name
Name of the channel. This name is for reference only.
It will appear in the following places:

= 833AS Manager statistics
= 833AS Front Panel

Maximum length is 16 characters. The default name is automatically generated ¢
SxCHy, where x = slot number of the E1/PRI card, and y = channel number.

Calling Party Number
This is the phone number of the calling party.

Country Code
Two variants or the R2 CAS signalling protocol are available - ITU or China.

Use Default

There are some advanced “country specific” parameters used by R2 CAS. Th
default values for these parameters are set to work in the specified country. Most
the time the user does not need to change these parameter values. The user shoul
familiar with the ITU/CCITT Recommendations Q.4xx and the National
specifications for R2 CAS Signalling before changing these values. If there is :
special requirement to change these parameters dieldefaultsoff and go to the
Advancedmenu.
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Internal Clock

In most situations, the telephone network will provide the clock source for receiving
and transmitting data. In some special cases, the 833AS may be required to provide
the clock source. This feature can also be used in conjunction with a loopback cable
to verify that the E1 interface is functional.

Line Connection

Two types of physical connectors can be used to connect the 833AS to the telephone
network, the 120-ohm RJ-48 or the unbalanced 75-ohm BNC. A special cable is
required to attach to a BNC network.

Advanced Menu

Answer signal code (1 to 15) and Answer signal group (Group A or Group B)
= Answer signal to be used. The default is Group B, signal 1.

DNIS Maximum (5-64) and Minimum (0-64) digits

» Requested number of DNIS digits for each call. All calls that do not match the
minimum and maximum settings that you specify will be dropped. The defaults
are 7 and 4.

Cab signal (1-15)
» Specifies the Cab signal code. Default is 1.
KD Signal (1-15)
» Specifies the Chat signal code. Default is 1.

NC congestion signal code (1-15) and NC congestion signal group (Group A or
Group B)

» Specified the noncomplicated congestion signal and group. This signal is sent to
the central office when the 833AS is congested and cannot accept a call. The
default is Group B, signal 4.

Channel
In R2 CAS, the individual channels must be configured as per your subscription:

Incoming Only Only accepts calls coming in from the telephone network
Outgoing Only Only allows calls out to the telephone network

Both Allow this channelto accept calls and allow outgoing calls
Disabled Do not use this channel

Perle 833AS User Guide



Chapter 6: Configuring the Feature Cards

Configuring the PerleDSP Modem Cards

No configuration is necessary for the modem card to operate in the 833AS. Th
modem configuration screen allows you to:

» Disable a modem on the card.
» Change the name of the modem from the default name.
» Customize the modem initialization string.

PerleDSP modem card screens have identical fields. The following parameters c:

be set:
[® Modem Card Enabled Used
Modem Enable Mame by group  Modify Modem Initialization String
1 K [Fmor——
2 K [Fmoz ——— [ |
3 K [Fwoz —— I
s K @i [
5 K w5 [ |
6 K [Fmos——— [ |
7 K [Fmor —— [
8 K [Fmoe——— [ |
9 K s [
10 K [Sz2@0 o
1 K [z o
12 K [saiz o
13 K [sa213 o
14 [ 7™ 7 S o
15 K [sa215 o
16 K S8 o
17 K [sa7r o
18 K [sz2a18 o
okK: | Cancel I | Help I

A PerleDSP Modem Card

Enable

Check to enable the modem. If you suspect that there is a problem with a particul:
modem, you can disable it by clearing the check box. The modem will then be
removed from the modem pool.

Group

This is a display only field. This field will be checked if you have defined a group
that includes this modem. A modem assigned to a group has the dial in, dial out ar
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callback attributes defined by the group. For more information, see “Group Settings”
on page 193.

Name

Name of the modem. This name is for reference only and will appear in the
following places:

» 833AS Manager statistics.
= 833AS Front Panel.
= SNMP Modem MIB, field mdmIDProductDetails.

Maximum length is 16 characters. The default name is automatically generated as
SxMy, where S = slot number of the Modem card, and y = Modem number.

Modify

Check this box if you wish to override the default modem initialization. You may
wish to do this if you have users dialing in with old modems that cannot negotiate
correctly with current modems.

Modem Initialization String

Enter the modem initialization string here. This string will be attached to the end of
the default modem initialization. Please note that the base modem initialization will
have reset the modem. It is not recommended that you do another modem reset (do
not perform an AT&F), because there are additional parameters required for the
correct operation of the 833AS. You should minimize the changes to only those
items required for your environment. All commands must be valid AT commands as
defined in Appendix 2.

Be very careful if you are overriding the default modem string. Setting this improp-
erly could prevent the modem from receiving incoming calls entirely. It is strongly
recommended that you place any modems with modified initialization into a sepa-
rate modem group. See section see “Group Settings” on page 193.

The modem behaves differently from a stand-alone modem because it does not
directly interface to the telephone line. Phone call handling is by the Line card (T1/
PRI or E1/PRI). Once the call is established it is switched to the modem. Therefore,
modem commands that do line control (such as ATA, ATH) are not handled solely
by the modem. How they behave is dependent on the settings of the line card.
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About Configuring the Protocols

In this chapter you will read about:

= Overview of Protocol Configuration

» Configuring IP

» Configuring IPX

= Packet Filtering

»  Configuring the Bridge Function (BCP)
» Configuring PPP

» Using Apple Remote Access (ARA)

» Using NetBEUI

The Perle833AS supports a variety of different communication protocols. The
protocols are used on the communication line to transport data between differer
devices. Protocols in the 833AS are used for the following functions:

Networking

Protocols are used between the Dial-In client and service that the Dial-In client i
accessing. Some examples of Networking protocols are:

« IP

= IPX

= NetBEUI
» AppleTalk
» Lantastic

The 833AS supports IP, IPX, NetBEUI and AppleTalk as routed protocols. Other
protocols are handled by bridging. See “Client Handling” on page 74 for details.

WAN Transport

Protocols are used to transport data across the Dial in connection between the clie
PC and the 833AS or between the 833AS and a router on another LAN. Thes
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protocols are designed to optimize transmission across an asynchronous connection.
The networking protocol is encapsulated within the WAN transport protocol.
Protocols supported for WAN transport by the 833AS are:

. PPP
= ARA

833AS Management

Protocols are used between the 833AS Manager and 833AS. Protocols supported for
managing the 833AS are:

« IP
« IPX

Protocol configuration is organized on a per-protocol basis. For example, all
parameters related to IP are grouped on the IP screen, all IPX parameters on the IPX
screen, etc. You will need to configure all protocols that you will be using. To
simplify this task, defaults are provided wherever possible. If you are not using a
protocol, you do not have to set up that configuration. However, the network traffic
processed by a server can be reduced if you disable protocols not being used.

Since IP and IPX are used for management of the 833AS, you have to define the
833AS itself as a node on the IPX or IP network. This requires setting up IP or IPX
address parameters for the 833AS itself.

Clients dialing into the 833AS require protocol addresses. This will typically be
provided by the client. With IP, the 833AS can provide an IP address or an IP
address can be assigned from an address server.

The 833AS can act as a Bridge. Bridging is used to transport protocols other than IP,
IPX, NetBEUI and ARA. Most commonly, it is used to connect a PC to an IBM
Mainframe or Midrange computer to get a 3270 or 5250 display session. Logical
Link Control 2 (LLC2) protocol is used. Client software must support Bridge
Control Protocol (BCP) for this function to work. Perle Remote Client software
included with the 833AS supports BCP.

No configuration is required for ARA.
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.
Configuring the Protocols
To configure the Protocols:

From the Configuration File window, click dtrotocol
TheProtocol screen appears. The fields are as follows:

Pratocol BCP
=P O Metbios BCP
& 1P 0O aRA

[ ok ] [ canca | [ Hep | [ erp |

Disable anyProtocols that the server does not need to process. A protocol is
disabled by removing the mark in the checkbox. Only the IP and IPX protocols ar
enabled by default.

Please note the following:

« IfthelP orlIPX protocol is disabled, then any other configuration item that
uses this protocol will not be accessable.

» If a security feature that uses the or IPX protocol has already been
configured, you will not be allowed to disable the protocol.

BCP
To configureBridge Control Protocol, click theBCP button.

IP
To configurelP, click thelP button.

IPX
To configurelPX, click thelPX button.

PPP
To configurePPP, click thePPP button.
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Configuring IP

IP networks require devices to be configured with unique IP addresses. Depending
on network topology, other parameters may have to be set. You will have to set up
the IP parameters for the 833AS itself and establish IP parameters for the WAN
client's dialing in to the 833AS.

Most organizations have a department or individual responsible for IP address
management. Consult with them to get the correct values.

3 TheEdit IP Profile screen has the following settings:

Server I[P Address

114

Surver | Sedckwrran
[ Uam BOAGTE
Ol Use RaAP T
[ Canfrgursd iF I : . |
[ Uam delaull galesay I T Qe | - 2 )

WHH P Aideas s AR sl
el P fooiprareed |
B i [ pwor ] Fiei Dokritss |
I lian iiwnal pgol [ past || [ pesaems )
[ Allaer chand o pscified 1P addmoiss
B Uasr Muishsse Dgemide

WhH Releok Gdiwnren

[LEE & T
Gubral Mazk : : : | i3 |
I el
P
n ST g o i e
[ Befiae Siatic Fogie | Sisdb e |

The Server requires an address that uniquely identifies the unit to the IP network.
The Perle 833AS supports a number of ways of acquiring this IP address:

You can configure an IP address.

If you are managing your network IP addresses on either a BOOTP or RARP
server, you can set the IP address there. The Perle833AS can acquire the IP
address from a BOOTP or RARP server if it has been configured from within
these servers. You will need the MAC address of the Perle 833AS to do this. This
address can be obtained from the Front Panel.
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Use BOOTP

When checked, the 833AS will attempt to acquire the Server IP address from
BOOTP server.

A DHCP (Dynamic Host Configuration Protocol) server that supports BOOTP may
also be used. Many DHCP servers support BOOTP for the permanent assignment
addresses for servers on the network.

Use RARP

When checked, the 833AS will attempt to acquire Sieever IP address from a
RARP server.

Configured

When checked, the 833AS will use the IP address defined iliPthddress and
subnet maskfields.

IP Address

Enter a validP addressin this field. See your IP Network Administrator for this
information.

IP Subnet Mask

An IP network can be partitioned into subnetworks, or subnets. IP networks on
single LAN segment are not likely to have subnets defined. However, larger IF
network with IP routers are likely to have subnets defined.

If your IP network has not been partitioned, the IP subnet mask will default to the
correct value. If you have set up subnets in your IP network, set the mask as defin
by the IP Network Administrator.

Use Default IP Gateway

When checked, lets the 833AS access external IP networks via a Default IP Route
Routers can be used to separate your IP network from external IP networks. It |
common to have one router that provides a controlled link to these outside network
(such as the Internet). This router is known as the Default IP router. It also may b
referred to as the Default router or Default gateway.

If you have enabled Use Default IP Gateway, enter the IP address of the router in tt
field. See your IP Network Administrator for this information.
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Clients dialing in to the 833AS using the IP protocol need their own IP address. All

clients are assigned IP addresses on the Internal WAN Network that has a subnet

address distinct from the subnet address of the 833AS LAN port segment. The

833AS will packets between the LAN port segment and the Internal WAN Network.

The Perle 833AS can manage the client IP addresses using a number of different

schemes:

= You can define an internal pool of IP addresses in the 833AS. A user dialing in
will be assigned an unused address from this pool.

» If your network uses a DHCP server to manage IP addresses, the 833AS can
obtain an address for a dial in client from this server.

» The client dialing in can provide the IP address.

= You can configure an IP address for each user in the User database. If you are
using an external user database that supports the configuration of IP addresses
(such as RADIUS), the 833AS can use that address.

= Youcan use a pool or server to get the IP address but allow the user to override
it if there is an address supplied by the user database or the client.

In all of the above cases, the IP addresses assigned to the dial in client must be within
the range defined for the Internal WAN Network. See “WAN Network Address” on
page 122 for more detalils.

The following parameters control the assignment of the WAN IP address:

No Default

SelectNo default if you do not want to assign a WAN IP address from the internal
pool or a DHCP server.

DHCP
SelectDHCP to use a DHCP server on your network to assign WAN IP addresses.

Use Internal Pool

SelectUse Internal Poolif you wish to define an internal IP address pool. The IP
address will be assigned from this pool.

Allow Client Specified IP Addresses

When checked, the client supplied IP address will be used if available. This address
will override all other WAN IP addresses. (user database, internal pool or DHCP
server).
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User Database Override
When checked, the IP address will be supplied by the user database (internal

RADIUS) if it is configured for that user. This address will override WAN IP
addresses supplied by the internal pool or DHCP server.

Be careful, as you can set these parameters so that some users dialing in will not
assigned an IP address. For example, if:

» thereis no default source of IP addresses. (internal pool or DHCP)

» thereis no IP address in the user's record.

» the client does not supply an IP address.

...there will be no IP address assigned and the connection will not be established.

DHCP

By default, the 833AS will look for all DHCP servers on the network. If you wish to
configure the addresses of the DHCP servers or change the lease parameters, ¢
on theDHCP button. For details on DHCP configuration, see the next section.

IP Pool

If you have selectedse Internal Pool you must configure the IP Pool. To access
the IP Pool configuration, click on this button. For details on IP Pool configuration,
see “IP Pool” on page 119.

DNS/WINS

The 833AS can forward the address of a Domain Name Server (DNS) or Window
Internet Name Server (WINS) to a dial in client. If DHCP is enabled, the DHCP
server can provide these addresses. You can also configure DNS and WIN
addresses. If DHCP is not enabled, the 833AS will forward the configured values
To configure the DNS/WINS addresses, clickiS/WINS. For details on DNS/
WINS configuration, see “DNS/WINS” on page 121.
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DHCP Server

DHCP (Dynamic Host Control Protocol) permits the management of IP addresses
and IP options from a centralized location. DHCP servers are used to assign
addresses to devices that do not require a fixed IP address. When an IP address is
required, the 833AS will request an address from the DHCP server. This address is
used for the duration of the connection. This is referred to as an atbd®ss

If DHCP is enabled, the 833AS will give the dial in client an IP address that was
leased from the DHCP server. When the 833AS leases an address from the DHCP
server, it specifies the length of time of the lease. However, the 833AS will
automatically renew the lease to make sure that the client does not lose the use of the
address.

The 833AS cannot obtain its own IP address from the DHCP server using DHCP.
However, most DHCP servers can act as a BOOTP server.

The DHCP server’s address pool must consist of addresses belonging to the WAN
Internal Network.

The DHCP configuration screen allows you to set the characteristics of DHCP
support. The configuration screen is as follows:

DHCP Goreei

= Dy i gy

I faldyrrn

I | i 1 I—I
[

Livame [l mps |:| ] hpann

] Aot omsesst Enalie

[mE || Ccems |

Discover
SelectDiscoverto allow the 833AS to find any DHCP servers on the local network.

Specify

SelectSpecify to configure the IP addresses of the DHCP servers. Up to 4 DHCP
server addresses can be configured.
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IP Address
To add a DHCP server, enter the address itRfeddress field, and click Add.

To remove a DHCP server, highlight the address in the IP address list, and clic
Remove

Lease Duration

This field specifies the length of time that the DHCP server will allow the 833AS to
use the leased IP address on behalf of the client. The range is 1 to 99 hours. Lonc
lease times will increase the chances that the client can reconnect to the 833AS a
get the same IP address.

Reconnect Enable

Click on this check box to allow a dial in user to disconnect and then reconnect at
later time and retain the same leased IP address. This feature requires that all dial
users have a unique User ID. Note that if the client disconnects and the reconne
time expires, the lease will end. Also, if the lease expires, then another user me
have been assigned that address.

You can set up a pool of IP addresses for dial in clients. The first available addre:
will be assigned to the client when a client connects. Typically, you would want to
have an IP address available for each simultaneous user that can diallih Pbioé
screen is as follows:

IF fddenns: ] — | Commt |-.__
Sabhuex Cimnl
T
»r Hemava
P wize: 1D
| il Il cawa | Hew |
IP Address

The IP address field specifies the base address of a range of IP addresses.The cc
field specifies the number of addresses to be added, starting at the base.
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To add IP addresses to the IP pool, enter the address liR thedress field and
count and clickAdd.

The address must be in the range xxx.xxx.xxx.001 through xxx.xxx.xxx.254. You
must ensure that the IP addresses conform to the subnet mask set for the Internal
WAN Network.

A maximum of 120 IP Addresses can be added.

Count

Specifies the number of addresses to be added, starting at the base address. If no
count is specified, a count of one will be used. If the count would cause an illegal IP
address to be generated (exceeding xxx.xxx.xxx.254), the count will be reduced to
ensure that it is legal.

IP Pool display
Displays the base address and count for the IP Pool entries.

To remove IP addresses from the pool, highlight the entry ilPtR@ol display and
click Remove

Pool Size

Displays the actual number of IP addresses that have been defined for the IP Pool. If
this count is less than the number that you have entered, you have address ranges that
overlap.
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The 833AS can forward the address of a Domain Name Server (DNS) or Window
Internet Name Server (WINS) to a dial in client. If DHCP is enabled, the DHCP
server can provide these addresses. You can also configure DNS and WIN
addresses. If DHCP is not enabled, the 833AS will forward the configured values
The DNS/WINS configuration screen is as follows:

DS WINS S [ Adrhmex

Piimaiy DMS: I

Sevondaiy DHE: | . -

Promaip 'WNE. I . -

Gacandaip WIHS: |

| oe || conca || Hew |

Primary DNS

Enter thelP addressof thePrimary DNS server. Blank indicates no Primary DNS
server.

Secondary DNS

Enter thelP addressof the Secondary DNSserver. Blank indicates no Secondary
DNS server.

Primary WINS

Enter thelP addressof the Primary WINS server. Blank indicates no Primary
WINS server.

Secondary WINS

Enter thdP addressof theSecondary WINSserver. Blank indicates no Secondary
WINS server.
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Clients dialing in to the 833AS must be assigned IP addresses on an Internal WAN
Network. This section defines the Internal WAN Network used by the 833AS and
should be completed after consulting with your IP Network Administrator. The
address of this Internal WAN Network must be different from the address of the
LAN segment network, although the Internal WAN Network may be a subnet of the
LAN segment network.

IP Address
Enter the IP address that will be used by the 833AS on the Internal WAN Network.

Subnet Mask
Enter the subnet mask for the Internal WAN Network.

All dial-in client IP addresses, regardless of how they are acquired, must belong to
the network defined by this IP Address and Subnet Mask.
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The Packet Filtering feature allows the Perle 833AS Server to accept or rejec
incoming data packets that match an entry on a list of defined filters. The filters ar
based omprotocolandpacket addresses

After the filters have been defined, up to 10 IP and/or 10 IPX filters can be assigne
to the Perle 833AS or to each user or to both.

Filters will be used by the Perle 833AS Server in the following way:

1. The user record for the dial-in user will be checked. If the record has been
configured to Disable Server Filters, then only the user assigned filters will be
checked. Proceed to point 4.

2. Incoming data packets are compared with the filters assigned to the server
starting with the first filter in the Server Filter Assignment list. As soon as the
packet matches one of the filters, then the packet is accepted or rejected and r
further checking is done.

3. If the packet does not match any of the filters assigned to the server, then the
user record will be checked. If there are no user assigned filters, then the serve
default action will be carried out to accept or reject the packet and no further
checks are done.

4. The incoming data packet will be compared to the filters assigned to the user,
starting with the first filter in the User Filter Assignment list. As soon as the
packet matches one of the filters, then the packet will be accepted or rejected

5. Ifthe packet does not match any user assigned filters, then the user default actic
will be carried out to accept or reject the packet.

Packet filtering works in conjunction with tlRADIUS andShared User Database
security systems.

Shared User Database

Filters can be configured and assigned to a user record on the Remote Perle 833/
These records will be sent to the Local Perle 833AS when a user dials in and mak
a connection.
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RADIUS
To use packet filtering with the RADIUS security server:

1. Define the filters on the Perle 833AS Server.

2. Configure the user record on the RADIUS server with the names of the filters
to be assigned to the User.

3. When a user dials into the Perle 833AS, the name of the filters will be sent from
the RADIUS server to the Perle 833AS.

Up to 50 filters can be assigned for the IP protocol. IP filters can specify the Address,
Mask, Sub-Protocol and Port of the IP packet. The filters can accept or reject
incoming packets based on source and destination addresses. After you click the
Filter Definition button in theEdit IP Profile window, thelP Filter Definition

window appears. The fields are as follows:

LB Fillei R e [[E e Fiotgdnl
A lin Bk Adkleazz Mack
(] [es] [ ] [

Add

To add a filter defintion, cliclAdd. The Add IP Filter Defintion window will
appear. See “Add/Edit IP Filter Definition” on page 125 for details on how to create
a filter definition.

Edit
To edit a filter definition, select a filter from the list and cligllit. The Edit IP

Filter Definition window will appear. See “Add/Edit IP Filter Definition” on page
125 for details on how to modify the filter definition.
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Delete

To delete a filter definition, select a filter from the list and cliddete The filter
definition will be removed.

To complete or modify the filter definition, enter the information in the following
fields:

Homa: |_ _| :I!
; Canerl
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Filp dint
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Name

The filter name can be up to 8 characters in length. You will use the name to assic
filters to the server or user. The name can also be used when adding filters to a uc
record on a RADIUS security server.

Filter Action

Select whether téccept or Reject incoming IP packets if the packet matches all
parameters defined in this filter. The default settirigeagect

Source Address

This field is the IP address of the station that is sending the IP packet. The addre
should be entered in dotted decimal notation.

Source Mask

This feature masks off both the filter source address and the packet source address
using the Boolean AND function. If the two results are equal, then the addres
matches.
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Destination Address

This field is the IP address of the station to which the IP packet is being sent. The
address should be entered in dotted decimal notation.

Destination Mask

This feature masks off the filter destination address and the packet destination
address by using the Boolean AND function. If the two results are equal, then the
address matches.

Protocol
The entries in this pull-down list are TCP, UDP, ICMP, and Other.

» If you select TCP or UDP, the Port Number section appears. Enter the
Source and Destination in the corresponding fields.
» Ifyou select Other, make an entry in Bitocol field.

Once you have entered the correct information, cekto save your changes.
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Up to 10 IP filters can be assigned to the server. The server will process these filte
from the top down, so the order may be important. See “Packet Filtering” on pag
123 for more details on how the filters are used.

To assign IP filters for the 833AS, cli¢kilter Assignment The Server Filter
Assignmentwindow appears. The fields are as follows:

Ihslasil Aciins: ® Agepi
i3 Fenpect
o] [ | [ oew

Defined Filters
This is a pull-down list for previously defined packet filters.

Assigned Filters

This area can contain a list of up to 10 IP filters to be assigned to the 833AS for
processing.

Add

Select a filter name from the Defined Filters pull-down list and did# to add the
filter to the Assigned Filters list.

Remove

You can delete a filter assignment by selecting a filter name from the Assigne
Filters list and clicking th&emovebutton.
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Define

If you need to define more filters, click tBeefine button. ThdP Filter Definition
dialog box appears.

Move Up, Move Down

You can change the order of the assigned filters by selecting a filter name from the
Assigned Filters list and clicking tiove Up or Move Downbuttons.

Default Action

Set theDefault Action to be taken if a packet does not match any assigned filter. The
choices are técceptor Reject

When checked, the 833AS will use the IP RIP table built from RIP messages
received from other routers to determine how to route a message.

The 833AS supports both version 1 and version 2 RIP. To configure RIP properties,
click RIP Setup.

The Server RIP Configuration screen has the following settings:

IF Send 1ppa I Necersm | ppa
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RIP Send Type
From the pulldown list select the type of RIPs to be sent over the LAN connection.
The available choices are as follows.

« NoRIP Do not send RIPs

« RIPV1 Send version 1 RIPs

» RIPV1COMPATIBLE Send version 2 RIPs (no multicasts) so as to be
version 1 compatible
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= RIPV2 Send version 2 RIPs

RIP Receive Type

From the pulldown list select the type of RIPs to be received over and processe
from the LAN connection. The available choices are as follows.

« NORIP Do not process received RIPs

=« RIPV1 Process received version 1 RIPSs

= RIPV1orRIPV2 Process received version 1 or version 2 RIPs
= RIPV2 Process received version 2 RIPs

Authentication Protocol

If either the Send or Receive type RIP protocol chosen includes RIPv2, you have tt
option of choosing the form of authentication protocol to be used when processin
RIPv2 messages. If RIPv2 is not being used at all then the Authentication Protoce
defaults to the only valid selection which is No Authentication.

If RIPv2 is being used, you may decide to use either Plain Text Passwor
authentication or Keyed Message Digest. If either of these options are selected, on
the input fields for the chosen option will be displayed. You may also choose to hav
No Authentication when using RIPv2.

If you choose Plain Text Password authentication, two additional fields appear. Yo
must enter the password into the first field and then confirm it in the second. Th
values typed into these fields are not displayed but rather asteriks are shown as ke
are typed. The password can be up to 16 characters.

If you choose Keyed Message Digest authentication, you will have a list of five (5)
keys that can be set. To set a particular key, highlight the key and press the Set
button.

WAN Port RIP operation operates in a similar fashion to the LAN ports, but can be
individually configured for each WAN port (see user profile - “LAN to LAN").
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When checked, the 833AS will use the configured IP static routes table to determine
how to route a message. If both dynamic and static routing are enabled, then both the
IP RIP table and the configured IP static routes table will be used to route messages.

You may wish to enable static routes if:

= You have a very large local IP network

» RIP messages are not used to exchange network information. An example of this
would be an IP network that used only OSPF.

= You have a defined a dial-on-demand LAN-to-LAN connection to a router on
another network

= You have defined a LAN-to-LAN connection to a router on another network that
does not use RIP.

Refer to the sections on IP Static Routing and LAN-to-LAN for more details.

When dynamic routing is enabled, the Perle 833AS knows the structure of connected
networks (both the local network and those accessed through LAN-to-LAN
connections) by receiving RIP messages from other routers and creates an IP RIP
Table for the networks it knows about.

There is room in this table to keep entries for 500 routers. If there are more routers
than this in the networks to which your 833AS is connected (both local and LAN to
LAN), some of the RIP table entries will be overwritten and unavailable.

By defining IP static routes and disabling dynamic routing, the network
administrator can configure the Perle 833AS with the addresses of only the routers
needed to reach the desired routes and the Routing Table will not change.

The static routing feature can also be used to restrict which hosts (servers) can be
accessed from the 833AS. Note, however, that even when IP Dynamic Routing is
disabled, if a default gateway is defined, it will still be used to attempt to route
messages that cannot be routed by paths defined in the IP static routing table.

Defined IP Static routes are also of benefit when using LAN-to-LAN connections. If
you do not wish to maintain a permanent connection to the remote router and only
wish to dial it on demand, then adding it as a static route will keep the route in the
Routing Table even if it is not actively used for a period that would normally result
in it being aged out.

Also, a Static Route for a remote router that does not support RIP would allow that
remote router to be included in the Routing Tables of the 833AS and of all other
routers on the network that support RIP.

Perle 833AS User Guide



Chapter 7: Configuring the Protocols

Each entry in the IP static route table contains the following information:
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IP Address

The IP address of this network.

Subnet Mask
The subnet mask of this network.

Destination Type
Specifies whether the destination type is Network or Host.

Destination Port
Specifies whether the destination is to be reached through the local network c
through a LAN-to-LAN connection.

Router IP Address
The IP address of the router that will be used to reach the destination.

Add
To configure a new static route, click on thad button.

Edit
To edit an existing entry, select an entry from the table, and clidkdtdutton.
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Delete
To delete an existing entry, select an entry from the table, and clidRdlete
button.

Add/Edit IP Static The Add/Edit IP Static Route screen is as follows:
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IP Address

The IP address of the network that you wish to reach. Although this must be a
complete IP address, any bits that are masked by the subnet mask are treated as 0.
If you have selected Destination type as Host, entelRtagldress of the host you

wish to reach.

Subnet Mask

The subnet mask of the network that you wish to reach. If destination type is host, the
subnet mask is automatically set to 255.255.255.255 to ensure that the host address
is uniquely defined.

Destination Type
Specifies whether the destination type is Network or Host. If destination type is
Network, the entry will define a route to a single network.

If destination type is host, the entry will define a route to a single host.

Destination Port

Specifies whether the destination is reached via the 833AS’s LAN port or via a
WAN port through a LAN-to-LAN connection. If the destination is to be reached via

the LAN port, click on LAN and enter the IP address of the router that will be used to
reach the destination. To specify a WAN port, click on WAN and then select the
desired LAN-to-LAN connection from the drop-down menu.
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The Perle 833AS Manager will broadcast an IP message to find any other Perle
833AS on the network. If Dynamic Routing is disabled, a route to the Manager*
network may need to be configured in the Static Routing Table. If the Manager an
the 833AS are on the same network, or there is a Default gateway defined and tt
Manager can be reached via the Default gateway, you do not require an entry in th
Static Routing Table for the Manager.

The 833AS has been designed to connect to an IPX network without needing an IP
configuration. It is recommended that you take advantage of this during the initia
install. However, the 833AS is able to set IPX parameters to handle specia
conditions.

IPX networks allow devices to be added without the need of assigning P>
addresses. IPX networks use either the Ethernet or Token Ring interface MA
address to uniquely identify devices.

An IPX network can consist of a single LAN or an internet of two or more
interconnected LAN subnetworks. Each subnetwork has its own network addres
that is assigned by the IPX network administrator.

IPX can be transported over a number of different frame types. For Ethernet, IP:
can be transported over these frame types:

= 8023

» Ethernetll

»  SNAP (Subnetwork Access Protocol)
= 8022

For Token Ring, IPX can be transported over these frame types:

= SNAP
« 802.2

Itis not necessary to run more than one frame type. However, it may not be possik
to standardize on one frame type on a LAN subnetwork because some LAl
interfaces are restricted in the choice of frame type. If there are multiple frame type
on a subnetwork, they behave as if they are on separate subnetworks and a netw
address is required for each.
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ThelPX Protocol screen is as follows:
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IPX Frame  For each available frame type, you can select:
Type
Auto Detected

The 833AS will monitor the LAN to see if there are any frames of that type. If it
does, it determines the network number from the frame number.

If you do not have any Novell servers on the subnetwork or the servers are removed
from service on a regular basis, you should configure the network number.

Configured

The network number for the frame type is set by configuration and is entered in the
Network Number field. This guarantees that thietwork Number will always be
available and lets the 833AS connect to the network faster by eliminating repetitive
searches.

If you enable static routing, you must configure the network number.

Disabled
All frames of the frame type will be ignored.

Network Number

The Network Number is entered if the frame type was set as Configured. It must
match the network number that is used on the subnetwork. See your IPX Network
Administrator for this information.
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TheNetwork Number is formatted as 1 to 8 hex digits.The numbers FFFFFFFF and
0 are reserved.

Dial In Network Number

People dialing in to the Perle 833AS look like they are on a subnetwork separat
from the LAN. This subnetwork requires its own network number. The following
options are available from the drop box:

» Auto GeneratedThe 833AS will automatically choose a network number at
power up time. Although the network number may change on the next power ug
this will have no effect on the dial in connections.

» Configured The dial in network number is set by configuration and is entered in
the Network Number field. If you are using tools to monitor your network it is
preferable to have a constant network number.

Network Number

The Network Number is formatted as 1 to 8 hex digits. The numbers FFFFFFFF
and 0 are reserved.

When checked, the 833AS will use the IPX RIP table built from RIP message:
received from other routers to determine how to route a message.

When checked, the 833AS will use the configured IPX static routes table tc
determine how to route a message. If both dynamic and static routing are enable
then both the IPX RIP table and the configured IPX static routes table will be used t
route messages. Enabling only IPX Static Routing may be required if you have
very large IPX network. You can also restrict the servers that can be accessed frc
the WAN. See the next section for details on this feature.

The Perle833AS knows the structure of the IPX network by receiving RIP message
from other routers. It also knows what services are available on the IPX network b
receiving SAP messages from all servers (One server may support multiple
services).

A router has an entry for each and every service that can be reached through it. A
result, the RIP and SAP tables can be very large for large networks. There is room
the Perle 833AS IPX routing tables to store 500 RIP entries and 1000 SAP entries.
your network has more routers and services than this, some of the table entries w
be overwritten and those routes and services will be unavailable.
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Static routing lets the network administrator configure the Perle833AS with the
addresses of only the routers and services required. Dynamic routing is disabled and
the Routing Tables will not change.

Static routing can also be used to restrict which services can be accessed from the
WAN. Only those services that are entered in the SAP table will be available to dial
in users.

The IPX Static Routes table contains the routing entries. You must have an entry for
every subnetwork that you wish to access. An entry specifies the network number of
a subnetwork that you wish to reach and the address of the router on the local
network that will forward the messages to that network.

(ol | [ A | T e T T

Destination Network Number

Specifies the destination network that you wish to reach.Nigte/ork Number is
formatted as 1 to 8 hex digits.

Destination Port

Specifies whether the destination is reached via the 833AS’s LAN port or via a
WAN port through a LAN-to-LAN connection. If the destination is to be reached via

the LAN port, click on LAN and enter the network and node address of the router
that will be used to reach the destination. To specify a WAN port, click on WAN and
then select the desired LAN-to-LAN connection from the drop-down menu.
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Router IPX Address

This consists of two components - the network number of the local router and th
node (MAC) address of the local router.

» Network NumberSpecifies the network number for the local router. This must
be one of the network numbers that was configured in the IPX Frame Type
section on the previous screen.

» Node AddressSpecifies the MAC address for the local router. It is formatted as
12 hex digits.

Add
To configure a new static route, click on théd button.

Edit
To edit an existing entry, select an entry from the table, and clidkdidutton.

Delete

To delete an existing entry, select an entry from the table, and clidRdlete
button.

SAP List

Displays the SAP list for the selected entry. For each IPX Static Route table entry
you must configure the services you wish to have available. One server may ha\
multiple services on it, and you need to have a separate SAP entry for each one.

Perle 833AS User Guide 137



Configuring IPX

Add/Edit IPX
Static Routes

138

The following dialog box will appear if you are adding a new IPX static route, or
editing an existing IPX static route.
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Destination Network Number

Enter the network number for the destination network that you wish to reach. The
Network Number is formatted as 1 to 8 hex digits.

Destination Port

Specifies whether the destination is reached via the 833AS’s LAN port or via a
WAN port through a LAN-to-LAN connection. To specify a WAN port, click on
WAN and then select the desired LAN-to-LAN connection from the drop-down
menu. To specify a LAN destination, click on LAN, select a network number and
enter a node address.

Network Number

Specifies thé&etwork Number for the local router. This must be one of the network
numbers that was configured in the IPX Frame Type section on the previous screen.

Node Address
Specifies th&V/AC addressfor the local router. It is formatted as 12 hex digits.
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IPX SAP Table The IPX SAP Table list displays the static SAP entries that have been configurec
List Fields are as follows:
-Server Name: Server Type: Server IPX Address:
[[@& | [ Add ] [ Edt | [Remove] [ Heip |

Server Name
The server name of the IPX server.

Server Type
The type of IPX server. This is represented as 4 hexidecimal digits.

Server IPX Address

The IPX address of the server. Consists ofNleeéwork Number and theNode
Address of the server.

Add
To configure a new SAP entry, click on thdd button.

Edit
To edit an existing entry, select an entry from the table, and clidkdhédutton.

Delete

To delete an existing entry, select an entry from the table, and clidRdlete
button.
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The Add/Edit IPX SAP Entry screen is as follows:
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Server Name
The server name of the IPX server. The name can be up to 48 characters long.

Server Type
The type of IPX server. This is represented as 4 hexidecimal digits.

Network Number

The network number for this server as defined in the IPX Static Routes table entry.
This cannot be changed from the SAP screens.

Node Address
Specifies the MAC address for the server. It is formatted as 12 hex digits.

Socket Number

Services in an IPX network communicate with the requester using sockets. This field
specifies the socket number of the desired service. It is formatted as 4 hex digits.

If Static Routing is enabled and the Manager is not on the local subnetwork, then the
route to the Manager's network must be defined. A SAP entry is not created for the
Manager.

If you are using any security servers configured for IPX (i.e. Novell Bindery, Axent,
NT Domain) to provide 833AS security, you must set the routing path and SAP
entries for these servers.
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Use this window to create and manage the list of up to 50 filters for the IPX protocol
IPX filters can specify the Network, Node, Socket and Sub-Protocol. The filters cal
accept or reject incoming packets based on source and destination network and nc
addresses and socket numbers. The fields are as follows:
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Add

To add a filter definition, cliclkAdd. TheAdd IPX Filter Definition window will
appear. See “Add/Edit IPX Filter Definition” on page 142 for details on how to
create a filter definition.

Edit

To edit a filter definition, select a filter from the list and cliE#it. The Edit IPX
Filter Definition window will appear. See “Add/Edit IPX Filter Definition” on page
142 for details on how to modify a filter definition.

Delete

To delete a filter definition, select a filter from the list, and chelete The filter
definition will be removed.
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To complete or modify the filter definition, enter the information in the following
fields:
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The filter name can be up to 8 characters in length. You will use the name to assign
filters to the server or user. The name can be used when adding filters to a user record
on a RADIUS security server.

Filter Action

Select whether tAcceptor Rejectincoming IPX packets if the packet matches all
parameters defined in this filter. The default settirigeagect

Source Network Address

The address of the network that contains the station that is sending the IPX packet. It
can be up to 8 characters long.

Source Node Address

Enter the node address of the station that is sending the IPX packet. It consists of 12
hexadecimal characters.

Source Socket Number

The socket number on the station that is sending the IPX packet. The socket number
can be up to 4 hexidecimal characters.
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Destination Network Address
The address of the IPX network that the IPX packet is being sent to.

Destination Node Address
The node address that the IPX packet is being sent to.

Destination Socket Number

The socket number that the IPX packet is being sent to.

Packet Type

The entries in the pull-down list are RIP, SAP, SPX, NCP, and Other.

» If you select Other, make an entry in fhgpe field. The field can be up to
3 numeric characters.

Once you have entered the correct information, cekto save your changes.

This window alllows you to assign up to 10 IPX filters to the server. The server will
process these filters from the top down, so the order may be important. See “Pack
Filtering” on page 123 for more details on how the filters are used.

To assign IPX filters for the 833AS, follow these steps, didter Assignment
TheServer Filter Assignmentwindow appears.
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See “Filter Definition” on page 124 for information about the fields and buttons.
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Bridging is used to transport supported protocols other than IP, IPX, NetBEUI and
ARA. Most commonly, it is used with LLC2 protocol to connect a PC to an IBM
Mainframe or Midrange computer to get a 3270 or 5250 display session.

The MAC address of the LAN identifies devices on the network and is passed from
one end to the other. A WAN client dialing in emulates a LAN adapter and this
emulated adapter requires a MAC address that is provided by the server. The 833AS
has these schemes for providing that address:

» You can assign a MAC address to the user record. This should be done if the user
needs to know what the MAC address is or the MAC address has to be fixed. For
example, an IBM host may not establish a session with a PC if the MAC address
had changed from the previous session.

= You can create an internal pool of MAC addresses. The MAC address will be
assigned at the time that the PPP session is established. The relationship between
the channel of the incoming call and the MAC address is not fixed. Using the
internal pool is a good choice:

» If the protocol on the Client PC does not need the MAC address at the time
the PC is started.
» Ifitis not important that the user always has the same MAC address.

= You can enter the MAC address in the user database for some users and use the
internal pool for the others.

The 833AS LAN adapter will see every MAC address that is present on the LAN.
For best performance, the Ethernet and Token Ring LAN adapters incorporate an
Address Filter. This filter will pass through only those addresses destined for the
833AS. All other addresses will be discarded in hardware.

When a user connects with Bridge Control Protocol (BCP) to the 833AS, the MAC
address is loaded into the Address Filter. If the user record does not contain a MAC
address, the next available free MAC address from the pool will be used.

To use the MAC address pool, it must be enabled within the LAN Feature Card
configuration. See “Configure the Ethernet Card” on page 90 and “Configure the
Token Ring Card” on page 91.
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TheBCP screen is as follows:
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Allow Client Specified Address

When checked, th€lient Specified MAC Addresswill be used if available.
Usually, MAC Addresses are centrally administered, and it is recommended that th
Client Specified MAC Addresses are not allowed.

This option can be used to independently filter out LAN broadcasts and multicas
frames so they are not passed on to the WAN client. With LLC2 protocol, no
filtering should be set. The filter settings have no effect on Routing clients such a
Perle Remote or Windows Dial Up Networking clients.
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Filter Broadcast

When checked, the 833AS will not pass any broadcast messages received from t
LAN to the WAN client.

Filter Multicast

When checked, the 833AS will not pass any multicast messages received from tt
LAN to the WAN client.

Perle 833AS User Guide 145



Configuring PPP

Configuring PPP

146

Time-outs

PPP is used for communication between the Dial In PC and the 833AS. These
settings will apply to all clients (except ARA) dialing in, regardless of whether the
LAN protocol is IP, IPX, NetBEUI, or Bridge. The defaults should work in almost

all situations. It is recommended that you do not change these values during the
initial installation of the 833AS.

When a client dials in to the 833AS, the PPP stacks on each side attempt to negotiate
a common set of operating parameters. Modern clients can typically handle a wide
range of operating parameters and will successfully negotiate with the 833AS.
However, some older clients may have restrictions in their PPP stacks and may
require specific settings for the compression and maximum counts parameters.

PPP is not used with Apple Remote Access (ARA) clients. PPP settings have no
effect on the dial out function.

The PPP screen is as follows:
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Restart

When the 833AS connects with the client, they negotiate operational values between
them. It is possible that the client will not respond to an 833AS negotiation message.
This timer sets the maximum time the 833AS will wait for a response to negotiation
messages.
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Protocol

When checked, the 833AS will attempt to negotiate protocol compression during
connection.This reduces the size of the PPP header. For protocol compression to
used, both the 833AS and the client must negotiate this option.

Address

When checked, the 833AS will attempt to negotiate address compression durin
connection. This reduces the size of the PPP header. For address compression tc
used, both the 833AS and the client must negotiate this option.

IP Header
When checked, the 833AS will attempt to negotiate IP header compression.

IPX Header
When checked, the 833AS will attempt to negotiate IPX header compression.

Stac (Analog call)

When checked, the 833AS will attempt to negotiate Stac (software) compression fc
all analog calls.

Stac (Digital call)

When checked, the 833AS will attempt to negotiate Stac (software) compression fc
all digital calls.

Terminate Attempts

This parameter specifies the number of times that the 833AS will retry the terminat
procedure before considering the link to be disconnected.

Configuration Attempts

This parameter specifies the total number of configuration attempts the 833AS wil
try before the line is dropped. During PPP start-up, the server and client will attemg
to negotiate operating parameters. If the negotiation fails on the first attempt, th
833AS will try again.

NAK Count

This parameter specifies the number of NAK messages that will be permitted by th
server before the line is dropped. During PPP start-up, either side can reject tt
message requesting the operating parameters by sending a NAK.
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Use Magic Number

The magic number can be used to allow PPP to detect a loopback condition in the
link. If the magic number is enabled, PPP will discard any messages looped back to
itself. Some very old clients do not support magic numbers. Use Magic
Number should be disabled if the client does not support magic numbers.

Async Control
Click this button to access tiesync Control screen.

This is an advanced feature of PPP that lets you select any control characters that are
not allowed to be transmitted on the network. Whenever a selected control character
appears in the data stream, it is preceded by an escape sequence and changed into
non-control characters. The destination then converts these characters back to the
original value.

With a T1, E1, or PRI connection to the phone network, all control characters may be
transmitted by the 833AS. On the other hand, the client may be using network
equipment that requires some control characters to be masked off. The client should
negotiate these characters with the 833AS, and no control characters should need to
be set in the 833A&sync Control map. If you are using older clients that cannot
successfully negotiate this map, you will need to set the control characters in the
Async Control map.
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For best performance, select only those characters that must be masked off. Al
selected control characters are translated to multiple characters, degradir
performance.

Send escape before selected control characters
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A Async Control Map
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The Perle 833AS has built-in support for the AppleTalk networking protocol and no
special configuration is required. This allows an Apple Remote Access (ARA) client
running on a Macintosh to dial in to the 833AS and access the AppleTalk network.
AppleTalk is supported on both Ethernet and Token Ring connected Perle 833ASs.
Both ARA Version 1 and 2 clients are supported.

It is recommended that you use Version 2 ARA client software. If you are using a
Version 1 ARA client, you must change the modem initialization settings for the
Perle 833AS. Version 1 ARA software requires that the modem does not negotiate
compression or error correction. Other dial in clients and protocols will still work in
most cases, but performance for these clients could be degraded. If you require
modems that support Version 1 clients, it is recommended that these be placed in a
separate group.

If you are using a Version 2 ARA client, the modem settings as shipped by Apple
may not work. As with the Version 1 client you may disable error correction in the
server. However, you can retain your server settings by changing the modem
configurations used with the ARA software. See your modem vendor for these files.
Also, the Apple Remote Access Modem Toolkit Version 2.0 available from Apple
will permit you to create custom modem configurations.

The client name and password configured in the ARA client must match the name
and password within the 833AS. This name and password will be used solely to
access the 833AS, and do not correspond to names and passwords used to access an)
other Macintosh.

Fixed call back is supported by the ARA client.
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The Perle833AS supports the NetBEUI (NetBIOS Extended User Interface)
protocol. This permits clients such as the Windows 95 and Windows NT Dial up
Networking clients to be used in a NetBIOS environment.

NetBEUI requires that the client dialing into the 833AS emulate a LAN adapter. The
833AS supplies a MAC address from an address pool for this emulated LAN
adapter. Although this MAC address must be unique on your network, it does nc
have to remain constant every time a client connects.

The MAC address pool is defined in the LAN Feature card configuration. By
default, this MAC address pool is disabled. See “Configure the Ethernet Card” ot
page 90 and “Configure the Token Ring Card” on page 91 for details on defining the
pool.

Because the Perle 833AS supports up to 10 sessions per connection using NetBI(
the maximum number of sessions in the client's NetBEUI configuration must be se
to 10 or less.
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About Configuring the User Database

In this chapter you will read about:

» Overview of User Database
» Configuring the Internal User Database
» Configuring the Standard Profile

Overview of the User Database

For a user to gain access to the 833AS, the user must be defined to the system. Y
can do this in a number of different ways:

833AS Internal Database

You can define the user in the internal database of the 833AS. The internal databa
lets you set up the following for each user:
= UserlID.

=« User password.

» Administration privileges.

» Fixed MAC address, if required.

» User IP address, if required.

» Inactivity time-out.

= Amount of connect time.

=« CallBack.

= Protocols

= Packet Filtering

= LAN-to-LAN

Shared User Database

Access to an 833AS can be controlled by using the Internal Database that |
configured in a Remote 833AS server.
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External Security Systems

The 833AS can use network security servers to control access to the 833AS. The
servers supported afdovell Bindery, RADIUS, Axent, SecurlD, NT Domain

Certain features may not be available when using any of the external security
servers, because these databases do not contain all the information in the internal
database. To remove this limitation, the 833AS lets you establish standard profiles
for information that is common to a group of users. You can also set up an internal
user record even if the user is entered in the external database. This strategy makes
sense if you have a small number of users that require the special services.

The internal user database of the 833AS can store user records for 2000 users. These
user records are used:

» Forpassword authentication if the 833AS has been configured for User Database
security. See “Configuring User Authentication Security” on page 181.

» To assign either a fixed MAC address for Bridging clients, or a User IP address
for IP clients.

» To provide information on Call Back options, connect time and inactivity time-
outs.

To reduce the amount of configuration required, the user record has been split into
two screens. The first screen sets basic access security, and allows the assignment of
a fixed MAC address or User IP address, if required. Obe Standard Profile
checkbox on this screen tells the 833AS to use the settings for callback, inactivity
time-outs and connect time limits that were defined irStasdard Profile.

If you wish to use different settings for callbaakactivity time-outs and connect

time for this user, deactivatdse Standard Profile You can then get the second
user screen by clicking on tReofile button. If you wish to use Fixed Call Back (i.e.

call back from the 833AS to a number stored in the user database), you must activate
the second screen.
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Configure the Internal User Database
From the Configuration File window, click dsser.

User Main The User main screen appears. Fields are as follows:
L il Dezawimerd firzean e Sardand _“E;!:.I_]
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User

This area displays information about all the users configured in the User Database

User ID
The name of the user.

Department
Department to which the user belongs.

Access

Displays whether a user's access is enabled or disabled, and if enabled, whether
user has administration privileges.

Use Standard
Displays whether the user is using a Standard profile.

Add
Adds a user to the database.

Edit
Enables editing of the user currently highlighted in the User list.
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Remove
Removes the user currently highlighted in the User list from the database.

Import
Performs the merging of existing 833 user databases into the current database.

Standard Profile
Edits the Standard Profile.

User Database Access
Options for access to the User Database. The optiofubte andPrivate.

Public

The User Database on this server will be accessible to any Perle 833AS on the LAN
which has been configured f8earch Remote

Private

The User Database will be accessible only to users that connect to this local Perle
833AS. However, the local Perle 833AS can access the user databases on other Perle
833AS servers on the LAN if the local server is configure&&arch Remote

Shared Database

Click this button to configure the 833AS to access other servers with shared User
Databases.
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Add/Edit User The Add/Edit User screen is used to enter permissions and user parameters for
user.

At least one user record with administration privileges must be entered in the

internal database. This allows access by the 833AS Manager for configuration ar
monitoring.

The Add/Edit User screen is as follows:
T
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User Disabled

A user record is enabled by default. If you want to prevent a user from accessing t
833AS, but do not want to delete the user from the database, click on this checkbo
User ID

Enter the name of the user. Tlser ID field is case sensitive. Maximum length is

32 characters. The name is used in combination with the password for Loca
security.

@ Some clients may restrict User ID length to less than 32 characters.

Department

The department name is a 16 character long text field that can be used to descri
users. It is used solely as a display field within the Manager, and is not used fc
granting privileges or access.
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@)

Set Password

G)

G)

Expires
Select this option if you wish to disable this user record on a specific date. Enter the
Date in the field in yy/mm/dd format.

You can also click on thBrop button on the date field to display a calendar. Use the
scroll buttons at the top of the calendar to selecikbath, then click on th®ay to
select.

Administration Privileges

Select this option to grant this us&dministration Privileges. A user with
administration privileges can use the 833AS Manager to configure and monitor this
833AS.

At least one user record must be created with administration privileges for each
833AS to allow access by the Manager.

The password is used to authenticate the user if Local security is used. The
Passwordfield is case sensitive. Maximum length is 32 characters. Enter the
password in both the Password and Confirm fields.

Some clients may restrict password length to less than 32 characters.

If you are using RADIUS or Bindery external databases, or a third party security
device such as SecurlD, this password is not used unless the user has been given
administration privileges.

All users with administration privileges will be required to enter a valid password.

There are multiple ways of establishing the IP address for a user. For a complete
discussion on this topic, See “IP Connection to the Manager” on page 40.

Use Standard Profile

When checked, the values in tBandard Profile will be used folnactivity Time-

out, Connect Time andCall Back. If you wish to usérixed Call Back (i.e. call
back from the 833AS to a number stored in the user databas8jatidard Profile
cannot be used.

When cleared, th@rofile button will be enabled, allowing these values to be
customized for the user.

Profile
Click on the button to access thiser Profile parameters.
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The extended user parameters ondker Profile screen allow you to set values for
LAN-to-LAN, Inactivity Time-out, Connect time, Call Back and Filters for this user.
These values will override the values set in the Standard Profile. If you wish to us
Fixed Call Back (i.e. call back from the 833AS to a number stored in the usel
database), the Standard Profile cannot be used.

TheUser Profile screen is as follows:
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Enable LAN-to-LAN
When checked, this option allows a remote Router to access the 833AS.

Enable Auto Connect

When this option is selected, the 833AS maintains a permanent connection to tt
remote server. The 833AS initiates this connection at bootup and will automatically
retry if the link goes down. The Inactivity Time Out and the Maximum Connect
Time parameters are disabled when Auto Connect is active.

LAN-to-LAN
To set up the parameters for the remote router, click this button to open the LAN-tc
LAN window.
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Inactivity Time Out

This feature will disconnect a dial in user if there has been no activity on the link
during a time out interval. The default is to disable this feature and let the user stay
connected until they disconnect.

To configure an Inactivity time out:

1. Click thelf inactive button.
2. Enter atime valuein minutes.

Note that bridged protocols may generate data traffic even though the user may not
be performing any functions. This may cause the connection to remain open even
when the user is inactive.

Use caution when setting this option. A user that is connected to a network when this
timer expires will be disconnected, which may adversely affect the operation of
certain applications.

Connect Time
This feature will disconnect a dial in user after a preset time limit, regardless of
activity. The default is to allow the user Unlimited connect time.

To configure a time limit:

1. Click theMaximum radio button.

2. Enter a value for connect time in minutes.

With User Call Back enabled, when a user dials into the 833AS, the 833AS wiill
disconnect the call and then call back the user.

This can be used:

= For additional securityThe user record can contain a phone number to be used
for call back. Only if the user is at that phone number will access be permitted.

» For centralized billing With call back enabled, the dial in session is charged to
the server. The user pays only for the short initial connection to the 833AS.

Call back can be either Fixed or Roaming.

»  With Fixed call back, the call back numbers are stored in the user database. In
the 833AS database, two phone numbers can be stored — a main and an alternate
call back number. During the initial connection, the client asks for a call back,
and can optionally specify whether to call back the main or the alternate phone
number. (If no number is specified, the main number is used). The actual phone
number is never transmitted on the phone line. If you are using a RADIUS
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database for user records, a single call back number can be set. RADIUS C¢
Back ID is not supported.

= With Roaming call back, the client supplies the call back number at connect time
The client must support the Call Back Control Protocol (CBCP). This is
supported by the Perle Remote Client, the Microsoft Windows 95 and NT Dial
in clients, as well as some other third party clients. Roaming call back is alst
supported by the Apple Remote Access client, using Apple's dial in protocol.

You can enable both roaming and fixed call back for a single user. If both are
enabled, the 833AS will call back the roaming number if it is supplied at connect. I
it is not supplied, fixed call back will be done.

Callback is available both for modem and ISDN BRI connections. The call back
phone number will be dialed by the selected Line card (T1/PRI or EI/PRI). After
connection, you may wish to send DTMF tones for special functions. For example
the callback may need to navigate through a PBX. You can use the Post Dic
character in the call back phone number. All numbers after this character will be sel
as DTMF tones regardless of how the number was dialed. For more information o
this topic, see the AT command “Dn - Dial” on page 253.
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Enable Roaming Call Back

When checked, this option will enabiRopaming Call Back If a client asks for
roaming call back during connect, the 833AS will call back with the number
supplied by the client. If a client does not request roaming call back, the session wi
be established as if roaming call back was not checked.

If this option is not checked, any roaming call back requests will be rejected a
connect time. Client behavior will be dependent on the client — the client may eithe
continue the session without call back, or end the session.
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Filters

Protocols

Preferred Call Back Group

By default, a call back will be performed on the next available line that has been
enabled for call back. If you wish to allocate a specific group of channels for call
back by this user, select the group in the drop box. The call back group must have
been previously defined.

Use Exclusively

If you checkUse Exclusively the call back will occur only if there is a free channel
available in the selected group. If Use Exclusively is not checked, the call back will
use another channel enabled for call back if a channel from the preferred group is not
available.

Enable Fixed Call Back

When checked, fixed call back will always be performed for this user when dialing
in. If you are using the internal database, the call back will be done to the main phone
number, or optionally to the alternate phone number if requested by the client. With
RADIUS, the call back will be made to the phone number provided by the RADIUS
server.

Call Back Phone Numbers

These are the phone numbers that are used by fixed call back. Each number can be up
to 32 characters long. If you have enabled fixed call back, you must enter a Main
phone number. The Alternate phone number is optional.

Disable Server Filters

To override the server-assigned filters and use only the user-assigned filters, click
this box.

IP Filter
To assign IP filters for the user, click this button to open the User Filter Assignment

window.

IPX Filter

To assign IPX filters for the user, click this button to open the User Filter
Assignment window.

Disable anyProtocolsthat the user should not have access to by removing the check

in the check box. All protocols are enabled by default. However, if the server has any
protocols disabled, then that protocol will show as disabled for the User.
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This feature is used by remote Dialin clients to save packet charges. The client dro
the physical link to the 833AS when the line is idle but maintains the logical end-to-
end connection (IP/IPX). The client reestablishes the physical link whenever there |
end-to-end data to send. This feature must be supported by the Dial-In Clients.

Enable Protocol compression for IP and IPX for a specific user. If enabled,
compression will be done on the protocol headers.

Fixed MAC Address:

A user can be assigned a fixed MAC address by this field. Any valid MAC addres:
may be used. For Ethernet, the legal values are 020000000000 to 02FFFFFFFF(
For Token Ring the legal values are 400000000000 to 40FFFFFFFFO0O0.

User IP address:

A user can be assigned a specific IP address by checking this field. The address
entered in dotted decimal format (for example xxX.Xxxx.Xxx.xxx). The network
portion of this address must be the same as the network portion of the server's
address.

With this feature, you will be able to import 833AS User Databases and 833 Use
Lists and merge them into the server’s current database.

Thelmport User Databasescreen is as follows:

Sofecd Use Datsbare 1o leps) mia Conlgp
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%
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Import

Click this button if you want to import a user database from an existing configuratior
file.
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From theUser Main screen, click ostandard Profile.

The Standard Profile screen appears. Fields are as follows:
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Inactivity Time Out

This feature will disconnect a dial in user if there has been no activity on the link
during a time out interval. The default disables this feature and lets the user stay
connected until they disconnect. To configure an Inactivity time out, clickfthe
inactive button, and enter a time value in minutes.

Use caution when setting this option. The operation of certain applications may be
adversely effected when a user connected to the network is disconnected when the
time expires.

Bridged protocols may generate data traffic even though the user may not be
performing any functions. This may cause the connection to remain open even when
the user is inactive.

Connect Time

This feature will disconnect a dial in user after a preset time limit, regardless of
activity. The default is to allow the user Unlimited connect time. To configure a time
limit, click theMaximum radio button and enter a value for connect time in minutes.
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For a complete discussion on call back, See “User Call Backs” on page 160.

Enable Roaming Call Back

When checked, this option will enabiRpaming Call Back If a client asks for
roaming call back during connect, the 833AS will call back with the number
supplied by the client. If a client does not request roaming call back, the session wi
be established as if roaming call back was not checked.

If this option is not checked, any roaming call back requests will be rejected a
connect time. Client behavior will be dependent on the client — the client may eithe
continue the session without call back, or end the session.

Preferred Call Back Group

By default, a call back will be made on the next available line that has been enable
for call back. If you wish to allocate a specific group of channels for call back, selec
the group in the drop box. The call back group must have been previously definec
See “User Call Backs” on page 160.

If you checkUse Exclusively the call back will occur only if there is a free channel
available in the selected groupUse Exclusivelyis not checked, the call back will
use another channel enabled for call back if a channel from the preferred group is n
available.

For a discussion on protocol filters and how to define them, see “Packet Filtering” or
page 123.

Disable Server Fllters

To override the server filters and only use the user-assigned filters, click the chec
box on theDisable Server Filtersfield.

IP Filter

To assign IP filters for the user, click this button to open the User Filter Assignmen
window.

IPX Filter

To assign IPX filters for the user, click this button to open the User Filter
Assignment window.
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Disable anyProtocolsthat the user should not have access to by removing the check
in the check box. All protocols are enabled by default. However, if the server has any
protocols disabled, then that protocol will show as disabled for the User.

Client Virtual Connection

This feature is used by remote Dialin clients to save packet charges. The client drops
the physical link to the 833AS when the line is idle but maintains the logical end-to-
end connection (IP/IPX). The client reestablishes the physical link whenever there is
end-to-end data to send. This feature must be supported by the Dial-In Clients.

To assign an IP filter, click ol Filter. The IPUser Filter Assignmentwindow
appears. Up to 10 IP filters can be assigned to the user record. The server will
process these filters from the top down, so the order may be important.
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For instructions on how to define IP filters, see “Filter Assignment” on page 127.
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To assign an IPX filter, click ofPX Filter . The IPXUser Filter Assignment
window appears.
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For instructions on how to assign IPX filters, see “Filter Assignment” on page 143.

The Shared User Database feature allows the Perle 833AS to access the Us
Database of specified remote Perle 833AS servers on the LAN. Two Remote Serve
can be defined for the local server. When a user connects to the Perle 833AS,
search for the user record will occur in the following order:

1. Local User Database.

2. User Database on Remote Server 1.

3. User Database on Remote Server 2.

This option will work only if the remote Perle 833AS servers defined below have
been configured for Public User Database Access.
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To configure Shared User Databases, elect or open the proper configuration file.
From the Users section of ti@onfiguration File window, click theShared
Databaseshutton. TheShared User Databaselialog box appears. The fields are as
follows:
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Search Remote

Set the check box of tf&earch Remotdield to enable the Perle 833AS to search on
remote servers.

Remote Server 1, Remote Server 2

Specify the location oRemote Server land optionallyRemote Server 2by
selecting the Protocol supported by the remote server. The optidirsardIPX.

=« If IP is selected, enter the lddress of the remote server. The address
should be in dotted decimal notation.

» If IPX is selected, enter tidameof the remote server. The name can be up
to 15 alpha-numeric characters.
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LAN-to-LAN
The LAN-to-LAN feature is used by remote Routers to establish IP/IPX connections
with the 833AS. These connections can be initiated by either the remote Router «
the 833AS.
The following list of parameters are used for LAN-to-LAN connections.
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Remote System This section is used to setup the parameters for establishing the connection to t
Login remote router. These include the dialing and authentication parameters:

Login ID

This is the Login ID for the remote router. Maximum length is 16 characters. The
833AS will appear to the remote router as this ID.

Password

This password is used to authenticate with the remote router. The Password field
case sensitive. Maximum length is 16 characters. Enter the password in both tt
Password and Confirm fields.
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Enable Multilink PPP

The 833AS uses multilink PPP to support up to two physical links for each remote
router connection. Each physical link has a unique phone number.

Phone Number

This field is used to enter the phone number of the remote router. The calls can be
made on reserved channel numbers if necessary. The phone number fields are only
required if the connection is initiated from the 833AS or virtual connection is
enabled.

Call Type

Select the type of call to the remote router. Digital is used to call a router that has an
ISDN BRI connection. Analog is used to call a router that has a modem connection.

Virtual Connection

When enabled, the 833AS will take down the physical links to the remote router but
maintain the virtual connection at the protocol level (IP or IPX). The remote router
must be setup to support virtual connection. The 833AS will simulate the RIPs,
SAPs, and watchdogs messages when the virtual connection is enabled.

This allows the setting of timing parameters for a virtual (spoofing) connection.

Virtual connections may be initiated by:

» Adefined LAN-LAN profile with the Enable Auto Connect flag set and with the
Enable Virtual Connection flag set.

» Adefined static route being brought up on demand and which has a LAN-LAN
profile which has the Enable Virtual Connection flag set.

= Anincoming call which logs into a user profile for which a LAN-LAN profile is
defined having the Enable Virtual Connection flag set.

The following parameters may be set for the virtual connection:

If Inactive

This specifies the longest continuous time interval of inactivity(except for RIP, SAP
and IPX Type 20 packet exchange) allowed before the virtuallink is brought down.

Connect a minimum of

This specifies the shortest continuous time interval inseconds allowed for a virtual
connection. This setting is useful for setting a time period required to ensure the
exchange of routing information on connection establishment.
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Enable Auto Reconnect

When checked, this allows the 833AS to re-establish the virtual connection after
specified period of time defined by the Reconnect Every field. This field specifies
the maximum downtime allowed on a link before the link is re-established. This
optionis used to perodically reconnect for exchange of dynamic routing and othe
information between peer networks.

RIP Send Type

From the pulldown list, select the type of RIPs to be sent over the LAN-to-LAN
WANCconnection. The available choices are as follows:
« NoRIP Do not send RIPs
=« RIPV1 Send version 1 RIPs
= RIPV1 Compatible Send version 2 RIPs (no multicasts) so as to be
version 1 compatible
= RIPV2 Send version 2 RIPs

RIP Receive Type

From the pulldown list, select the type of RIPs to be received over and processe
from the LAN-to-LAN WAN connection. The available choices are as follows:

« NORIP Do not process received RIPs

» RIPV1 Process received version 1 RIPs

» RIPV1 Compatible Process received version 1 or version 2 RIPs
» RIPV2 Process received version 2 RIPs
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About Configuring the Server

In this chapter you will read about:

»  Overview
» Configuring the Server

» Dial-Out

= Security

» Configuring User Authentication Security
«  Group

=  SNMP

Parameters not related to Feature cards, protocols or users are contained within
Server screens. The following functions are configured by the Server screens:

= Server ldentification

« Dial-Out
= Security
=  Grouping
»  SNMP

For most installations, parameters in this section do not have to be configured for tr
833AS to work. However, it is recommended that you configure the Server
identification.

Dial-Out contains advanced settings that do not need to be changed for mo
installations.

The 833AS supports a nhumber of different types of user authentication security. |
you are using the password security provided in the Internal 833AS User databas
you do not need to change these settings.

Grouping is an advanced feature that allows you to select specific channels ar
modems and give them their own configuration. It is not necessary to configure
groups in order to use the Server.

If you will be using an SNMP Manager such as HP OpenView to monitor the
833AS, you will need to set the SNMP parameters.
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Configuring the Server

The Server screens contain the settings that apply to the entire server. For most
installations, the defaults provided will work and no further settings will be required.

To confi gure the From the Configuration File screen, click 8arve.

Server . .
The Servermain screen appears. Fields are as follows:
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Server Name

Enter the name you want to assign to the Server. Maximum length is 16 characters.
This name is used for reference only, and appears within the Manager and the Front
Panel of the 833AS.

Asset ID

If you wish to assign aAsset IDfor the Server, enter it here. Maximum length is 16
characters. Some companies assigriaset ID to permit them to track their
equipment. This name is used for reference only, and appears within the Manager
and the Front Panel of the 833AS.

Enable Front Panel Password
When checked, the Front Panel password is enabled.

The Front Panel can be password protected to prevent unauthorized persons from
@ accessing it. It is recommended that you enable the Front Panel password because it
is possible to perform commands from the Front Panel that can disrupt operation.
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Password

The Front Panel password is entered in this field. Maximum length is 8 numeric
(0-9) characters. The same password must be enteredQotifiem field.

Confirm
Re-enter your password.

Dial-Out
To access the Dial-Out settings, click this button. See page 176.

Security
To access the Security settings, click this button. See page 179.

Group
To access the Group settings, click this button. See page 193.

SNMP
To access the SNMP settings, click this button. See page 203.
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This screen allows you to customize bial-Out settings. Théuto dial on attach
setting can be used to automatically dial a phone number when a Dial-Out client
acquires a Dial-Out connection.

TheFlow Control andData Forwarding settings have defaults that work for most
installations and should only be changed if you have special requirements.

TheDial-Out screen is as follows:
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Auto Dial On Attach

When checked, the 833AS will automatically dial the number iPte Number
field when the Dial-Out client acquires a Dial-Out connection.

Phone Number
Enter the phone number to be dialed in this fielslifo Dial On Attach is checked.

Flow Control

Flow Control regulates the flow of data between the 833AS T1/PRI or E1/PRI card
and the modem.The 833AS has been set up to use hardware flow control and this
value should not have to be changed. However, if you enable software flow control
in the modem (via the modem initialization strings), you may need to modify these
values.

=« No Flow Control When set, the 833AS will ignore any flow control indication
from the modem.

= Hardware Flow contral When set, the 833AS will use hardware flow control
with the modem.
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= Xon/Xoff Flow Contral Also known as software flow control. When set, the
833AS will use characters received from the modem to flow control. The Xon/
Xoff fields display industry standard values.

In order to optimize the connection to the Dial-Out client, the 833AS will collect
individual characters received from the modem into a packet and forward this packe
to the client. The parameters in this section dictate the conditions that will cause th
packet to be forwarded.

Packet Size

Enter the maximum number of characters that the 833AS will collect before
forwarding the packet to the Dial-Out client. The default setting is 140 characters
The minimum value is 1 character, and the maximum is 512 characters.

Setting the number lower increases the frequency of network transmissions becau

the packets are always sent when they are full. This results in higher LAN traffic. If
you change the packet size, review the setting for the Packet Time Out.

Character Time Out

The maximum time that can elapse between characters received by the modem.
this time limit is exceeded, the packet will be forwarded to the Dial-Out client. Enter
the duration of the Character Time Out in milliseconds. The default value is 6C
milliseconds, with a maximum value of 65535 milliseconds. The value should be
lower than thé?acket Time Out

This number can be decreased to improve the response at the client. It can |
increased to reduce the frequency of network transmissions.

Packet Time Out

The maximum time that a packet will wait for characters from the modem before i
is sent. If this time limit is exceeded, the packet will be forwarded to the Dial-Out
client. Enter the duration of the pacKetme Out in milliseconds. The default value

is 720 milliseconds, with a maximum value of 65535 milliseconds.

Reducing this value may improve the response of the client if the typical date
transmission is smaller than a packet.

Trigger Characters
To access thérigger Characters screen, click on this button.
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A trigger character is a character that forces the transmission of a network packet.
This can provide optimum performance if you are transmitting certain types of data
to the Dial-Out client. For example, if you are transferring files and each block of
transmitted data ends with a consistent and unique character, you can define the end
character as a trigger.

Temgmpey Dlamarion
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There is provision for up to 16 trigger characters. Enter the trigger character in
decimal (range 0-255). You can also enter the trigger in hexadecimal by adding an
"H" after the character. For example, the same trigger character could be entered as
33 (decimal) or 21H (hexadecimal).
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It is important that you manage access to your network by Dial-In Remote Users. |
particular you should:

= Control who can connect to the 833AS.
= Control who can access your network resources such as file servers.
» Control who can configure and manage the 833AS.

The 833AS has facilities for controlling all the above.

User Authentication

When a user dials in, the 833AS ensures that the user is authenticated befo
allowing a session to be established. This authentication can be done by:

» Using a passwordAt the time of connect, the user must provide a user ID and
password. If the password is incorrect, the call is disconnected. The passwol
can be set up in the 833AS Internal User database, or an external database st
as Novell Bindery or RADIUS.

» Using a token authentication schemsuch as Security Dynamics SecurlD or
Axent. A token can take the form of a software key or an electronic card tha
provides a constantly changing number. At the time of connect, the user reac
the current number from the software key or electronic card, and enters it ir
addition to the password and user ID. Token authentication provides for a highe
level of security as the user must both possess the token and know the passwo

PAP and CHAP

The Password Authentication Protocol (PAP) and the Challenge-Handshak
Authentication Protocol (CHAP) are utilized in PPP security. They provide a secure
mechanism to authenticate a user name and password. The 833AS Local secur
service as well as some third party security services require that the Dial-In Clien
software support PAP or CHAP.

CHAP provides a higher level of security than PAP and should be used whereve
possible.

Call Back

You can enable the Fixed Call Back feature of the 833AS to enhance security. Wit
Fixed Call Back, the user record contains a phone number to be used for call bac
Once the user is authenticated, the call is dropped. The 833AS then calls back usi
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the number stored in the User database. Only if the user is at that phone number will
access be permitted.

Call back is detailed in“User Call Backs” on page 160.

Once a dial up session has been established, then the user is bound by the same
network security as a user that is directly on the LAN. Although the 833AS does not
control LAN security, in some cases you can restrict which networks and servers are
available to the 833AS.

Administration Privileges

To manage the 833AS, a user must have Administration privileges set in their user
record in the 833AS Internal database. If you are using RADIUS, you must set the
“Administrative” (value=6) or the “Administrative and Call Back” (value=11) in the
RADIUS Service-Type parameter in order to grant a user permission to manage the
unit. If you are using Netware Bindery, Axent, SecurlD or NT Domain, you still
must create a user record for anyone with Administration privileges. See “Add/Edit
User” on page 157.

Front Panel Password

The Front Panel Password restricts access to the control functions of the Front Panel.
It is recommended that you enable the Front Panel Password (See “Enable Front
Panel Password” on page 174). There is a Reset to Default function that deletes the
current configuration. Once deleted, it is possible to create a new configuration to
gain access. With the Front Panel password enabled, this function is restricted to
only those people that have the password.

If the Front Panel Password is enabled, it is still possible to us838ASManager

to change settings. However, if for some reasorMhnagercannot access the

unit, it will not be possible to reset the unit without the Front Panel password. There
is no "secret method" to circumvent this.

Static Routing

A server in an IPX network learns which networks and servers it can see. However,
by using the Static Routing Table feature of the 833AS, you can explicitly specify
which IPX servers and networks can be accessed. See “IPX Static Routing” on page
135.

You can use the IP Static Routing Table feature to restrict which IP networks and
hosts that remote users can access. See “IP Static Routing” on page 130. Note that if
you specify an IP Default Gateway in the configuration, the 833AS will attempt to
use it to route to any addresses not specified in the Static Routing Table.
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Configuring User Authentication Security

User Database

To access the Security Screen:

1. From the Configuratioifrile screen, click oiserver.
2. Fromthe Server Screen, click 8acurity. The Security main screen will appear.
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3. Choose the Authentication method from the drop list. Gliokfigure to edit
the configuration.

User Database Security uses the user ID and password stored within an 833AS Uz
database. This database could be configured on the Local 833AS or on a remc
833AS. When the remote Client connects, it communicates with the 833AS usin
either the CHAP or PAP security protocols. If the user ID and password provided b
the client matches the user ID and password within a Perle User database, the u
will be granted access. The User Database Security configuration screen is
follows:
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Authentication Protocol

Click on the check box to enable CHAP or PAP authentication protocols. If both are
checked, the 833AS will first attempt to authenticate using CHAP. If CHAP is not
supported by the client, the 833AS will then use PAP.
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CHAP

CHAP (Challenge Handshake Authentication Protocol) is one of two protocols used
in PPP security. It provides a higher level of security than PAP to authenticate a user
name and password.

To configure the parameters for CHAP for the 833AS, click this buttonCH?P
window appears. The fields are as follows:
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Maximum Interval

This is the maximum amount of time that PPP will wait before sending out a CHAP
challenge.

Minimum Interval

This is the minimum amount of time the PPP will wait before sending out a CHAP
challenge.

Retry Timeout
This is how long CHAP will wait for a response before retrying.

Retry Count
This is how many times CHAP will retry before disconnecting the client.
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The Netware Bindery is a user profile database that is stored on a Novell Netwat
server. The Bindery controls access to resources on the Netware network. A us
defined on the Bindery is granted privileges for access to specific servers, file
directories on the servers, etc. The Bindery also has the concept of a user group.
user belonging to a group is granted all access privileges given to that group.

833AS Bindery support can also be used with Novell Directory Service (NDS) tc
control password access to the 833AS. NDS supports Bindery requests if the Binde
option is enabled within the NDS configuration. Consult the appropriate Novell
documentation for details. Please note that the 833AS does not support native NC
messages.

The 833AS can use the Bindery to control password access to the 833AS. On tt
Bindery server, a group is created containing all users that can access the 833A
When the remote Client connects, it will communicate with the 833AS using the
PAP protocol (Bindery does not support CHAP). If the user ID and password
provided by the client matches the user ID and password within the Bindery, the
833AS will grant access.

Users will be given the privileges granted in the Standard User Profile. See
“Configuring the Standard Profile” on page 164. However, you can add a user recor
to the Internal 833AS User database to define unique privileges. The User ID fielc
must match the user ID stored in the Bindery. The password in the Internal Use
database will not be used unless the user is requesting administration privileges.

The Netware Bindery screen contains the following:
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Server Name
The name of the Netware server where the Bindery resides.

Netware Group Name
The name of the Netware group to which the authorized users belong.

This field is optional. If left blank, a user will be granted access based solely on thi
user ID and password.

ARA clients are not supported in this mode.
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RADIUS (Remote Authentication Dial-In Users Services) is an open standard
network security protocol. It can be used to centralize the authentication and
accounting functions for any number of RAS (Remote Access Server) units. A
RADIUS server authenticates users by matching the user name and password with a
user record in its internal database.

When the remote client connects, it will communicate with the 833AS using the
CHAP or PAP protocol. Regardless of the protocol used to exchange the password
information with the client, the 833AS will always ensure that the password is
encrypted before it is sent to the RADIUS server. If the user ID and password
provided by the client matches the user ID and password within the RADIUS server,
the user will be granted access to the 833AS. If any additional parameters were
specified for the user on the RADIUS server, they will be forwarded to the 833AS at
this time.

If RADIUS authentication has been configured on the 833AS, all users who attempt
to gain access to the 833AS will have to have records on the RADIUS server. The
local user database will not be used to authenticate users. This includes users who
have administrator privileges. You can add a user record to the internal 833AS user
database to define attributes not supported within RADIUS. The user ID field must
match the user IS stored in RADIUS, the password in the internal user database will
not be used. If a local user database entry exists for a user, it will only be used after
the user has been successfully authenticated by the RADIUS server.

Sequence of events for RADIUS authentication:

1. PCdials in and is prompted for a user name and password. User enters the
information which is then forwarded to the 833AS.

2. The 833AS will forward the user name and password to the RADIUS
authentication server. If necessary, the password is first encrypted by the 833AS.

3. The RADIUS authentication server indicates to the 833AS if the user is
authenticated. If authentication is rejected, the 833AS will notify the user.

4. Ifthe user is authenticated, the 833AS looks for a local user record for the user.
If oneis found, itis loaded into the working user record. If no local user is found,
thestandarduser record will be used.

5. The RADIUS server may return some configured parameters for the user. If it
does, these parameters will take precedence over existing parameters in the
working user record.
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A backup RADIUS authentication server can be optionally configured on the
833AS. This server will be used if the main authentication server is not available.

A RADIUS accounting server can be optionally configured on the 833AS. This
server can be used to keep accounting information for sessions. The type «
information collected by a RADIUS server includes items such as:

» Indication that the user has logged on

= Number of bytes, packets sent by the user

= Number of bytes, packets received by the user

= Total amount of time for which the user was logged on

» Indication that the user had been logged off

= Reason why the user was logged off

A backup RADIUS accounting server can be optionally configured on the 833AS.
This server would be used if the main if the main RADIUS accounting server was
not available. If no RADIUS accounting server is defined, the accounting
information will be sent to the RADIUS authentication server.

The RADIUS configuration screen contains the following:
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Authentication server

Click on thePrimary button to configure the main RADIUS authentication server.
Click on theBackup button to configure the backup RADIUS authentication server.

Accounting server

Click on thePrimary button to configure the main RADIUS accounting server.
Click on theBackup button to configure the backup RADIUS accounting server.
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Host Retry

The length of time in minutes after which the 833AS should retry a RADIUS host
which had previously become unreachable. At the expiration of this retry time, the
833AS will attempt to communicate with the RADIUS host. If no response is

received, the RADIUS will remain in an off-line state. The next attempt by the

833AS to re-establish communications with this RADIUS host will occur when the

time specified by the parameter elapses. The default value is 60 minutes.

Authentication Protocol

Selects the Authentication protocol to be used between the 833AS and the RADIUS
server. Click on the check box to enable CHAP or PAP authentication protocols. If

both are checked, the 833AS will first attempt to retrieve the user name and
password using CHAP. If CHAP is not supported by the client, it will then use PAP.

Conifguring the RADIUS server parameters:IP Address
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IP Address
The Internet Protocol address of the RADIUS server.

UDP port
The UDP port to be used to communicate with the RADIUS server. The default is
1812 for an authentication server and 1813 for an accounting server.

Secret

The secret key that is shared between the 833AS and the RADIUS server to encrypt
the data. This key must match the key configured on the RADIUS server.

Response Timeout

The length of time in seconds for the 833AS to wait for a reply from the RADIUS
server. The default is 3 seconds.
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Number of Retries

The number of times the 833AS will retry a request if no answer is received from the
RADIUS server. The default value is 2.

The user is not required to configure a backup RADIUS authentication server,
RADIUS accounting server or a backup RADIUS accounting server. If an
accounting RADIUS server is not configured, the accounting information will be
forwarded to the authentication RADIUS server.

For a complete list of the RADIUS server attributes supported by the 833AS, pleas
refer to “Appendix 4: RADIUS Server Attributes”.

Axent (previously known as Assurenet or Digital Pathways) is a software base
security server that provides user authentication with SecureNet Key cards. Whe
the remote Client connects, the 833AS will ask the Axent server to start the
authentication process. The 833AS then acts as a path between the remote Client ¢
the Axent server. The remote Client enters a TTY or terminal mode. The Axen
server will then prompt the Dial-In user for their user ID and security token from the
key card. If the user ID and token are authenticated by the Axent server, the user w
be granted access.

A remote Client must support terminal mode to use Axent security. Client
configuration may be required to enable this mode.

Users will be given the privileges granted in the Standard User Profile. See
“Configuring the Standard Profile” on page 164. However, you can add a user recor
to the Internal 833AS User Database to define unique privileges. The User ID fiel
must match the user ID in the Axent server. The password in the Internal Use
Database will not be used unless the user is requesting administration privileges.
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TheAxent screen contains the following:
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SelectIPX/SPX or TCP/IP as the protocol used to communicate with the Axent
server. The protocol chosen will change Bienary andBackup Server Address
fields described below.

Agent Key

Enter theAgent Key for the 833AS. This is a 1 to 16 digit hexadecimal value and
must match the Agent Key configured on the Axent server. This key is used to
authenticate the 833AS as a valid Axent agent.

Confirm Agent Key
Re-enter théAgent Key in this field for confirmation.

Agent D

Enter theAgent ID for the 833AS. Thisis a 1 to 16 digit hexadecimal value and must
match theAgent ID configured on the Axent server. This key is used to identify the
833AS as a valid Axent agent.
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Primary Server Address (IPX/SPX)

These fields specify the address for the Primary Axent server connected via IPX
SPX:

Network

The Network number is an 8 digit hexadecimal value which identifies the network tc
which the Axent server is connected.

Node

The network node is a 12 digit hexadecimal value which identifies the network node
to which the Axent server is connected.

Socket

The socket number for the Axent Security service. This is a 4 digit hexadecima
number. The default is 4545.

Primary Server Address (TCP/IP)
These fields specify the address for the Primary Axent server connected via TCP/II

IP address
The IP address of the Axent server.

TCP port

The TCP port number of the Axent Security Service. This is a 4 digit hexadecima
number. The default is 2626.

Backup Server Address
If you have a backup Axent server, configure the address using these fields.
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SecurlD enables the 833AS to use the ACE/Server from Security Dynamics for user
authentication. The ACE/Server is a software based security server that provides
user authentication with a memorized personal identification number (PIN) and a
code generated by the SecurID token. When the remote Client connects, the 833AS
will ask the ACE/Server to start the authentication process. The 833AS then acts as
a path between the remote Client and the ACE/Server. The remote Client enters a
TTY or terminal mode. The ACE/Server will then prompt the Dial-In user for their
user ID and passcode from the SecurlD token. If the user ID and token are
authenticated by the ACE/Server, the user will be granted access.

A remote Client must support terminal mode to use SecurlD security. Client
configuration may be required to enable this mode.

Users will be given the privileges granted in the Standard User Profile. See
“Configuring the Standard Profile” on page 164. However, you can add a user record
to the Internal 833AS User Database to define unique privileges. The User ID field
must match the user ID in the ACE/Server. The password in the Internal User
Database will not be used unless the user is requesting administration privileges.

The ACE/Server screen contains the following:
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Master IP Address
The IP address of the Master SecurlD server.

Master UDP Port

The UDP port number of the SecurID service on the Master server. This is a 4
character decimal number. The default is 5500.
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Slave IP Address
The IP address of the Slave SecurlD server.

Slave UDP Port

The UDP port number of the SecurlD service on the Slave server. This is a -
character decimal number. The default is 5500.

Encryption Type
Click the type of data encryption to be used when communicating with the SecurlC
server. The choices are DES or SDI.

Version 2.3 Enhancement

Check this box to enable the 833AS to use the Security enhancements of the Cliel
Server communication protocol offered in Version 2.3 of the ACE/Server software.
This is the default setting.

If you are using an ACE/Server with Version 2.2 software then remove the checl
from this box.

Reset Node Secret

The Node Secret is a pseudo-random string that is sent to the 833AS server by t
SecurlD server the first time the 833AS sends an authorization request. The Noc
Secret is used to encrypt the data that is sent between the 833AS and the Secu
Server.

Do not check this box unless there is a mismatch between the node secret in tl
833AS and the SecurlD server and you must reset the Node Secret to blank. T
would occur if a 833AS is moved to another network with a new SecurlD server.

If the Node Secret is reset, or the 833AS is reset to factory defaults, then the Secur
server must be configured to resend the Node Secret to the 833AS.
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NT Domain enables the Perle 833AS to use a Windows NT’s domain user database
for dial-in user authentication. The Perle 833AS server will collect the userid and
password from the dial-in client and will forward an authorization request to the
Primary Domain Controller (PDC). This feature will work with the Perle Remote
Client as well as other PPP clients such as Windows 95 and NT. The clients must
support the Password Authentication Protocol (PAP).

Users will be given the privileges granted in the Standard User Profile. See
“Configuring the Standard Profile” on page 164. However, you can add a user record
to the Internal 833AS User Database to define unique privileges. The User ID field
must match the user ID in the NT Domain Server. The password in the Internal User
Database will not be used unless the user is requesting administration privileges.

The NT Domain dialog box contains the following:
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Protocol

Select the network protocol which will be used to communicate with the PDC. The
choices are IPX and IP.

Default Domain Name

Identify the NT domain by entering the Domain Name. The Domain name can be up
to 16 characters long.

IP Address

If the network protocol used to communicate with the PDC is IP then enter the
PDC'’s IP address. This value must be configured if the PDC is not on the same IP
subnet as the Perle 833AS.
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Allow User Specified NT Domain

Click the check box to allow a dial-in user to specify a domain to which they belong
The Perle 833AS server will send the authorization request to this domain instead
the default domain. A user would enter their userid in the format “domain\userid”.

The powerful grouping feature of the 833AS lets you select specific channels an

modems and give them their own configuration. Some examples of uses fo

grouping include:

= Allocate connections for specific departments or have a connection alway:
available for the MIS department.

= Set up a group of modems that are compatible with older Dial-In modems tha
require special settings.

= Set one group of users with a maximum Dial-In time of one hour, and anothe
with unlimited access time.

The 833AS treats channels and modems as pools of channels and modems.
channel, by default, appears in the main channel pool. The channel can be enabl
for Dial-In, Dial-Out, and/or call back. (Note that by default Dial-In, Dial-Out and
call back are enabled, but any of these functions can be disabled in the T1/PRI or E
PRI configuration).

When a Dial-In call comes in, the 833AS will allocate the next available modem
from the main modem pool.

For a discussion on the main channel and modem pool, please See “Channels”
page 196.

If a channel is added to a group, that channel is removed from the main pool.
channel can appear within only one group.

If a modem is added to a group, that modem will be removed from the main pool
However, a modem can appear in multiple groups.

How a group is selected is based on the mode of operation.
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Diak-In

When a call comes in, the 833AS checks to see if the channel is assigned to a group.
If it is, the group profile for that call is used. Based on this profile, the 833AS will
allocate one of the modems assigned to the group. Also, other settings can optionally
be defined for this group:

» User standard profile.

» PPP protocol settings.

» Bridge filter.

Dial-Out

Groups enabled for Dial-Out will appear in the "Available Pools" list of the Perle
833 Dial-Out client. A user selects a group from the list and is then assigned a
channel and modem that is defined to the group. Also, Dial-Out settings for flow
control, autodial, and packet forwarding can be customized for this group.

Call Back

The Call Back group is determined by an entry in the user record. A channel and
modem assigned to the group will be used when call back is required. There are no
optional group settings for Call Back.

It is possible to enable a group for more than one mode of operation. That is, one
group can be enabled for Dial-In, Dial-Out, and Call Back.
If a group is enabled for multiple modes, it will behave...

= asaDial-In group if a Dial-In call is received.
» asaDial-Out group if selected from the Dial-Out client.
= asa Call Back group if call back is required.

...if Dial-In, Dial-Out, and call back are enabled.
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Group Main The group main screen lists all the currently defined groups and whether a group
enabled for Dial-In, Dial-Out, or call back. Fields are as follows:

Group

Group Dial In Dial Out Call Back

Cancel

Edit

Bemowe

Total 0 Groups

Group
Name of the group.

Dial-In
Displays whether this group is enabled for Dial-In.

Dial-Out
Displays whether this group is enabled for Dial-Out.

Call Back
Displays whether this group is enabled for call back.

Add
To create a new group, click éwmd.

Edit
To edit an existing group, highlight that group and clicledlit.

Remove
To remove an existing group, highlight that group and clicRemove
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Channels

The Add Group and Edit Group screens allow you to set the parameters for the
group. Fields are as follows:

Add Group

Group Name: Enable group for

[ ] K Dial In [ Dial Out [ call Back ‘

rLines
& Use main pool
Channels in group Channels
S2CHM a
<< Add S2CHO2
S2CHO3

52CHD4
>> Remove G2CHDS
Leorune

M odems
[®] use main pool
Modems in group Modems

Ok I | Cancel l ‘ Adwanced I | Help l

Group Name
Enter the name you want to assign to the Group. Maximum length is 16 characters.

Enable Group For

These settings allow you to enable a group for:
« Dial-In.

« Dial-Out.

» Call back.

The enable group settings override the settings for any channels and modems
explicitly included in the group.

Use Main Pool

When enabled, the channels for this group will be allocated from the main channel
pool. If a channel is required for Dial-Out or call back, the channel attributes that
were defined in the T1/PRI or E1/PRI configuration will be used. For example, if a
channel is required for Dial-Out for this group, the 833AS will select the next
available channel from the main pool that has been enabled for Dial-Out.

When disabled, the next available channel that appears @hiwenels In Group
box will be used.
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Channels In Group

Lists the channels by name that have been allocated to this group. If a chann
appears in this group, it will not appear in either the main pool or any other group. T
remove a channel from this group, click on Bemovebutton.

Channels

Lists the channels that are available to be added to this group. To add a channel
this group, click on thédd button. The name of the channel is defined in the
channel section of the T1/PRI or E1/PRI configuration. Note that if a T1/PRI or E1/
PRI card has been disabled in configuration, the associated channels will still appe
in the list to permit pre-configuration.

Use Main Pool

When enabled, the modems for this group will be allocated from the main moden
pool. If amodem is required for Dial-In, Dial-Out, or call back, the modem attributes
defined in the Modem configuration will be used. For example, if a modem is
required for Dial-In for this group, the 833AS will select the next available modem
from the main modem pool that has been enabled for Dial-Out.

Modems In Group

Lists the modems that have been allocated to this group by name. If a modei
appears in this group, it will not appear in the main pool. It may, however, be
allocated to another group. To remove a modem from this group, click on the
Removebutton.

Modems

Lists the modems that are available to be added to this group. To add a modem to tl
group, click on theAdd button. The name of the modem is defined in the modem

section of the Modem configuration. Note that if a Modem card has been disabled i
configuration, the associated modems will still appear in the list to permit pre-
configuration.

Advanced
To access the Advanced group settings, click on this button.
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Group Advanced The advanced settings allow you to customize these settings on a per group basis:

» User standard profile.
» PPP protocol settings.
» Dial-Out settings.

» Bridge filter settings.

For this group. change these settings:
O User Standard Profile
O PPP Protocol
[ Dial out
[ Bridge Filter Bridge

| Cancel I | Help I

Click the checkbox for any settings that you wish to modify. If you do not modify a
setting, the system settings for these values will be used.
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If enabled, this Group Standard Profile will replace the system Standard Profile fo
any Dial-In calls received on this group. If a user record is set to not use the Standa
profile, the Group Standard Profile will not be used.

Inactieity Timn Dl Camed T

W [ alied B ki

01 e | I ey i T PP, I [T
Uieti Call Backia

[ Enabie Rasmvrs Call Back

||-.-.. Ij Ot 5 1Fulp

Filtme
I Disskde Gerver Fllers [ wrmm | | wwrme |
Fikacnia
= H Moellvn ® AP
H = E ana

Tl ‘Wil ity
] Enable Yrtual Conrsect

] (] =]

Inactivity Time Out

This feature will disconnect a Dial-In user if there has been no activity on the link
during a time out interval. The default disables this feature and lets the user ste
connected until they disconnect. To configure an Inactivity time out, clickf the
inactive button, and entertame valuein minutes.

Use caution when setting this option. The operation of certain applications may b
adversely effected when a user connected to the network is disconnected when t
time expires.

Bridged protocols may generate data traffic even though the user may not b
performing any functions. This may cause the connection to remain open even wh
the user is inactive.

Connect Time

This feature will disconnect a Dial-In user after a preset time limit, regardless of
activity. The default is to allow the user Unlimited connect time. To configure a time
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User Call
Backs

Filters

limit, click the Maximum radio button and enter aalue for connect time in
minutes.

For a complete discussion on call back, see “User Call Backs” on page 160.

Enable Roaming Call Back

When checked, this option will enabiRopaming Call Back If a client asks for
roaming call back during connect, the 833AS will call back with the number
supplied by the client. If a client does not request roaming call back, the session will
be established as if roaming call back was not checked.

If this option is not checked, any roaming call back requests will be rejected at
connect time. Client behavior will be dependent on the client — the client may either
continue the session without call back, or end the session.

Preferred Call Back Group

By default, a call back will be done on the next available line that has been enabled
for call back. If you wish to allocate a specific group of channels for call back by this
user, select the group in the drop box. The call back group must have been
previously defined.

If you checkUse Exclusively the call back will occur only if there is a free channel
available in the selected groupUse Exclusivelyis not checked, the call back will

use another channel enabled for call back if a channel from the preferred group is not
available.

Disable Server Filters

To override the server filters and only use the user-assigned filters, click on this box
in the Disable Server Filters field.

IP Filters

To assign IP filters, click thE® Filters button. See “Filter Definition” on page 124

for more details.

IPX Filters

To assign IPX filters, click thePX Filters button. See “Filter Definition” on page
124 for more details.
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Disable anyProtocolsthat the user should not have access to by removing the checl
in the check box. All protocols are enabled by default. However, if the server has an
protocols disabled, then that protocol will show as disabled for the User.

Client Virtual Connection

This feature is used by remote Dialin clients to save packet charges. The client droj
the physical link to the 833AS when the line is idle but maintains the logical end-to-
end connection (IP/IPX). The client reestablishes the physical link whenever there |
end-to-end data to send. This feature must be supported by the Dial-In Clients.

If enabled, these PPP settings will replace the system PPP settings for any Dial-
calls received on this group. This may be useful for providing compatibility with

older PPP clients. Some older clients may have restrictions in their PPP protoct
implementation and may require specific settings for the compression and maximur
counts parameters.

The parameters for the PPP Group settings are the same as the main PPP settil
For details on these settings, see “Configuring PPP” on page 146.

If enabled, these Dial-Out settings will replace the system Dial-Out settings for an
Dial-Out sessions using this group. The parameters for the Dial-Out Group setting
are the same as the main Dial-Out settings. For details on these settings, see “Di
Out” on page 176.
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If enabled, these protocol settings will replace the system Bridge Control Protocol
(BCP) protocol settings for any Dial-In calls received on this group. This option can
be used to independently filter out LAN broadcasts and multicast frames so they are
not passed on to the WAN client. With LLC2 protocol, no filtering should be set. See
“Chapter 7: Configuring the Protocols” on page 111.

Fields are as follows:

Andngs Caosdanl Protmcod Fillen - Ben

[ Futar Broadcast

M Filtes Musltioasl

=
b |

Heshs

Filter Broadcast
When checked, the 833AS will not pass any broadcast messages received from the
LAN to the WAN client.

Filter Multicast
When checked, the 833AS will not pass any multicast messages received from the
LAN to the WAN client.
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SNMP, or Simple Network Management Protocol, is a command/response protocc
used for managing IP devices on a network.

An SNMP Manager such as HP OpenView® is used to issue requests for statu
performance, and configuration information to an IP device on the network.

An SNMP compliant IP device responds to commands issued by the SNMF
Manager. The code that responds to the SNMP request is known as an SNMP Age
Depending on the source and access privileges of the request, the Agent may or m
not issue the requested information. Access levels range from:

» No Access - the SNMP Manager does not have access privileges.

» Read-only - the SNMP Manager can read the information only, but cannot modify it
» Read/Write - the SNMP Manager can read and edit the information.

SNMP is an open standard and the capabilities are defined in specifications know

as RFCs. The 833AS supports the following RFCs:

» RFC1157- A Simple Network Management Protocol. (SNMP)

» RFC1213- Management Information Base for Network Management of TCP/IP
Internets: MIB II.

» RFC1406- Definitions of Managed Objects for the DS1 and E1 Interface Types.

» RFC1471- The Definitions of Managed Objects for the Link Control Protocol of
Point-to-Point Protocol.

» RFC1573- Evolution of the Interface Groups of MIB-II.

» RFC1643- Definitions of Managed Objects for Ethernet-like Interface Types.

» RFC1659- Definitions of Managed Objects for RS-232-like Hardware Devices
using SMiv2.

» RFC1696- Modem Management Information Base (MIB) using SMIv2.

» RFC1742- AppleTalk Management Information Base II.

» RFC1743- |EEE 802.5MIB using SMIV2.

» RFC2127- ISDN Management Information Base using SMIv2.

The 833AS Agent supports read access of the SNMP information only. Configuration ar
control is performed via the 833AS Manager.

The 833AS can be controlled by an SNMP Manager that has dialed in to the 833AS.
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SNMP The SNMP Configuration screen is used to set parameters related to SNMP. Fields
Configuration are as follows:
SHMP Configuration

Hame: I |

Contact: | |

Location: | |

Padess [ . ]

Community:

rTrap Host

[ Enabled

rCo ity

Mame Mccess

public Read

[Tok ] [ cance | Help |

Name

Enter the name that ti8=rverwill be known as to the SNMP network. This name is
not tied to the Server name that is defined on the Baimer configuration screen.
Maximum length is 255 characters.

Contact

Enter the name of the person responsible for managing the 833AS. Maximum length
is 255 characters.

Location
Enter a description of the physical location of the 833AS.

TrapHost ~ When the SNMP Agent in the 833AS detects a serious condition or activity, it will
send a message known as a trafgrédp Host is an IP workstation that is set up to
receive SNMP trap messages. Thap Host must be a member of a community
which is known to the SNMP Agent.

The 833AS sends trap messages:

= When the unit restarts.
=« When an invalid login is detected.

Enabled
Click on the box to enable tHeap Host.
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IP Address
Enter theP addressof the Trap Host in dotted decimal format.

Community
Select a community that tiegap Host belongs to from the drop box.

Not everyone on the IP network should be permitted to access the informatiol
controlled by an SNMP Agent. SNMP access to the 833AS is restricted through th
use of communities and community tables.

A community is a group of users having a defined Name and a defined Access leve
The 833AS supports up to five SNMP communities. The default community is
"public".

Community tables act like passwords by controlling SNMP access. They list all
SNMP communities and their corresponding access levels.

When the SNMP Agent on the 833AS receives a request for information, it looks fo
the name of the requester in the community table. If it is not found, the request i
denied and an error is returned to the user. If the access level of the community
equivalent to or greater than the access level of the request, it is accepted.

The list of currently defined communities is displayed in the Community table. To
add a new community, clicRdd. To edit an existing community, highlight the
community and clickedit. The Community configuration screen will appear.

To delete an existing community, highlight the community and delete You
cannot delete the "public" SNMP community. However, its access level can be
changed.

Hame I
LISh ] ]
M Ha Sccom Fiead
|_ GF J | Camcmi | | Heip
Name

Enter theSNMP community namein this field.

Perle 833AS User Guide 205



SNMP

Access

Click on No Accessif you want to prevent members of this community from
receiving responses to their SNMP requests. CliclReadif you wish to grant
Read access permission to members of this community.
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Chapter 10: Managing the Perle 833AS
Appendix 1: Menu Descriptions and Maps
Appendix 2: AT Command Set

Appendix 3: Specifications

Appendix 4: RADIUS Server Attributes
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About Managing the Perle 833AS

This chapter provides information related to managing the 833AS. You will read
about:

» 833AS Manager Statistics

» 833AS Front Panel

= 833AS Event Log

833AS Manager Statistics

Viewing Statistics

Built into your 833AS Manager is a facility that provides information about the:

» Operational status of the Feature Cards in the unit.

= Number of LAN transmission and receive errors encountered.

= Networks and Servers that can be reached by the 833AS on an IPX connectio
» Status of current calls, and what modems and lines are used by those calls.

» Quality of the T1 or E1 line.

To view the statistics of an 833AS, connect to the server and cG@bsgtatistics
from the Statistics menu. Please See “Connecting to the Server” on page 57 f
details on how to connect to a server.

The main System Statistics screen will appear. This screen provides a high lev
view of the status of the server. It also allows you to access more detailel
information about a Feature Card or protocol.
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Server  The following general information about the Server is displayed:

Information EEEE——
L
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Time 1 EESADENADS 1439 1R Factery Defowlt Vormon. 05,90
Up Tees 1 dagw 23 hows 33 i
Hisl Coamd Etplun. Pl pouion I ies
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¥ E mste
E Dad 1 4P Hotl configuesd @ 1] am
[ Hels |
Name

Name of this 833AS as defined in the Server configuration.

Asset ID
Asset ID of this 833AS as defined in the Server configuration.

Time
The current time as set within this 833AS.

Uptime
Time elapsed since the 833AS was last started or reset.

Firmware Version
Version number of the 833AS operating Firmware.

BIOS version
Version number of the 833AS BIOS.
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The Feature Card display provides basic information about each Feature Cal
installed in the 833AS. The following information is displayed for each Feature
card:

Slot
Slot number of the Feature Card.

Card
Type of card installed in the slot. Valid card types are:

= System/Ethernet
» Token Ring

»  T1/PRI
» Dual T1/PRI
« E1/PRI

= Dual E1/PRI

= PerleDSP Modem Feature Cards
= Perle 12 HD Modem Feature Card
= Perle 18 HD Modem Feature Card
= Perle 24 HD Modem Feature Card
= Perle 30 HD Modem Feature Card
« Empty (no card)

Status
Displays whether the card is enabled or has been disabled via configuration.

Resources

The total number of resources available for this card. A resource is a general term f
the number of enabled modems or channels available on a card. If a channel
modem has been disabled via configuration, that resource will not be included in th
total.

InUse
The number of resources for the card that are currently in use.

Card
Click on this button to access tBgatisticsfor this card.
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Accessing
Card
Statistics
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=

IP Protocol
Click on this button to access tHeProtocol Statistics

IPX Protocol
Click on this button to access tH&X Protocol Statistics

To access the statistics for a Feature Card:

1. Bring up the mairBystem Statisticsscreen.

2. Highlight theFeature Card in theFeature Card window, and click orCard.
The next screen displayed will be based on the card selected.

L
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Ethermnet |
Connection: 10BaszeT
Mac Address: 020000000000
Bytez Received: 123
Bytez Tranzmitted: 23

Overruns: 15

| LCancel I | Help I

Connection
The physical connection used for the Ethernet on the 833AS.

MAC Address
The MAC address configured for this Ethernet connection.

Bytes Received

The total number of bytes received by this Ethernet connection for the 833AS sinc
last start or reset.

Bytes Transmitted

The total number of bytes transmitted by the 833AS on this Ethernet connectio
since last start or reset.

Overruns

The number of times that heavy LAN traffic caused a frame to be lost by the Etherne
interface. Overruns result in frames having to be retransmitted.
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Token Ring
Speed: 16 Mbpsz
Mac Address: 040000000000
Bytes Received: 223
Bytes Transmitted: 12

Overnuns: L

| Cancel I | Help I

Speed
The speed configured for this Token Ring interface.

MAC Address
The MAC address configured for this Token Ring interface.

Bytes Received

The total number of bytes received by this Token Ring connection for the 833AS
since last start or reset.

Bytes Transmitted

The total number of bytes transmitted by the 833AS on this Token Ring connection
since last start or reset.

Overruns

The number of times that heavy LAN traffic caused a frame to be lost by the Token
Ring interface. Overruns result in frames having to be retransmitted.
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T1/PRland EV/PRI The statistics screen displayed is identical for both the T1/PRI interface card and tf

and Dual T1/PRI E1/PRI interface card.

and Dual E1/PRI i )
If the selected card is a Dual T1/PRI or a Dual E1/PRI, you will be prompted to

select the line interface before being presented with the statictics screen.
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Line

Displays whether the T1 line is communicating with the Carrier Central Office.
Valid statuses are:

= Connected
= Disconnected

Circuit ID
The configured Circuit ID for this line.

Up Time
The time elapsed since this Feature Card was started or reset.
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Line Errors

This section displays the line error status for the currentinterval. By convention, line
errors are counted for a IBinute interval, after which all counts revert to 0. The
errors below are calculated as defined in the SNMP RFC 1406 (Definition of
Managed Objects for the DS1 and E1 Interface Types). Line error information for
the previous 24 hours is available by clicking on the History button.

Current Interval Seconds

The number of seconds elapsed in the current 15 minute interval. It will be reset to 0
every 15 minutes.

Errored Seconds

Number of seconds within the current interval that any of the following error
conditions occurred on the line:

» Path code violation.

» Out of frame detect.

» Controlled slip event.

»  AIS defect.

» Bipolar Violation (D4, E1-no CRC links only).

Severely Errored Seconds

Number of seconds within the current interval that any of the following error
conditions occurred on the line:

D4 framing

= One or more Out of frame detects.

= More than 1544 Line code violations.
ESF framing

= More than 320 Path code violations.
= One or more Out of frame detects.
= One or more AIS defects.

E1-CRC framing

= More than 832 Path code violations.
= One or more Out of frame detects.

E1-no CRC framing
= More than 2048 Line code violations.
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Unavailable Seconds
Number of seconds within the current interval that the interface is unavailable.

Degraded Minutes

Number of minutes in the current interval that the estimated error rate is greater the
1E-6, but does not exceed 1E-3.

Channel  This area displays detailed status for each channel on the line. For each channel,
Status  following information is displayed:

Channel
Displays channel number, and channel name as defined by configuration.

Mode

Displays the current mode for the selected channel.

If the channel is idle, the configured values for the channel will be displayed:
« DI - Dial-In.

» DO - Dial-Out.

=« CB - Call Back.

= Disabled.

If the channel is in use, the valid modes are:
« Dialin.

= Dial out.

= Call back.

Status  Displays the current status for the selected channel. Valid statuses are:

Idle
Channel is not in use.

Connecting
Channel is attempting to connect.

Active
Channel is connected.

Disabled
Channel is disabled in configuration.
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Type

Displays the type of call for the selected channel. Valid types are:

Idle
Channel is not in use

Analog
Callis an analog call, received on a channelized T1. A modem is required.

ISDN Digital
Callis an ISDN digital call. A modem is not used.

ISDN Analog
Callis an ISDN analog (also known as ISDN voice) call. A modem is required.

Disabled
Channel is disabled in configuration.

Assigned

If the current call is an Analog or ISDN analog call, this field will display the name
of the modem assigned.
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This area displays User and Session information for the current call.

User
The name of the user dialed into the 833AS. Valid for dial in only.

Department
The department as configured in the User record. Valid for dial in only.

Group

If this channel has been configured to be part of a group, the group name is display
here.

Bytes RX
The number of bytes received on this channel.

Bytes TX
The number of bytes transmitted on this channel.

IP Address

If IP protocol is being used in this connection, the IP address of the client is
displayed here. Valid for dial in only.

IPX Address

If IPX protocol is being used for this connection, the IPX address of the client is
displayed here. Valid for dial in only.

MAC Address
The MAC address used by the client. Valid for dial in only.

Time Connected
The time since the start of the current call.
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History This screen displays the line errors for the T1/PRI line or E1/PRI line for all the 15
minute intervals during the previous 24 hours.
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Fields are as follows:

Date, Time
The date and time of the start of the 15 minute interval.

Errored Sec
The number of errored seconds in this interval.

Severely Err Sec
The number of severely errored seconds in this interval.

Unavail Sec
The number of unavailable seconds in this interval.

Degraded Min
The number of degraded minutes in this interval.
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Modem This screen displays statistics for the Modem Feature Card.
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Up Time

The time elapsed since this Feature Card was started or reset.

Modem Status ~ This area displays a detailed status for each modem on the Feature Card. For e:
modem, the following information is displayed:

Modem
Displays modem number and name as defined by configuration.

Assigned
The following statuses are valid:

» Channel: The name of the channel to which the modem is currently assigned.
» Idle: The modem is not currently assigned to a call.
» Disabled: The modem is disabled via configuration.

Attempts
Number of incoming call attempts for this modem since card start or reset.
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Last Call
Status

Call Status

Incoming Complete

Number of successful incoming attempts for this modem since card start or reset.
The count is incremented when the modem has completed the training sequence
successfully and has indicated to the 833AS that the carrier is active.

Fail

Number of unsuccessful incoming attempts for this modem since card start or reset.
The count is incremented if the modem does not complete its training sequence. This
could be due to modem incompatibility, an incorrect call type (voice, fax), or a line
disconnect before the training sequence completes.

Bytes RX
Number of bytes presented to the modem since card start or reset.

Bytes TX
Number of bytes transmitted by this modem since card start or reset.

Retrains

Number of retrains experienced on connections with this modem since card start or
reset.

This area displays status for the last call received by the modem currently selected in
the Modem status window.

Transmit Rate
The transmit speed used by the modem for the last call in bits per second.

Receive Rate
The receive speed used by the modem for the last call in bits per second.

Modulation
The modulation scheme used by the modem for the last call.

This area displays User and Session information for the selected modem in the
modem status window.

User
The name of the user dialed into the 833AS. Valid for dial in only.
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Department
The department as configured in the User record. Valid for dial in only.

Group
If this modem has been configured to be part of a group, the group name is display:
here.

IP Address

If IP protocol is being used in this connection, the IP address of the client is
displayed here. Valid for dial in only.

IPX Address

If IPX protocol is being used for this connection, the IPX address of the client is
displayed here. Valid for dial in only.

MAC Address
The MAC address used by the client. Valid for dial in only.

Time Connected
The time since the start of the current call.

Bytes RX
The number of bytes received on this modem during the current call.

Bytes TX
The number of bytes transmitted on this modem during the current call.
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User Statistics From the statistics screen of the manager, the administrator will be able to view the
session statistics on a per user basis.

TheUser Statisticsscreen is as follows:

Tnrocmsl Huocarsn
Ll s 0 e I hoasiirest Mk (TR Fladwy

sl Tasiua:
Uagairmerd IF Szdime
HT A 117 Badghimer
Bpten A3 HiC Aduory
Bolmn T3 I cemmeciad
| Comca | Hedp
User

The name of the user dialed into the 833AS. Valid for dial in only.

Modem
Displays modem number and name as defined by configuration.

Type
Displays the type of call for the selected channel.
Idle
Channel is not in use
Analog
Call is an analog call, received on a channelized T1. A modem is required.
ISDN Digital

Callis an ISDN digital call. A modem is not used.
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ISDN Analog
Callis an ISDN analog (also known as ISDN voice) call. A modem is required.

Channel
Displays channel number, and channel name as defined by configuration.

Department
The department as configured in the User record. Valid for dial in only.

Group
If this modem has been configured to be part of a group, the group name is display:

here.
Bytes RX
The number of bytes received on this modem during the current call.

Bytes TX
The number of bytes transmitted on this modem during the current call.

IP Addr

If IP protocol is being used in this connection, the IP address of the client is
displayed here. Valid for dial in only.

IPX Addr

If IPX protocol is being used for this connection, the IPX address of the client is
displayed here. Valid for dial in only.

MAC Addr
The MAC address used by the client. Valid for dial in only.

Time Connected
The time since the start of the current call.
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IP Protocol To access the statistics for thieprotocol, from the main System Statistics screen,
click onlP Protocol. The following screen is displayed:

frvm IF
Addeear: 10110056 20
Sulwsst T IEED

Scpmed By Lanhgurabon

IF RIF || [ || Hela

Address
The IP address of the Server.

Subnet
The subnet of the Server.

Acquired By

The method used to acquire the IP address. Valid values are:
= BOOTP:Address was acquired from a BOOTP server.

» RARP: Address was acquired from a RARP server.

= Configuration:Address was configured in the 833AS.

IPRIP  To display the contents of thE RIP table, click on théP RIP button on thdP
Protocol screen. ThéP RIP screen will be displayed.
—_—

e ____ |

Upiwreh Humbnr Haga

JIELTZN. A0 1]

Fields are as follows:

Network Number
The network number of the network that can be accessed.
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Hops
The number of routers that are between this network and the network that the 8332
is on.

Update

This button will display the updated number of RIPS in the table.

To access the statistics for X protocol, from the main System Statistics screen,
click onIPX Protocol. The following screen is displayed

e e
W Mielmii Hipmlesis I—_l
TWPE Il 45D |W|
SH& TS0
X E b
w2z e =]
Dl Iy M ptmiaik, Wagmdeed:  JOFRETT D | E_l'ﬁ' |

Type

The network number for Ethernet Type Il frames. Field is blank if Ethernet Type I
frames are not used.

SNAP

The network number for Ethernet or Token Ring SNAP frames. Field is blank if
Ethernet or Token Ring SNAP frames are not used.

802.2

The network number for Ethernet or Token Ring 802.2 frames. Field is blank if
Ethernet or Token Ring 802.2 frames are not used.

802.3

The network number for Ethernet 802.3 frames. Field is blank if Ethernet 802.
frames are not used.

Dial In Network Number
The network number of the Dial In network.
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IPXRIP  To display the contents of tHEX RIP table, click on théPX RIP button on the
IPX Protocol screen. ThéPX RIP screen will be displayed.

IPX RIP E
Metwork Number: Hops: Ticks:

1234ABCD 2 2 -
147F87ED 2 17

1744 3 3

1745 2 2

1750 2 2

18A5 5 14

19DA 2 17 hd

Update I

Fields are as follows:

Network Number
The network number of the network that can be accessed.

Hops
The number of routers that are between this network and the network that the 833AS
is on.

Ticks
The amount of time in ticks to reach the network. A tick is equal to 55 milliseconds.

Update
This button will display the updated number of RIPS in the table.
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To display the contents of thEX SAP table, click on théPX SAP button on the
main Protocol screen. ThéPX SAP screen will be displayed.

IPX SAP [ %]
Hetwork Mode
Server Name: Type: Hops: address: address: Socket:
SERVER1 26 2 19DA 020000FACADE 4E52 .
SERVER2 26 1 2711 0200FEEF2345 4E52
shen Be 26 2 6400A847 004002800244 4E52
SUPPORT 107 3 ADDA 000000000001 8104
SUPPORT 23F 3 ADDA 000000000001 907B
SUPPORT 4 3 ADDA 000000000001 451
TEST410 107 2 2F78392F 000000000001 8104
TEST410 4 2 2F78392F 000000000001 451
Training 26 2 376ET148 004002800362 4E52 T
LCancel I | Help I

The fields are as follows:

Server Name
The name of the Novell Server described in this entry.

Type
Type of Novell Server. These numbers are defined by Novell. Some common type
of servers are:

3
4
5
7
9

- Print Queue

- File Server

- Job Server

- Print Server

- Archive Server

24h - Remote Bridge Server
47h - Advertising Print Server

The Perle 833AS server uses the number “26h” as its server type.

Hops
The number of routers that are between this Server and the network that the 833/
is on.

Network Address
The network address of this Server.
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Node Address
The node address of this Server.

Socket
The IPX socket number that is used to communicate with this Server.

833AS Front Panel

The Front Panel consists of a keypad and LCD display at the front of the 833AS. Itis
used for the initial setup of the 833AS and monitoring the operational status.

Navigation Keys Enter Key Power LED

A
TR .
:

LCD ESC Key

System LED
A 833AS Front Panel

The elements of the Front Panel are:

» 2 X 16 character backlit LCD display
= 6 key keypad. Keys are:
= Navigation keys (left, right, up, down)

» Enter key
» ESC key
Power LED

Indicates that the 833AS is powered up.

System LED
Blinks continuously when the 833AS is operational.
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Display Language
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The Front Panel operates in two different modes, Factory Default and Normal.

If the 833AS has not yet been configured, the Front Panel is in Factory Defaul
mode. In Factory Default mode, you have access to commands and statuses that y
may require to communicate with the 833AS Manager.

Once the 833AS has been fully configured, the Front Panel is in Normal mode. I
this mode, many of the statistics that are available from the 833AS Manager can k
displayed on the Front Panel. You also have access to these control functions:

» Reset the entire 833AS.

» Resetasingle Feature Card.

» Resetthe 833AS to Factory Default mode.
» Setthe IP and IPX address of the 833AS.

These control functions can be password protected to prevent unauthorized acces

In Normal mode, the display will be in the same language as the 833AS Manage
that was used to configure the unit. In Factory Default mode, the display will initially
be in English. However, the display language can be changed. Available language
are:

= English

» French

« German

» ltalian

» Japanese (Katakana)
= Spanish
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Navigating the
Front Panel

232

To change the language, from the main factory default screen:

Perle 833AS

Press > One of the following screens will appear:

No Manager

Or
Manager IP

Or

Manager IPX

PressEnter. Use A v keys to scroll through the languages.
PressEnter to confirm your choice.

The keypad is used to navigate through the Front Panel displays, and edit a Front
Panel field.

The front panel menu structure is provided in Appendix 2. For navigation, the keys
behave as follows:

Left 4 , > Right Keys

Selects a menu.

Up A , v Down Keys

View entries within a menu.

Enter Key
If an item can be edited, enables the item to be edited.
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ESC
Return to the previous screen.

When editing a field, the keys behave as follows:

Left 4 , > Right Keys

Position the cursor to the correct editing position.

Up A , v Down Keys

View selections or change values at the cursor position.

Enter Key
Accept changes and exit edit mode.

ESC Key
Discard changes and exit edit mode.
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Event Log

234

The 833AS has a non-volatile Event Log that is used to track key activities in the
833AS. This user log can be uploaded to the 833AS Manager for display or printing.
The following types of events are recorded:

= User access (log on, log out, and failed log on activity)

» Configuration changes through the Manager or Front Panel

» System and Feature card restarts

» Internal 833AS errors

To access the Event Log, the 833AS Manager must connect to an 833AS Server. The
following operations are supported and are accessed through the Manager's Event
Log menu.

Get Event Log
Change Log Filker...
Clear Event Log...

Get Event Log

This will get the event log from the connected 833AS and display the data in a
scrollable window. The columns in the table are date, time, event and user ID if
applicable.

Change Log Filter
This command will allow you to filter the type of events recorded by the 833AS.

Clear Event Log
This will clear all the log data from the connected 833AS.
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Appendix 1: Menu Descriptions and Maps

About Menu Descriptions and Maps

In this chapter you will read about:
» Front Panel Main Screen

= Control
= Status
« Card Type

= Network Status Display
» Factory Default Mode
» Factory Default Status

Front Panel Main Screen

Menu Description

Control Indicates the start of Control displays. Control is organized
into System, Card, and Network control displays.

Status Indicates the start of Status displays. Status is organized
into System, Card, and Network Status displays.

Front Panel Main Screen Map

Perle 833AS [P Control > Status

v v

Control Menu Descriptions on page 236.
Status Menu Descriptions on page 238.
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Control

Indicates the start of control displays. Control is organized into System, Card, and
Network control displays.

Menu Description

Control Indicates the start of Control displays. Control is orga-
nized into System, Card, and Network control displays.

Password If the panel lock has been defined in the Manager, the
password must be entered here to access further control
screens.

System System Control Displays

System Reset Causes system to restart same as the power up.

Reset to Default Deletes current configuration, sets server to factory default
mode.

View Resources Enables display of internal resources.

Card Control Card Displays.

Card Number Select card.

Card # Caused selected card to restart same as a power up.

Network Network Control Displays.

IP Select IP Settings.

IP Address Set IP address of unit.

IP Subnet Mask Set IP Subnet Mask of unit.

IP Router Set address of IP Router if used.

IPX Select IPX Settings.

IPX Network Set IPX Network Number of unit.

Number
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Control Menu Map

> Control
v
Password
v
Sysem [P Care Pl Nework
v v v
System Reset Card Number Colr;jtrol > C?;;(ml
v v v v
Reset to Default Card # reset IP Address IPX Network #
v v
View Resources IP Subnet Mask
v
IP Gateway
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.
Status

Indicates the start of the Status Displays. Status is organized into System, Card, and
Network Status Displays.

Menu Descriptions
Status Indicates the start of Status displays. Status is orga-
nized into System, Card, and Network Status displays.
Name Server name as defined in configuration.
Asset ID Asset ID as defined in configuration.
Start Date Date unit last Start-up.
Up Time Elapsed time since last Start-up.
Firmware Revision of operational Firmware.
BIOS Revision of BIOS.
Card Card Status Displays.
Select Card Choose among a range of cards.
Card Type = System/Ethernet
(common) »« TokenRing
= TI1/PRI
= E1/PRI
= Dual E1J/T1

= PerleDSP Modem 56k

= Perle HD 12, 18, 24, and 30 Modem

For menus specific to each of the common cards see the
following menu description - Card Type.

Card Status = Active

= Disabled

= No configuration

= Configuration mismatch

= Diagnostic failed (error code)

Card Uptime Elapsed time since last card Start-up.
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Status Menu Map

S

Status Status Status
System Card Network
Status Status Status Status Status

Name | | Card Number | | P |->| 1PX H BCP H NetBEUI H ARA ‘

| Asset ID | | Card Type | | P | | IPX Typell By: | ‘ BCP ‘ NetBEUI ‘ ARA ‘
v v v v
| Start Date | | Card Status | IP Address | | IPX Typell # |
v v v v '
| Up Time | | Up Time | IP Subnet Mask | IPX SNAP By: | | IPX 802.3 By: |
v v v v v
| Firmware | | carg Shecific Address Found | IPX SNAP # | | IPX 802.3 # |
v v v )
| RARP | | IPX 802.2 By: | | IPX Network #
v i v
‘ BOOTP ‘ | IPX 802.2 # | # RIP Entries
v [

# SAP Entries
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Card Type
Status specific to each card type is detailed below.
Menu Description
Card Type Each of the Common Type Cards can be uniquely
configured using the menu specific to that card.
Ethernet Common Status.
Connection Indicates if the card is connected to the Ethernet network.

MAC Address

MAC address of Ethernet card.

Port = BNC

= RJ-45
Frames RX Number of frames received since last Start-up.
Frames TX Number of frames transmitted since last Start-up.
Overruns Number of receive overruns since last Start-up.
Token Ring Common Status.
Connection Indicates if card is connected to Token Ring network.

MAC Address

MAC address of Token Ring card.

Speed = 4 Mbps

= 16 Mbps
Frames RX Number of frames received since last Start-up.
Frames TX Number of frames transmitted since last Start-up.
Overruns Number of receive overruns since last Start-up.

Card Type Menu Description continues on page 242.
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Card Type Menu Map
T1/PRI, E1/PRI, Perle DSP Modem
Ethernet Token Ring Dual T1/PRI, Perle 12, 18, 24, 32
Dual E1/PRI HD Modem
Connection Connection Line n Connection Modem n
Enable/Disable
MAC Address MAC Address CircuitIDn Attempts n
Port Speed CurrentIntn Completions n

2

2

v

2

LAN Frames RX LAN Frames RX Errored Secn Failures n
LAN Frames TX LAN Frames TX Sev Errored n Bytes Txn
Overruns Overruns Unavail Secn Bytes Rx n
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Card Type continued

Menu

Description

T1/PRI, E1/PRI,
Dual T1/PRI,
Dual E1/PRI

Common Status

Line n Connection

Indicates if card is connected to the telephone network.

Circuit ID n

Configured Circuit ID of line.

CurrentIntn

The following line card statistics are based on occurrences
within a 15 minute interval as defined in the SNMP RFC
1406. (Definition of Managed Objects for the DS1 and E1
Interface Types. This screen displays the number of
seconds elapsed in the current 15-minute interval. It will be
reset to O every 15 minutes.

Errored Secn

Number of seconds within the currentinterval that any of the
following error conditions occurred:

= Path Code Violation.

= Out of Frame Detect.

= Controlled Slip Event.

= AIS Defect.

= Bipolar Violation. (D4, E1-no CRC links only)

Sev. Errored n

Number of seconds within the currentinterval that any of the
following error conditions occurred:

D4

= One or more Out of frame detects.

= More than 1544 Line code violations.
ESF:

= More than 320 Path Code Violations.
= One or more Out of frame detects.

= One or more AIS defects.

E1-CRC

= More than 832 Path Code Violations.
= One or more Out of frame detects.
El-no CRC

= More than 2048 Line code violations.
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Card Type continued
Menu Description
Unavail Sec n Number of seconds within the current interval that the

interface is unavailable.

Degraded n Min Number of minutes in the currentinterval that the estimated
error rate is greater than 1E-6, but does not exceed 1E-3.

PerleDSP Modem Common Status.

Modem n Enabled/ | Indicates whether the modem is enabled or disabled via
Disabled configuration. The left and right keys will select the modem
for the following: (n=the modem chosen)

Attempts n Number of incoming call attempts for this modem since card
Start-up.
Completions n Number of successful incoming attempts for this modem

since card Start-up. The count is incremented when the
modem has completed the training sequence successfully,
and has indicated to the router that carrier is active.

Failures n Number of unsuccessful incoming attempts for this modem
since card Start-up. The count is incremented if the modem
does not successfully complete its training sequence. This
could be due to the modem incompatibility or an incorrect
call type (voice, fax).

Retrains n Number of retrains experienced on connections with this
modem since card Start-up.

Bytes Txn Number of bytes presented to the modem since Start-up.

Bytes Rx n Number of bytes received from this modem since Start-up
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Network Status Display
Menu Description
IP
IP Address IP address of the 833AS.

IP Subnet Mask

IP subnet mask of the 833AS.

Address found by

Indicates how the IP address was determined:
= BOOTP

= RARP

= Configured

RARP

Indicates whether RARP will be sent at startup to attempt
to acquire the 833AS IP address.

BOOTP

Indicates whether a BOOTP request will be sent at startup
to attempt to acquire the 833AS IP address.

# RIP entries

Current number of IP RIP entries.

IPX

IPX Type Il By:

Indicates how the Network Number for Type Il IPX frames
was determined:

= Automatically from network.

= Configured

= None (Type Il disabled)

IPX Type Il #

Type Il IPX frame network number.

IPX SNAP by:

Indicates how the Network Number for SNAP IPX frames
was determined:

= Automatically from Network.

= Configured

= None (SNAP disabled)

IPX SNAP #

SNAP IPX frame network number.

IPX 802.2 by:

Indicates how the Network Number for the 802.2 IPX
frames was determined:

= Automatically from Network.

= Configured

= None (802.2 disabled)

IPX 802.2 #

802.2 IPX frame network number.
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Menu Description

IPX 802.3 by: Indicates how the Network Number for the 802.3 IPX
frames was determined:

= Automatically from Network.

= Configure

= None (802.3 disabled)

IPX 802.3 # 802.3 IPX frame network number.

IPX Network Number | WAN (internal) Network Number.

#RIP entries Current number of IPX RIP entries.

#SAP entries Current number of IPX SAP entries.
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1
Network Status Display Menu Map

Status
Network

'

Stﬁ;us Ly Sltgt)L(JS
v v
IP Subnet Mask IPX Typell By:
v v
Address Found IPX Typell #
By
v v v
RARP IPX SNAP By: IPX 802.3 By:
v v v
BOOTP IPX SNAP # IPX 802.3 #
v v v
# RIP Entries IPX 802.2 By: IPX Network #
v v
IPX 802.2 # # RIP Entries
L
# SAP Entries
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Factory Default Mode

Menu Description

Perle 833AS Appears for 5 seconds on power up.

No Managet/ Indicates whether the Perle 833AS Manager is

Manager IP/ communicating with the server and which protocol is used

Manager IPX for communication.

Language Lets you select the language for Front Panel in Factory
Mode. Choices are English, French, German, Italian,
Spanish, and Japanese (Katakana).

Factory Default Setup

Provides the base configuration for the 833AS so that it can communicate with th
Manager

Menu Description

Manager Setup Indicates the start of the Factory Mode Setup displays.

IP Address Set IP address of the unit. Will indicate “none” if none has

been configured. When none appears, the 833AS will
attempt to acquire an IP address by BOOTP or RARP.

IP Subnet Mask Set IP subnet mask of unit. Will indicate “none” if none has
been configured. When none appears, the 833AS will use
a subnet mask of 255.255.255.0

IP Gateway Addr Set IP default router address for the 833AS. This will be
required if the 833AS is not on the same segment s the
833AS Manager.

Token Speed Options are 4 Mbps, 16 Mbps. Will indicate “not set” if the
speed has not been set by this configuration. If the speed
has not been set, the 833AS will not attempt to get on the
ring.
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Factory Default Mode and Setup Map

No Manager/ Manager . - ”
Manager IP/IPX > Setup —» Continues with “Factory Default Mode Menu Map” on
page 250.
\4 \4
Language IP Address
\4

IP Subnet Mask

\ 4

IP Router Addr

Y

Token Speed
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Factory Default Mode
Indicates start of Factory Default Mode Displays.

Menu

Description

LAN

MAC address

MAC Address of the LAN adapter.

LAN Frames Rx

Number of frames received by the LAN adapter since last
Start-up.

LAN Frames Tx

Number of frames transmitted by the LAN adapter since last
Start-up.

Overruns

Number of receive overruns detected by the LAN adapter
since last Start-up.

IP

IP Frames Rx

Number of IP frames received since last Start-up.

IP Frames Tx

Number of IP frames transmitted since last Start-up.

# RIP Entries

Current number of IP RIP entries.

Address Found By

Indicates how the IP address was determined:

= BOOTP

= RARP

= Configured
= Default

IP Address

IP address of the 833AS.

IP Subnet Mask

IP subnet mask of the 833AS.

IPX

IPX Frames Rx

Number of IPX frames received since last start-up.

IPX Frames Tx

Number of IPX frames transmitted since last Start-up.

# RIP entries

Current number of IPX RIP entries.

# SAP entries

Current Number of the IPX SAP entries.
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Factory Default Mode Menu Map

Continued from“Factory
Default Mode and Setup
Map” on page 248

250

>

Status
\
Status Status Status
LAN IP IPX

\

\

\

LAN Frames Rx

IP Frames Rx

IPX Frames Rx

A Y Y
LAN Frames Tx IP Frames Tx IPX Frames Tx
\ \ \
Overruns # RIP Entries # RIP Entries
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AT Commands

A/ - Re-execute
Command

Appendix 2: AT Command Set

About AT Command Set
In this chapter you will read about:

= AT Commands

» Error Detection and Data Compression Commands
» S-Registers

» S - Register Definitions

= AT Command Set Summary

The modem will respond to the commands detailed below. Parameters applicable
each command are listed with the command description.

A single command string can be up to 40 characters in length, including the “AT".

The modem behaves differently from a stand-alone modem because it does n
directly interface to the telephone line. Phone call handling is by the Line card (T1
PRI or E1/PRI). Once the call is established it is switched to the modem. Therefore
modem commands that do line control (such as ATA, ATH) are not handled solely
by the modem. Although there are significant differences between making a call o

a T1/El line and a standard phone line, the 833AS will make all the necessar
conversions.

The modem behaves as though the last command line had been re-sent by the D
"A/l" will repeat all the commands in the command buffer.

The principal application of this command is to place another call (using the Dial
command) that failed to connect due to a busy line, no answer, or a wrong numbe
This command must appear alone on a command line. This command should not |
terminated by a carriage return.
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AT=x - Write to
Selected S-Register

AT? - Read Selected
S-Register

A - Answer

Bn- CCITT or Bell

Cn - Carrier Control

252

This command writes the value x to the currently selected S-Register. An S-Register
can be selected by using the ATSn command. All of the S-Registers will return the
OK response if x is a number. Some registers may not be written due to country
specific PTT limitations.

Result Codes
OK For all arguments.

This command reads and displays the selected S-Register. An S-Register can be
selected by using the ATSn command.

Result Codes:
OK For all arguments.

The modem will go off-hook and attempt to answer an incoming call if correct
conditions are met. Upon successful completion of answer handshake, the modem
will go on-line in answer mode. Operation is also dependent upon +FCLASS
command and country-specific requirements.

When the modem is configured to allow either option, the modem will select Bell or
CCITT modulation for a line speed connection of 300 or 1200 bps according to the
parameter supplied. Any other line speed will use a CCITT modulation standard.

BO Selects CCITT operation at 300 or 1200 bps during Call Establishment
and a subsequent connection. (Default for W-class models.)
B1 Selects BELL operation at 300 or 1200 bps during Call Establishment

and a subsequent connection. (Default for US models.)
Result Codes:
OK n=0orl.
ERROR Otherwise.

This command is included for compatibility only, and has no effect other than
returning a result code. The only valid parameter is 1.

Result Codes:

OK n=1.

ERROR Otherwise.
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This command directs the modem to go on-line, dial according to the string entere
and attempt to establish a connection. The dial process can be split into two parts.

In the first part, the call is made. Phone call handling is done by the Line card (T1
PRI or E1/PRI). The dial characters are sent to the Line card for processing
Therefore, the type of dialing done (tone, pulse, or ISDN) is under control of the
Line card. The call process will be the same regardless if tone dialing (ATDT) or
pulse dialing (ATDP) is specified.

Once the connection is established, the Line card notifies the Modem card. The “po
dial” character can be used to have the modem send characters after the connect
using tone (DTMF) signaling.

Dial Modifiers

The valid dial string parameters are described below. Punctuation characters may
used for clarity, with parentheses, hyphen, and spaces being ignored.

0-9 DTMF digits 0 to 9.

A-D DTMF digits A, B, C, and D. Some countries may prohibit sending of these
digits during dialing.

T Select dialing: dial the numbers that follow until the next command is
encountered. Method of dialing (tone, pulse) will be based on the
configuration of the 833AS.

P Select dialing: dial the numbers that follow until the next command is
encountered. Method of dialing (tone, pulse) will be based on the
configuration of the 833AS.

R This command will be accepted, but not acted on.

, Dial pause: the modem will pause for a time specified by S8 before dialing
the digits following ",".

; Return to command state. Added to the end of a dial string, this causes th
modem to return to the command state after it processes the portion of th
dial string preceding the ";". This allows the user to issue additional AT
commands while remaining off-hook. The additional AT commands may
be placed in the original command line following the ";" and/or may be
entered on subsequent command lines. The modem will enter call progres
only after an additional dial command is issued without the ";" terminator.
Use "H" to abort the dial in progress, and go back on-hook.

@] Ignored: may be used to format the dial string.
- Ignored: may be used to format the dial string.
<space> Ignored: may be used to format the dial string.
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En - Command
Echo

<i>

H*

Invalid character: will be ignored.

The ‘post dial’ character. The modem will wait for a phone call connect
before sending the characters following “/” using DTMF signaling.

The 'star' digit. Valid only after the post dial character.
The 'gate’ digit. Valid only after the post dial character.

Wait for dial tone: the modem will wait for dial tone before dialing the
digits following "W". If dial tone is not detected within the time specified,
the modem will abort the rest of the sequence, return on-hook, and generate
an error message. Valid only after the post dial character.

Wait for silence: the modem will wait for at least 5 seconds of silence in the
call progress frequency band before continuing with the next dial string
parameter. If the modem does not detect these 5 seconds of silence before
the expiration of the call abort timer (S7), the modem will terminate the call
attempt with a NO ANSWER message. If busy detection is enabled, the
modem may terminate the call with the BUSY result code. If answer tone
arrives during execution of this parameter, the modem handshakes. Valid
only after the post dial character.

Wait for credit card dialing tone before continuing with the dial string. If
the tone is not detected within the time specified by S7 (US models) or S6
(W-class models), the modem will abort the rest of the sequence, return on-
hook, and generate an error message. Valid only after the post dial
character.

The modem enables or disables the echo of characters to the DTE according to the
parameter supplied.

EO
El

Disables command echo.
Enables command echo. (Default.)

Result Codes:

OK

n=0orl.

ERROR Otherwise.
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Hn - Disconnect
(Hang-Up)

Nn - Automode
Enable

On - Returnto On-
Line Data Mode

Appendix 2: AT Command Set

This command initiates a hang up sequence.

This command may not be available for some countries due to PTT restrictions.

HO The modem will release the line if the modem is currently on-line, and
will terminate any test (AT&T) that is in progress. Country specific,
modulation specific, and error correction protocol specific processing is
handled outside of the HO command.

H1 If on-hook, the modem will go off-hook and enter command mode. For
US models, the modem will remain off-hook. For W-class models, the
modem will return on-hook after a period of time determined by S7.

Result Codes:

OK n=0or 1.

ERROR Otherwise.

This command enables or disables automode detection.

NO Automode detection is disabled (equivalent to setting the +MS
<automode> subparameter to 0).
N1 Automode detection is enabled (equivalent to setting the +MS

<automode> subparameter to 1). (Default.)
Result Codes:
OK n=0or 1.
ERROR Otherwise.

This command determines how the modem will enter the on-line data mode. If th

modem is in the on-line command mode, the enters the on-line data mode with ¢

without a retrain. If the modem is in the off-line command mode (no connection),

ERROR is reported.

00 Enters on-line data mode without a retrain. Handling is determined by the
Call Establishment task. Generally, if a connection exists, this commana
connects the DTE back to the remote modem after an escape (+++).

01 Enters on-line data mode with a retrain before returning to on-line data
mode.

Result Codes:

OK n =0 or 1 and a connection exists.

ERROR Otherwise or if not connected.
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Qn - Quiet Results

Codes Control

Sn - Read/Write S-

Register

Vn - Result Code

256

Form

The command enables or disables the sending of result codes to the DTE according
to the parameter supplied.

QO Enables result codes to the DTE. (Default.)
Q1 Disables result codes to the DTE.

Result Codes:

OK n=0orl.

ERROR Otherwise.

The modem selects an S-Register, performs an S-Register read or write function, or
reports the value of an S-Register.

n Establishes S-Register n as the last register accessed.
n=v Sets S-Register n to the value v.
n? Reports the value of S-Register n.

The parameter n can be omitted, in which case the last S-Register accessed will be
assumed. The S can be omitted for AT=and AT?, in which case the last S-Register
accessed will be assumed.
For example:

ATSY7 establishes S7 as the last accessed register.

AT=40 sets the contents of the last register accessed to 40.

ATS=20 sets the contents of the last register accessed to 20.

This command selects the sending of short-form or long-form result codes to the
DTE.

VO Enables short-form (terse) result codes. Line feed is not issued before a
short-form result code.

Vi Enables long-form (verbose) result codes. (Default.)

Result Codes:

OK n=0or 1.

ERROR Otherwise.
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Whn - Connect
Message Control

Xn - Extended
Result Codes

Appendix 2: AT Command Set

This command controls the format of CONNECT messages.

WO Upon connection, the modem reports only the DTE speed (e.g.
CONNECT 19200). Subsequent responses are disabled. (Default.)

w1 Upon connection, the modem reports the line speed, the error correctio
protocol, and the DTE speed, respectively. Subsequent responses al
disabled.

W2 Upon connection, the modem reports the DCE speed (e.g., CONNECT

14400). Subsequent responses are disabled.
Result Codes:
OK n=0,1,or?2.
ERROR Otherwise.

This command selects which subset of the result messages will be used by tt
modem to inform the DTE of the results of commands.

Blind dialing is enabled or disabled by country parameters. If the user wishes ftc
enforce dial tone detection, a "W" can be placed in the dial string (see D command
Note that the information below is based upon the default implementation of the X
results Table 1. indicates the messages which are enabled for each X value.

If the modem is in facsimile mode the only message sent to indicate a connection

CONNECT without a speed indication.

X0 Disables monitoring of busy tones unless forced otherwise by country
requirements; send only OK, CONNECT, RING, NO CARRIER,
ERROR, and NO ANSWER result codes. Blind dialing is enabled/
disabled by country parameters. If busy tone detection is enforced anc
busy tone is detected, NO CARRIER will be reported. If dial tone
detection is enforced or selected and dial tone is not detected, NC
CARRIER will be reported instead of NO DIAL TONE.

X1 Disables monitoring of busy tones unless forced otherwise by country
requirements; send only OK, CONNECT, RING, NO CARRIER,
ERROR, NO ANSWER, and CONNECT XXXX (XXXX = rate). Blind
dialing enabled/disabled by country parameters. If busy tone detection i
enforced and busy tone is detected, NO CARRIER will be reported
instead of BUSY. If dial tone detection is enforced or selected and dial
tone is not detected, NO CARRIER will be reported instead of NO DIAL
TONE.
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X2

X3

X4

Disables monitoring of busy tones unless forced otherwise by country
requirements; send only OK, CONNECT, RING, NO CARRIER,
ERROR, NO DIALTONE, NO ANSWER, and CONNECT XXXX. If
busy tone detection is enforced and busy tone is detected, NO CARRIER
will be reported instead of BUSY. If dial tone detection is enforced or
selected and dial tone is not detected, NO DIAL TONE will be reported
instead of NO CARRIER.

Enables monitoring of busy tones; send only OK, CONNECT, RING,
NO CARRIER, ERROR, NO ANSWER, and CONNECT XXXX. Blind
dialing is enabled/disabled by country parameters. If dial tone detection is
enforced and dial tone is not detected, NO CARRIER will be reported.
Enables monitoring of busy tones; send all messages.

Result Codes:

OK

n=0to 4.

ERROR Otherwise.
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Result Codes

Short Form  |Long Form n Value in ATXn Command

0 1 2 3 4
0 OK X X X X X
1 CONNECT X X X X X
2 RING X X X X X
3 NO CARRIER X X X X X
4 ERROR X X X X X
5 CONNECT 1200 1 X X X X
6 NO DIALTONE 3 3 X X X
7 BUSY 3 3 3 X X
8 NO ANSWER X X X X X
9 CONNECT 0600 1 X X X X
10 CONNECT 2400 1 X X X X
11 CONNECT 4800 1 X X X X
12 CONNECT 9600 1 X X X X
13 CONNECT 7200 1 X X X X
14 CONNECT 12000 1 X X X X
15 CONNECT 14400 1 X X X X
16 CONNECT 19200 1 X X X X
17 CONNECT 38400 1 X X X X
18 CONNECT 57600 1 X X X X
19 CONNECT 115200 1 X X X X
20 CONNECT 230400 X X X X X
22 CONNECT 75TX/1200RX 1 X X X X
23 CONNECT 1200TX/75RX 1 X X X X
24 DELAYED 4 4 4 4 X
32 BLACKLISTED 4 4 4 4 X
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Result Codes

Short Form  |Long Form n Value in ATXn Command
33 FAX X X X X
35 DATA X X X X
40 CARRIER 300 X X X X
44 CARRIER 1200/75 X X X X
45 CARRIER 75/1200 X X X X
46 CARRIER 1200 X X X X
47 CARRIER 2400 X X X X
48 CARRIER 4800 X X X X
49 CARRIER 7200 X X X X
50 CARRIER 9600 X X X X
51 CARRIER 12000 X X X X
52 CARRIER 14400 X X X X
53 CARRIER 16800 X X X X
54 CARRIER 19200 X X X X
55 CARRIER 21600 X X X X
56 CARRIER 24000 X X X X
57 CARRIER 26400 X X X X
58 CARRIER 28800 X X X X
59 CONNECT 16800 1 X X X
61 CONNECT 21600 1 X X X
62 CONNECT 24000 1 X X X
63 CONNECT 26400 1 X X X
64 CONNECT 28800 1 X X X
66 COMPRESSION: CLASS 5 X X X X
67 COMPRESSION: V.42 bis X X X X
69 COMPRESSION: NONE X X X X
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Short Form  |Long Form n Value in ATXn Command

70 PROTOCOL: NONE X X X X X
7 PROTOCOL: LAPM X X X X X
78 CARRIER 31200 X X X X X
79 CARRIER 33600 X X X X X
80 PROTOCOL: ALT X X X X X
81 PROTOCOL: ALT-CELLULAR | X X X X X
84 CONNECT 33600 1 X X X X
91 CONNECT 31200 1 X X X X
150 CARRIER 32000 X X X X X
151 CARRIER 34000 X X X X X
152 CARRIER 36000 X X X X X
153 CARRIER 38000 X X X X X
154 CARRIER 40000 X X X X X
155 CARRIER 42000 X X X X X
156 CARRIER 44000 X X X X X
157 CARRIER 46000 X X X X X
158 CARRIER 48000 X X X X X
159 CARRIER 50000 X X X X X
160 CARRIER 52000 X X X X X
161 CARRIER 54000 X X X X X
162 CARRIER 56000 X X X X X
165 CONNECT 32000 X X X X X
166 CONNECT 34000 X X X X X
167 CONNECT 36000 X X X X X
168 CONNECT 38000 X X X X X
169 CONNECT 40000 X X X X X
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Result Codes

Short Form  |Long Form n Value in ATXn Command

170 CONNECT 42000 X X X X X

171 CONNECT 44000 X X X X X

172 CONNECT 46000 X X X X X

173 CONNECT 48000 X X X X X

174 CONNECT 50000 X X X X X

175 CONNECT 52000 X X X X X

176 CONNECT 54000 X X X X X

177 CONNECT 56000 X X X X X

+F4 +FCERROR X X X X X

Notes:

An X' in a column indicates that the message (either the long form if verbose, or the value only for short
form) will be generated when that particular value of 'n' (shown at the top of the column) has been
selected by the use of ATXn. If the column is blank, then no message will be generated for that x option.
A numeral indicates which less explicit message (verbose or short form) will be output for|that X
option.

AT& Commands

&Cn-RLSD (DCD) The modem controls the RLSD output in accordance with the parameter supplied.
Opton  ¢co RLSD remains ON at all times.
&C1 RLSD follows the state of the carrier. (Default.)
Result Codes:
OK n=0orl.
ERROR Otherwise.

&F-Restore  The modem loads the factory default configuration (profile). The factory defaults
Factory  are identified for each command and in the S-Register descriptions. A configuration

Configuration  (profile) consists of a subset of S-Registers.
(Profile)

&FRestore Factory Result Codes:
Configuration OK

ERRORIf the modem is connected.
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&Rn - RTS/CTS
Option

&V - Display

Current
Configuration and
Stored Profiles

Appendix 2: AT Command Set

This selects how the modem controls CTS. CTS operation is modified if hardware
flow control is selected (see &K command).

&R0 In sync mode, CTS tracks the state of RTS. In async mode, CTS is
normally ON and will turn OFF only if required by flow control.
&R1 In sync mode, CTS is always ON (RTS transitions are ignored). tracks the

state of RTS; In async mode, CTS is normally ON and will turn OFF only
if required by flow control.

Result Codes:

OK n=0orl.

ERROR Otherwise.

Reports the current (active) configuration. Note that there will be settings displaye:
that are reserved. You should not attempt to change the reserved settings.

Result Code:
OK

Example:

AT&V
ACTIVE PROFILE:

BOE1L1 M1 N1QO T V1 WO X4 Y0 &CO0 &D0 &G2 &J0 &K3 &Q5 &R1 &S0
&T4 &X0 &Y0

S00:002 S01:000 S02:043 S03:013 S04:010 S05:008 S06:002 S07:030 SO8:01
S09:006

S10:014 S11:255 S12:050 S18:000 S25:005 S26:001 S36:007 S37:000 S38:0:
S46:138

S48:007 S95:000

OK
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&V1 - Display Last Displays the last connection statistics in the following format (shown with typical
Connection  results):

Statistics Termination Reason Link Disconnect Or Local Request

LAST TX data rate 33600 BPS
HIGHEST TX data rate 33600 BPS
LAST RX data rate 28800 BPS
HIGHEST RX data rate 28800 BPS
Error correction PROTOCOL  LAPM
Data COMPRESSION V42Bis
Line QUALITY 030
Highest SPX RX state 068
Highest SPX TX state 067

AT% Commands

%En-Enable/  Controls whether or not the modem will automatically monitor the line quality and
Disable Auto- request a retrain (%E1) or fall back when line quality is insufficient or fall forward

Retrain or Fallback/  when line quality is sufficient (%E2).
Fall Forward . .
If enabled, the modem attempts to retrain for a maximum of 30 seconds.

%EO Disable auto-retrain.

%E1 Enable auto-retrain.

%E2 Enable fallback/fall forward. (Default.)
Result Codes:

OK n=0,1,or?2.

ERROROtherwise.
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\Kn - Break Control

Appendix 2: AT Command Set

Controls the response of the modem to a break received from the DTE or the remo
modem or the \B command according to the parameter supplied.

The response is different in three separate states.

The first state is where the modem receives a break from the DTE when the mode
is operating in data transfer mode:

\KO
\K1
\K2
\K3
\K4
\K5

Enter on-line command mode, no break sent to the remote modem.
Clear data buffers and send break to remote modem.

Same as 0.

Send break to remote modem immediately.

Same as 0.

Send break to remote modem in sequence with transmitted data
(Default.)

The second case is where the modem is in the on-line command state (waiting f
AT commands) during a data connection, and the \B is received in order to send
break to the remote modem:

\KO
\K1
\K2
\K3
\K4
\K5

Clear data buffers and send break to remote modem.

Clear data buffers and send break to remote modem. (Same as 0.)
Send break to remote modem immediately.

Send break to remote modem immediately. (Same as 2.)

Send break to remote modem in sequence with data.

Send break to remote modem in sequence with data. (Same as 4
(Default.)

The third case is where a break is received from a remote modem during a non-err
corrected connection:

\KO
\K1
\K2
\K3
\K4
\K5

Clears data buffers and sends break to the DTE.

Clears data buffers and sends break to the DTE. (Same as 0.)

Send a break immediately to DTE.

Send a break immediately to DTE. (Same as 2.)

Send a break in sequence with received data to DTE.

Send a break in sequence with received data to DTE. (Same as 4
(Default.)

Result Codes:

OK

n=0to 5.

ERROR Otherwise.
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\Nn - Operating
Mode

This command controls the preferred error correcting mode to be negotiated in a
subsequent data connection.

\NO
\N1
\N2

\N3

\N4

\N5

Selects normal speed buffered mode (disables error-correction mode).
Same as \NO.

Selects reliable (error-correction) mode. The modem will first attempt a
LAPM connection and then an MNP connection. Failure to make a
reliable connection results in the modem hanging up.

Selects auto reliable mode. This operates the same as \N2 except failure
to make a reliable connection results in the modem falling back to the
speed buffered normal mode.

Selects LAPM error-correction mode. Failure to make an LAPM error-
correction connection results in the modem hanging up. Note: The -K1
command can override the \N4 command.

Selects MNP error-correction mode. Failure to make an MNP error-
correction connection results in the modem hanging up.

Result Codes:

OK

n=0to 5.

ERROR Otherwise.
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+MS - Select
Modulation

Reporting Selected
Options

Reporting
Supported Options

Appendix 2: AT Command Set

This extended-format command selects the modulation, optionally enables o
disables automode, and optionally specifies the lowest and highest connection rat
using one to three subparameters.

+MS= <od> [,[<automode>][,[<min_rate>][,[<xmax_rate>][,[ ]]]]]l<CR>
Notes:

Subparameters not entered (enter a comma only or <CR> to skip the las
subparameter) remain at their current values.

The modem can send a string of information to the DTE consisting of selectel
options using the following command:

+MS?

The response is:

+MS: <mod>,<automode>,<min_rate>,<max_rate>

There may be additional values displayed after the <max_rate> field, but they ar
not applicable.

For example,

+MS: 56,1,300,56000

The modem can send a string of information to the DTE consisting of supportec
options using the following command:

+MS=?

The response is:

+MS: (list of supported <mod> values), (list of supported <automode> values), (list
of supported <min_rate> values),
(list of supported <max_rate> values)

For example,
+MS: (0,1,2,3,9,10,11,56, 64,69),(0,1),(300-33600),(300-56000)

There may be additional values displayed after the <max_rate> field, but they ar
not applicable.
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Subparameter 1. <mod> = A decimal number which specifies the preferred modulation
Definitions (automode enabled) or the modulation (automode disabled) to use in originating
or answering a connection. The options are:

<mod> | Modulation Possible Rates (bps) 1 Notes

0 V.21 300

1 V.22 1200

2 V.22 bis 2400 or 1200

3 V.23 1200 See Note 2
9 V.32 9600 or 4800

10 V.32 bis 14400, 12000, 9600, 7200, or 4800

11 V.34 33600, 31200, 28800, 26400, 24000,

21600, 19200, 16800, 14400, 12000,
9600, 7200, 4800, or 2400

56 K56flex 56000, 54000, 52000, 50000, 48000, [default]
46000, 44000, 42000, 40000, 38000,
36000, 34000, 32000

12 V.90 56000, 54667, 53333, 52000, 50667,
49333, 48000, 46667, 45333, 42667,
41333, 40000, 38667, 37333, 36000,
34667, 33333, 32000, 30667, 29333,

28000
64 Bell 103 300
69 Bell 212 1200

Notes:
1. See optional <automode>, <min_rate>, and <max_rate> subparameters.

2. For V.23, originating modes transmit at 75 bps and receive at 1200 bps; answering modes transmit
at 1200bps and receive at 75 bps. The rate is always specified as 1200 bps.

The modem may also automatically switch to another modulation (automode),
subject to the following constraints:

a. The modem may not be able to automatically switch from the current modulation
(specified by <mod>) to some other modulation. For example, there is no
standard way to automode from Bell 103 to V.23.

b. The DTE may disable automode operation (see <automode> below).
The DTE may constrain the range of modulations available by specifying the
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lowest and highest rates (see <min_rate> and <max_rate> below).

<automode> is an optional numeric value which enables or disables automati
modulation negotiation using V.8 bis/V.8 or V.32 bis Annex A. The options are:

<automode> | Option Selected Notes

Automode disabled

Automode enabled using V.8 bis/V.8 or V.32 Annex A | Default

The default value is 1, which enables automode. Note, however, there are module
tions for which there is no automatic negotiation, e.g., Bell 212 (<mod> = 69).

For <automode> = 0 (automode disabled, i.e., fixed modulation):

a.

If <max_rate> is within the rates supported by the selected modulation, th
selected rate is that specified by <max_rate>. For example:

+MS=10,0,1200,4800 selects V.32 bis 4800 bps fixed rate.

If <max_rate> is greater than the highest speed supported by the modulation
specified by <mod>, the starting rate is the highest rate supported by the
selected modulation. For example:

+MS=10,0,2400,14400 selects V.32 bis 14400, 12000, 9600, 7200, or 4800 bp:
To select fixed mode operation, specify the <max_rate> and <min_rate> both
to be the (same) requested speed, and <mod> to be the modulation for that
speed. For example:

+MS=11,0,16800,16800 selects V.34 16800 bps fixed mode
+MS=10,0,12000,12000 selects V.32 bis 12000 bps fixed mode

For <automode> = 1 (automode enabled, i.e., automatically selected speed al
modulation):

The modem connects at the highest possible rate in accordance with V.8 bi
V.8, or V.32 bis Annex A if V.8 bis/V.8 is not supported by the remote modem.

If <max_rate> is greater than the highest rate supported by the modulation
specified by <mod>, the modem automodes down from the highest rate of the
selected modulation. For example:

+MS=10,1,1200,24000 selects automoding down from V.32 bis 14400 bps.

<min_rate> is an optional number which specifies the lowest rate at which the
modem may establish a connection. The value is decimal coded, in units of bp:
e.g., 2400 specifies the lowest rate to be 2400 bps. The default is 300 fc
300Ebps.

<max_rate> is an optional number which specifies the highest rate at which th
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Error Detection and Data Compression Commands

modem may establish a connection. The value is decimal coded, in units of bps,
e.g., 14400 specifies the highest rate to be 14400 bps. The default is 28800 for
28800 bps.

Error Detection and Data Compression Commands

AT% Commands

%C - Enable/
Disable Data
Compression

AT\ Commands
\An - Select

Maximum MNP
Block Size

\Bn - Transmit
Break to Remote

270

Enables or disables data compression negotiation. The modem can only perform
data compression on an error corrected link.

%CO0 Disables data compression.
%C1 Enables MNP 5 data compression negotiation.
%C2 Enables V.42 bis data compression.

%C3 Enables both V.42 bis and MNP 5 data compression. (Default.)
Result Codes:

OK n=0,1,2,or3.

ERROR Otherwise.

The modem will operate an MNP error corrected link using a maximum block size
controlled by the parameter supplied.

\AO 64 characters.

\Al 128 characters. (Default.)
\A2 192 characters.

\A3 256 characters.

Result Codes:

OK n=0to 3.

ERROR Otherwise.

In non-error correction mode, the modem will transmit a break signal to the remote
modem with a length in multiples of 100 ms according to parameter specified. If a
number in excess of 9 is entered, 9 is used. The command works in conjunction with
the \K command.

In error correction mode, the modem will signal a break through the active error
correction protocol, giving no indication of the length.
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-Kn - MNP Extended
Services

-~-SEC=n - Enable/
Disable MNP10-EC

Appendix 2: AT Command Set

\B1-\B9Break length in 100 ms units. (Default = 3.) (Non-error corrected mode
only.)

Result Codes:

OK If connected in data modem mode.

NO CARRIERIf not connected or connected in fax modem mode.

Note: When the modem receives a break from the remote modem, break is passed
the DTE as follows: In non-error correction mode direct, the break length is passec
in non-error correction mode normal and in error correction mode, a 300 ms break
passed.

Enables or disables conversion of a V.42 LAPM connection to an MNP 10
connection.

-KO Disables V.42 LAPM to MNP 10 conversion. (Default.)
-K1 Enables V.42 LAPM to MNP 10 conversion.
-K2 Enables V.42 LAPM to MNP 10 conversion; inhibits MNP Extended

Services initiation during V.42 LAPM answer mode detection phase.
Result Codes:
OK n=0or2.
ERROR Otherwise.

Enables or disables MNP10-EC operation. The command format is:
-SEC=n,[<tx level>]where <tx level> is the optional transmit level sub parameter.
-SEC=0 Disable MNP10-EC;

-SEC=1,[<tx level>]Enable MNP10-EC; the transmit level will be defined by the
sub parameter <tx level> range 0 to 30 (0 dBm to -30 dBm)

Result Codes:

OK n=0, 1, or 1 and <tx level>=0 to 30

ERROR Otherwise

Example: AT-SEC=1,18 enables MNP10-EC and sets the transmit level to -18 dBir

Note: If AT-SEC=0, the modem will automatically set AT-SEC=1 if the remote
modem indicates Cellular in the V.8 bis/V.8 phase or if a Cellular Driver is loaded
and the Cell Phone is attached.

Inquiries
AT-SEC?Retrieves the current -SEC command settings, e.g., 1,18.
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S-Registers

The S-Registers are summarized in along with their default values. Registers or
register fields quoted as “reserved” are reserved for current or future use by the
Firmware, or are permanently overridden by PTT limitations.

Register Summary

Register Function Range Units Saved | Default**

S3 Carriage Return Character 0-127 ASCII 13

S4 Line Feed Character 0-127 ASCII 10

S5 Backspace Character 0-255 ASCII 8

S6 Wait Time for Dial Tone 2-255 s * 2

S7 Wait Time for Carrier 1-255 S * 50

S8 Pause Time for Dial Delay 0-255 S * 2
Modifier

S9 Carrier Detect Response Time | 1-255 0l1s * 6

S10 Carrier Loss Disconnect Time | 1-255 01s * 14

S11 DTMF Tone Duration 50-255 0.001s |* 95

S12 Reserved

S13 Reserved

S14 Reserved

S15 Reserved

S16 Reserved

S17 Reserved

S18 Reserved

S19 Reserved

S20 Reserved

S21 Reserved

S22 Reserved
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Register Summary

Register Function Range Units Saved | Default**
S23 Reserved
S24 Reserved
S25 Reserved
S26 Reserved
S27 Reserved
S28 Reserved
S29 Reserved
S30 Reserved
S31 Reserved
S32 Reserved
S33 Reserved

S34-S35 Reserved

S36 LAPM Failure Control - - * 7
S37 Reserved
S38 Reserved
S39 Reserved
S40 Reserved
S41 Reserved

S42-S45 Reserved

S46 Data Compression Control - - * 138
S48 V.42 Negotiation Control - - * 7
S86 Call Failure Reason Code 0-255 - -

* Register value may be stored in one of two user profiles with the & W command
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S-Register Definitions

S3-Carriage Return
Character

S4 - Line Feed
Character

S5 - Backspace
Character

S6 - Wait Time for
Dial Tone Before
Blind Dialin g, or
After “W" Dial
Modifier (W-Class
Models)

274

Sets the command line and result code terminator character. Pertains to
asynchronous operation only.

Range: 0-127, ASCII decimal
Default: 13 (Carriage Return)

Sets the character recognized as a line feed. Pertains to asynchronous operation only.
The Line Feed control character is output after the Carriage Return control character
if verbose result codes are used.

Range: 0-127, ASCII decimal
Default: 10 (Line Feed)

Sets the character recognized as a backspace. Pertains to asynchronous operation
only. The modem will not recognize the Backspace character if it is set to a value
that is greater than 32 ASCII. This character can be used to edit a command line.
When the echo command is enabled, the modem echoes back to the local DTE the
Backspace character, an ASCII space character and a second Backspace character;
this means a total of three characters are transmitted each time the modem processes
the Backspace character.

Range: 0-32, ASCII decimal
Default: 8 (Backspace)

1. Sets the length of time, in seconds, that the modem will wait before starting to
dial after going off-hook when blind dialing. This operation, however, may be
affected by some ATX options according to country restrictions. The "Wait for
Dial Tone” call progress feature (W dial modifier in the dial string) will override
the value in register S6.

2. For W-class models, S6 sets the length of time, in seconds, that the modem wiill
wait for dial tone when encountering a “W” dial modifier before returning NO
DIAL TONE result code.

The modem always pauses for a minimum of 2 seconds, even if the value of S6 is
less than 2 seconds.

Range:  2-255 seconds
Default: 2
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S7 - Wait Time For
Carrier After Dial,
For Silence, or For
Dial Tone After “W"
Dial Modifier

S8 - Pause Time For
Dial Delay

S9 - Carrier Detect
Response Time

S10 - Lost Carrier To

Hang Up Delay

S11- DTMF Tone
Duration

Appendix 2: AT Command Set

1. Sets the length of time, in seconds, that the modem will wait for carrier before
hanging up. The timer is started when the modem finishes dialing (originate)
or 2 seconds after going off-hook (answer). In originate mode, the timer is rese
upon detection of answer tone if allowed by country restrictions.

2. Sets the length of time, in seconds, that modem will wait for silence when
encountering the @ dial modifier before continuing with the next dial string
parameter.

3. For US models, S7 sets the length of time, in seconds, that the modem will wa
for dial tone when encountering a “W” dial modifier before continuing with the
next dial string parameter.

Range:  1-255 seconds

Default: 50

Sets the time, in seconds, that the modem must pause when the “," dial modifier

encountered in the dial string.

Range:  0-255 seconds
Default: 2

Sets the time, in tenths of a second, that the carrier must be present before the mod
considers it valid and turns on RLSD. As this time is increased, there is less chan
to detect a false carrier due to noise from the telephone line.

Range:  1-255 tenths of a second

Default: 6 (0.6 second)

Sets the length of time, in tenths of a second, that the modem waits before hangit
up after a loss of carrier. This allows for a temporary carrier loss without causing th
local modem to disconnect. When register S10 is set to 255, the modem functions
if a carrier is always present.

The actual interval the modem waits before disconnecting is the value in register S
minus the value in register S9. Therefore, the S10 value must be greater than the
value or else the modem disconnects before it recognizes the carrier.

Range:  1-255 tenths of a second
Default: 14 (1.4 seconds)

Sets the duration of tones in DTMF dialing.

Range:  50-255 milliseconds
Default: 95 (95 milliseconds)
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S36 - LAPM Failure
Control

546 - Data
Compression
Control

S48-V42
Negotiation Action

276

Default: 7 (00000111b)

Bits 0-2 This value indicates what should happen upon a LAPM failure. These
fallback options are initiated immediately upon connection if S48=128. If
an invalid number is entered, the number is accepted into the register, but
S36 will act as if the default value has been entered.

= Modem disconnects.

= Modem stays on-line and a Direct mode connection is established.

= Reserved.

= Modem stays on-line and a Normal mode connection is established.

= An MNP connection is attempted and if it fails, the modem disconnects.

5= An MNP connection is attempted and if it fails, a Direct mode connection
is established.
6= Reserved.

= An MNP connection is attempted and if it fails, a Normal mode
connection is established. (Default.)
Bits 3-7 Reserved

Controls selection of compression. The following actions are executed for the given
values:

Range: 136 or 138

Default: 138

S46=136 Execute error correction protocol with no compression.

S46=138 Execute error correction protocol with compression. (Default.)

The V.42 negotiation process determines the capabilities of the remote modem.
However, when the capabilities of the remote modem are known and negotiation is
unnecessary, this process can be bypassed if so desired.
Range: 0, 7, or 128 If an invalid number is entered, it is accepted into the S-
Register, but S48 will act as if 128 has been entered.
Default: 7
S48=0 Disable negotiation; bypass the detection and negotiation phases; and
proceed with LAPM.
S48=7  Enable negotiation. (Default.)
S48=128 Disable negotiation; bypass the detection and negotiation phases; and
proceed at once with the fallback action specified in S36. Can be used to
force MNP.
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S86 - Call Failure
Reason Code

Appendix 2: AT Command Set

When the modem issues a NO CARRIER result code, a value is written to this S

Register to help determine the reason for the failed connection. S86 records the fir

event that contributes to a NO CARRIER message. The cause codes are:

Range: 0,4,5,9,12,13,0r14

Default:

S86=0  Normal disconnect, no error occurred.

S86=4  Loss of carrier.

S86=5 V.42 negotiation failed to detect an error-correction modem at the othe
end.

S86=9  The modems could not find a common protocol.

S86=12 Normal disconnect initiated by the remote modem.

S86=13 Remote modem does not respond after 10 re-transmissions of the sar
message.

S86=14 Protocol violation.

AT Command Set Summary

Basic AT
Commands

Command Function

Al Re-execute command.

A Go off-hook and attempt to answer a call.

BO Select V.22 connection at 1200 bps.

B1 Select Bell 212A connection at 1200 bps.

C1 Return OK message.

Dn Dial modifier.

EO Turn off command echo.

El Turn on command echo.

FO Select auto-detect mode (equivalent to N1). (RC144)
F1 Select V.21 or Bell 103. (RC144)

F2 Reserved. (RC144)

F3 Select V.23 line modulation. (RC144)

F4 Select V.22 or Bell 212A 1200 bps line speed. (RC144)
F5 Select V.22 bis line modulation. (RC144)

F6 Select V.32 bis or V.32 4800 line modulation. (RC144)
F7 Select V.32 bis 7200 line modulation. (RC144)

F8 Select V.32 bis or V.32 9600 line modulation. (RC144)
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F9
F10

Select V.32 bis 12000 line modulation. (RC144)
Select V.32 bis 14400 line modulation. (RC144)

SPEAKER ON DURING ANSWERING.

NO
N1
00
o1
Q0
Q1
Sn
Sn?
=v
?

T
VO
V1
WO
w1
W2
X0

X1

X2

X3

X4

&CO0
&C1

Turn off automode detection.

Turn on automode detection.

Go on-line.

Go on-line and initiate a retrain sequence.

Allow result codes to DTE.

Inhibit result codes to DTE.

Select S-Register as default.

Return the value of S-Register n.

Set default S-Register to value v.

Return the value of default S-Register.

Force DTMF dialing.

Report short form (terse) result codes.

Report long form (verbose) result codes.

Report DTE speed in EC mode.

Report line speed, EC protocol and DTE speed.

Report DCE speed in EC mode.

Report basic call progress result codes, i.e., OK, CONNECT, RING, NO
CARRIER (also, for busy, if enabled, and dial tone not detected), NO
ANSWER and ERROR.

Report basic call progress result codes and connections speeds (OK,
CONNECT, RING, NO CARRIER (also, for busy, if enabled, and dial
tone not detected), NO ANSWER, CONNECT XXXX, and ERROR.
Report basic call progress result codes and connections speeds, i.e., OK,
CONNECT, RING, NO CARRIER (also, for busy, if enabled, and dial
tone not detected), NO ANSWER, CONNECT XXXX, and ERROR.
Report basic call progress result codes and connection rate, i.e., OK,
CONNECT, RING, NO CARRIER, NO ANSWER, CONNECT XXXX,
BUSY, and ERROR.

Report all call progress result codes and connection rate, i.e., OK,
CONNECT, RING, NO CARRIER, NO ANSWER, CONNECT XXXX,
BUSY, NO DIAL TONE and ERROR.

Force RLSD active regardless of the carrier state.

Allow RLSD to follow the carrier state.
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Restore factory configuration.

&R0 CTS tracks RTS (async) or acts per V.25 (sync).
&R1 CTS is always active.
&S0 DSR is always active.

&V Display current configurations.

&V1 Display connection statistics

%EO Disable line quality monitor and auto retrain.

%E1 Enable line quality monitor and auto retrain.

%E2 Enable line quality monitor and fallback/fall forward.
\Kn Controls break handling during three states:

When modem receives a break from the DTE:

\K0,2,4 Enter on-line command mode, no break sent to the remote modem.
\K1 Clear buffers and send break to remote modem.

\K3 Send break to remote modem immediately.

\K5 Send break to remote modem in sequence with transmitted data.
When modem receives \B in on-line command state:

\K0,1 Clear buffers and send break to remote modem.

\K2,3  Send break to remote modem immediately.

\K4,5 Send break to remote modem in sequence with transmitted data.
When modem receives break from the remote modem:

\K0,1 Clear data buffers and send break to DTE.

\K2,3 Send a break immediately to DTE.

\K4,5 Send a break with received data to the DTE.

\NO Select normal speed buffered mode.

\N1 Select direct mode.

\N2 Select reliable link mode.

\N3 Select auto reliable mode.

\N4 Force LAPM mode.

\N5 Force MNP mode.

+MS  Select modulation.
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ECC Commands

MNP 10 Commands

FAX Class 2

280

%CO0
%C1
%C2
%C3
\AO
\Al
\A2
\A3
\Bn

-KO
-K1
-K2
-SEC=0

Disable data compression.

Enable MNP 5 data compression.

Enable V.42 bis data compression.

Enable both V.42 bis and MNP 5 compression.
Set maximum block size in MNP to 64.

Set maximum block size in MNP to 128.

Set maximum block size in MNP to 192.

Set maximum block size in MNP to 256.

Send break of n x 100 ms.

Disable MNP 10 extended services.

Enable MNP 10 extended services.

Enable MNP 10 extended services detection only.
Disable MNP10-EC.

-SEC=1,[<tx level>]Enable MNP10-EC and set transmit level <tx level> 0 to 30 (0

dBm to -30 dBm).

+FCLASS=nService class.

+FAA=N

Adaptive answer.

+FAXERR Fax error value.

+FBOR
+FBUF?
+FCFR

Phase C data bit order.
Buffer size (read only).
Indicate confirmation to receive.

+FCLASS= Service class.

+FCON
+FCIG
+FCIG:
+FCR
+FCR=
+FCSI:
+FDCC=
+FDCS:
+FDCS=
+FDIS:
+FDIS=
+FDR

Facsimile connection response.

Set the polled station identification.
Report the polled station identification.
Capability to receive.

Capability to receive.

Report the called station ID.

DCE capabilities parameters.

Report current session.

Current session results.

Report remote capabilities.

Current sessions parameters.

Begin or continue phase C receive data.
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+FDT=
+FDTC:
+FET:
+FET=N
+FHNG
+FK
+FLID=
+FLPL
+FMDL?
+FMFR?
+FPHCTO
+FPOLL
+FPTS:
+FPTS=
+FREV?
+FSPL
+FTSI:

Appendix 2: AT Command Set

Data transmission.

Report the polled station capabilities.
Post page message response.
Transmit page punctuation.
Call termination with status.
Session termination.
Local ID string.

Document for polling.

Identify model.

Identify manufacturer.

Phase C time out.

Indicates polling request.

Page transfer status.

Page transfer status

Identify revision.

Enable polling

Report the transmit station ID.
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Appendix 3: Specifications

Dimensions

Height x Width x 222 x 435 x 425 mm
Depth .
8.75x17.25 x 16.75 inches

Weight 15 kg/ 33 Ibs maximum

Physical/Electrical Specifications

Ambient  10°-3CPC
Temperature 50°- 8° F

Relative Humidity 20% - 80%, non condensing

Power 100 -125VAC, 50-60 Hz, 2 A
200 - 240 VAC,50-60Hz, 1 A

BTU Output 400 BTU/hour maximum
MTTR 30 minutes

MTBF 100,000 hours
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Chassis

Chassis
» 8slots, front loading
» 1 System/Ethernet card
» Addupto4 T1or4ELlLine cards.
» Addupto 5 PerleDSP Modem cards.
» Add up to 1 Token-Ring card.

PowerSuppl y =«  Dual redundant supply
LCDPanel « 2rows by 16 characters backlit display
Keypad = 6 keys used for system setup and status inquiry.

Status LEDs = Power
= System Active
= Additional Status LEDs on Feature Cards.

System/Ethernet Card
» Provides system control and Ethernet functions.

» 10/100 Mbps Ethernet Network interface with hardware MAC address range
filtering.

Ethernet Protocols 10Base-2
Supported . 10Base-T
= 100Base-TX

Physical Interfaces = BNC
» RJ45
=« DB9 Service port

EthernetLAN « 10Base-T: Category 3, 4, 5 Unshielded Twisted Pair
Wiring Supported . 10Base-2: 50 ohm Thin Ethernet coaxial cable
» 100Base-TX: Category 5 Unshielded Twisted Pair or Type 1 shielded twisted
pair
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Memory

Other

T1/PRI Feature Card

LEDs

Network Interface
Mode

Line build out

Appendix 3: Specifications

= 8 meg RAM

= 2 SIMM sockets for RAM expansion.
» 4 meg Flash for Firmware storage.

» 128K non volatile log

= Link Connect LED

= Network interface 4 Wire PRI
= Network connector RJ48C Female

Pin 1 = Receive (Tip)
Pin 2 = Receive (Ring)
Pin 3 = Grounded

Pin 4 = Transmit (Tip)
Pjn 5 = Transmit (Ring)
Pin 6 = Grounded

Pin 7 = OPEN

Pin 8 = OPEN

» Redalarm

= Yellow alarm
= Blue alarm

» DSX-1 - Drive capability 500 feet

« CSU
« 0dB
» -75dB
«» -15dB
» -22.5dB
« DSX-1
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T1/PRI Feature Card

Framing Formats

Line Formats

Signaling
Supported

Dialing Modes
Supported

ISDN Network
Protocols
Supported

286

« 0-133ft.

»« 133-266 ft.
= 266-399 ft.
» 399-533ft.
» 533-655ft.

Remote Loopback supported

D4 (SF)
ESF

AMI
B8ZS
JBZS

Robbed Bit

« E & M Wink Start

» E & M Delay Start

» E & M Immediate Start
» FXS Loop Start

» FXS Ground Start

= SAS Loop Start

» SAS Ground Start
Q.931/Q.921 message based

Q.931/Q.921 message based
Pulse dial
Tone dial (DTMF) supported

» PerleDSP Modem card required for Tone dial

US NI-2

AT&T TR 41449 (4ESS, 5ESS)
NT DMS100, DMS250

Japan INSnet 1500

V.120
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Facilities Data Link
Supported

AT&T
ANSI

Appendix 3: Specifications

E1/PRI Feature Card

LEDs

Framing Formats

Line Formats

Signaling
Supported

Dialing Modes
Supported

ISDN Network
Protocols
Supported

Network interface RJ48C Female

Pin 1 = Receive (Tip)

Pin 2 = Receive (Ring)
Pin 3 = Grounded
Pin 4 = Transmit (Tip)

Pjn 5 = Transmit (Ring)
Pin 6 = Grounded

Pin 7 = OPEN

Pin 8 = OPEN

Network Interface ISDN PRI 120 ohm

Red alarm
Yellow alarm
Blue alarm

CRC4
No-CRC4

HDB3

Q.931/Q.921 message based

Q.931/Q.921 message based

EurolSDN ETSI NET5
ITR6
V.120

Perle 833AS User Guide
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PerleDSP Modem Feature Card

PerleDSP Modem Feature Card

Data Modulations » 56K (K56flex, Central Site mode)

Supported 56K modulation will be supported for dial in applications only. Maximum

baud rate for dial out applications is 33.6K
»  V.34(28.8K)
» V.34 Annex 12 (33.6K)

. V.32

= V.32 bis
= V.22 bis
= V.22A/B
« V.23

. V.21

= Bell212A
« Bell103

Fax Modulations V.17
Supported . V.21 channel 2

= V.27 ter
= V.29
= V.33

Other modem = V.42 LAPM error correction
protocols . MNP Class 2-4 error correction
= MNP 10 error correction
» V.42 bis data compression
= MNP Class 5 data compression
» T.30 Fax protocol
« Facsimile Class 2

Other &« mu-Law and A-Law Supported
» DTMF Signaling Supported
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Token Ring Feature Card

Physical Interface

Token Rin g LAN
Wirin g Supported

Approvals
CE Mark

Safety

Emissions

Telephon'y

4/16 Mbps Token Ring Network interface with hardware MAC address range
filtering.
Link connect LED.

RJ45
DB15

Shielded twisted pair types 1, 2, 6, 9
Unshielded twisted pair type 3, 4,5

CSA Standard C22.2, No. 0M-1982 - General Requirements Canadian Electrice
Code, Part Il

CSA Standard C22.2, No. 0.4-M1982 - Bonding and Grounding of Electrical
Equipment (Protective Grounding)

CSA Standard C22.2, No. 220M-1986 - Information Processing and Busines:
Equipment

UL Standard UL 1950 (Fourth Edition) - Electronic Data Processing Equipment
TUV Rheinland (GS Mark) -DIN Standard DIN VDE 0805/05.90\EN60950/
1988

IEC 950 (1991) Second Edition with Amendments 1, 2, 3 and 4

Department of Communications (DOC) - DOC Radio Interference Regulations
C.R.C., c.1374

Federal Communications Commission (FCC) - FCC Rules and Regulations Pa
15, Subpart J, Class A

VCCI

EN55022, CISPR 22

EN 50082-1: 1992 (EMC Directive 89/336/EEC)

AS/NZS 3548: 1995 Class A

CE Telecommunications
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Protocols Supported

FCC Part 68

DOC CS03

JATE

European Harmonized Standard I-CTR4 (94/796/EC)

European Technical Standard NET 5 (CTR4)

German National Standard BAPT 223 7V 25

Australian Communications Authority Technical Standard: TS-038 (1997)
Telecom New Zealand Limited: PTC 232/98/006

Protocols Supported

Network .

IPX
SPX

IP

TCP
UDP
Netbeui
LLC2

Note: Other protocols (example - Lantastic) can be supported by bridging via LLC2

WAN =

Security =

290

PPP
= Link Control Protocol
= Network Control Protocols: IPCP, IPXCP

» Header Compression Protocols: IP-VJ, CIPX
MP
ARA

Password Authentication Protocols (PAP/CHAP)
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.
LAN Environments

Novell Netware 3.x and 4.x
Windows NT Advanced Server
Windows for Workgroups

IBM OS/2 LAN Server
Microsoft LAN Manager

UNIX

IBM Hosts (AS/400, Mainframe)
Lantastic

Appleshare Server

Dial In Clients Supported

Perle Remote

Microsoft Dial Up Networking

Apple Remote Access

Any PPP client compliant with PPP standards in "Supported RFCs"

Dial-Out

Emulated Interfaces .

Perle Dial-Out Client Supported

DOS
« INT14

= Novell NASI/NACI
Windows 3.x/95/98/NT 4.0

=  Windows Communication Interface (COM port redirection)
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Security

Security

PPP &

Authorization .
Servers

Token =
Authorization .

PAP, CHAP
Call back authentication
Password aging function

Novell Netware Bindery, NDS
RADIUS
Windows NT Domain

Security Dynamics SecurelD
Axent

Management

833ASManagerconnected via IPX or IP enables configuration and management
through LAN and dial up

Manager supported on Windows 3.x/95/98/NT Workstation

SNMP support

DHCP support

IP address pooling

MAC address pooling

DNS/WINS remote user assignment

Static and dynamic IP and IPX routing tables supported.

RFCs Supported

292

RFC 1144 - Compressing TCP/IP Headers for Low-Speed Serial Links.

RFC 1157 - A Simple Network Management Protocol. (SNMP)

RFC 1213 - Management Information Base for Network Management of TCP/
IP Internets: MIB II.

RFC 1332 - The PPP Internet Protocol Control Protocol. (IPCP)

RFC 1334 - PPP Authentication Protocols.

RFC 1406 - Definitions of Managed Objects for the DS1 and E1 Interface
Types.

RFC 1471 - The Definitions of Managed Objects for the Link Control Protocol
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RFC 1541 -
RFC 1552 -

RFC 1553 -
RFC 1570 -
RFC 1573 -
RFC 1638 -
RFC 1643 -
RFC 1659 -

RFC 1661 -
RFC 1696 -
RFC 1742 -
RFC 1743 -
RFC 1990 -
RFC 2127 -

Appendix 3: Specifications

of Point-to-Point Protocol.

Dynamic Host Configuration Protocol.

The PPP Internetwork Packet Exchange Control Protocol
(IPXCP)

Compressing IPX Headers Over WAN Media. (CIPX)

PPP LCP Extensions.

Evolution of the Interface Groups of MIB-II.

PPP Bridging Control Protocol. (BCP)

Definitions of Managed Objects for Ethernet-like Interface Types.

Definitions of Managed Objects for RS-232-like Hardware
Devices using SMIv2.

The Point-to-Point Protocol. (PPP)

Modem Management Information Base (MIB) using SMIv2.

AppleTalk Management Information Base IlI.

IEEE 802.5 MIB using SMIv2.

The PPP Multilink Protocol. (MP)

ISDN Management Information Base using SMIv2.
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Account Request Messages

This section describes the attributes which will be included by the 833AS when re
questing authentication from a RADIUS server.

Number Name Description
1 User-Name The name of the user to be authenticated.
2 User-Password The password of the user to be authenticated

when using PAP.

3 CHAP-Password The encrypted password when using CHAP.

5 NAS-Port Port number of connection being authenticated.

30 Called-Station-Id The phone number that the caller used.

31 Calling-Station-Id The phone number from which the call
originated.

32 NAS-Identifier The name of 833AS making the request.

60 CHAP-Challenge CHAP challenge sent to client by the 833AS.

61 NAS-Port-Type Identifies the type of connection the user has.

Support types include:

0 = Async (Analog connection)

2 = ISDN Sync (Digital, PPP connection)

3 = ISDN Async V. 120 (Digital connection)
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Access-Accept Messages

This section describes the attributes which will be accepted by the 833AS from a
RADIUS authentication server in response to an authentication request. The values
returned will override any values currently in use. This includes values derived from
arecord in the local user database or from the default user record.

Number Name Description

6 Sevice-Type The type of service to be provided. Supported
values include:
2 = Framed

4 = Callback Framed
6 = Administrative
11 = Callback Administrative

7 Framed-Protocol The link layer protocol to be used by this user.
Supported values include:
1=PPP

8 Framed-IP-Address The IP address to be assigned to this user.

9 Framed-IP-Netmask The subnet to be assigned to this user.

10 Framed-Routing Indicates how RIPS will be handled if user is

defined as a LAN-to-LAN node. Supported
values include:

0 = None

1 = Send routing packets

2 = Listen for routing packets

3 =Send and listen

11 Filter-ID The name of a filter to be applied to this user.
13 Framed-Compression ~ Compression protocol to be used on the link.
Supported values include:
0 = None

1 =VJ TCP/IP header compression
2 = IPX header compression

19 Callback-Number The number at which the user should be called
back.
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Number

22

25

27

28

Name

Framed-Route

Class

Session-Timeout

Idle-Timeout

Description

Routing information to be configured for the
user. This would identify any networks that can
be reached by this node. The format of this
field is: nn.nn.nn.nn [lyy] vwv.vw.w.vv m

nn = destination network

yy = number of bits to use for subnet (optional)
wv = router IP address (0 = use address
assigned to router by 833AS)

m = hop count

This value is sent to the accounting server un-
modified by the 833AS.

Maximum number of seconds the user will be
allowed to stay logged on.

Maximum number of consecutive seconds with
no link activity before the connection is
terminated.
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Accounting Messages

.
Accounting Messages

This section describes the attributes which will beincluded by the 833AS when
sending an accounting message to the RADIUS server.

Number Name Description

40 Acct-Status-Type Indicates if this is the beginning or end of a
session. Supported values include:

1 = Start
2 = Stop

41 Acct-Delay-Time Number of seconds the 833AS has been
attempting to send this accounting event.

42 Acct-Input-Octets Number of bytes which were received from the
client during this session.t

43 Acct-Output-Octets Number of packets which were transmitted to
the client during this session.

44 Acct-Session-ID A string which identifies the session. The
same string must be used in the start and stop
messages.

45 Acct-Authentic Method used to authenticate the user. Sup-
ported values include:

1 =RADIUS

46 Acct-Session-Time Number of seconds for which the user has
been connected in this session.!

47 Acct-Input-Packets Number of packets which were received from
the client during this session.

48 Acct-Output-Packets Number of packets which were transmitted to

1

the client during this session.
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49 Acct-Terminate-Cause Indicates how the session was terminated.
Supported values include:!
1 = User Request
2 = Lost Carrier
3 = Lost Service
4 = Idle Timeout
5 = Session Timeout
14 = Port Suspended
16 = Callback

1 This attribute is only valid in an accounting message wheradtieSta-
tus-Typeis set toStop.
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3270

A class of IBM terminals and printers used in SNA
Networks.

5250

A class of IBM terminals used in mid-range environments.
e.g. AS/400

AIS (Alarm Indication Signal)

This is a signal transmitted downstream indicating that an
error has been detected upstream.

AMI (Alternate Mark Inversion)

A line coding format used in T-1 transmission systems that
alternately inverts successive marks. (reverse polarity of
the previous mark)

Analog

Refers to telecommunication and/or switching that is not
digital. e.g. voice communication over the phone.
Computers require digital, therefore computers require
modems to communicate over voice grade telephone lines.

ANS]

American National Standards Institute

ARA (Apple Remote Access)

Apple’s dial-in client software for Mac users allowing them
remote access with other servers.

Asset ID
A way to identify a server.

Async Control

Allows you to select control characters that are prohibited
from transmission. A technique where control characters
are converted into non-control characters for transmission
and then converted back at the destination.

AT command

Also known as the Hayes Standard AT Command Set. A
language that allows PC communication software to get an
asynchronous and Hayes-compatible modem to do what
you want it to.

ATP (AppleTalk Transaction Protocol)

A transport level protocol that provides reliable, connection
oriented, and sequenced data transfer.

AUI (Autonomous Unit Interface)

Refers to the 15 pin D type connector and cables that
connects single and multiple channel equipment to an
Ethernet transceiver.

Axent

A software based security server that provides user
authentication using their SecureNet Key cards.

B8ZS (Binary 8 Zero Substitution)

A method of meeting the ones density requirement for
digital T-carrier facilities that allows 64kbps clear data for
each channel. Instead of inserting a 1 for every 7 zero's, two
violations of the bipolar encoding technique are inserted.

Base MAC Address

This is the base address for the address range filter. The
address is a 12 hex digit value that ends in 00. The legal
values are 020000000000 to 02FFFFFFFFOO for Ethernet,
and 400000000000 to 40FFFFFFFFOO for Token Ring.

Beacon

A Token Ring frame that has been sent by an adapter after
it has detected a serious problem on the ring. i.e. a broken
cable. see Beaconing

Beaconing

When a Token Ring adapter has sent a beacon frame
indicating a serious network problem, it is said to be
beaconing. See beacon

Bindery
A Novell NetWare database that contains information about
users, servers, groups and other elements.

BNC (Bayonet-Neill-Concelman connector)

A small coaxial connector with a half twist locking shell that
is used on the Ethernet.
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BOOTP (BOOTstrap Protocol)

A single BOOTP message specifies many of the items used
at start-up, including IP address, the address of the
gateway, and the address of the server.

BRI (Basic Rate Interface)

One of two interfaces in ISDN. Also called the 2B+D
interface. Consists of 2 bearer B channels and a data D
channel. See ISDN and PRI

Bridge
A Network Device that connects two networks so that
devices on one network can communicate with devices on
the other network. Sometimes called a Filtering Bridge. See
Router.

Burned In Address
An address installed at the time of manufacture that cannot
be altered.

Call Back

A Security feature where the Perle 833AS calls back the
User at a predetermined number defined in the User’s
account. See Fixed and Roaming Call Back

CBCP (Call Back Control Protocol)
A call back protocol defined by a RFC.

Central Site
A generic term that refers to the Perle 833AS that you are
using.

Channel

Usually what you rent from the Telephone Company. Acts
like an individual telephone line and has a defined
frequency response, gain, and bandwidth. Also known as
circuit, facility, line or link.

Channelized
The division of a channel into smaller channels so thatit can
carry more information.

CHAP (Challenge Handshake Authentication
Protocol)

Standard authentication protocol for PPP connections. It
provides a higher level of security than PAP and should be
used whenever possible. see PAP

Community
A community is a group of users having a defined Name
and a defined Access level.

Compression

A method of reducing the representation of information
without reducing the information itself. Saves transmission
time.

Configure

The method of arranging hardware and software to
determine what the system will do.

CRC4

A frame format used with E1 lines.

CSU (Channel Service Unit)

A device that connects a digital telephone line to a
multiplexer, bridge or router.

D4

A channel bank that serves as an interface between the T-1
carrier and an analog device such as an analog PBX. see
analog, PBX

Database

A collection of information or data organized in an efficient
way to allow quick and easy access to that information.

Default

Refers to the factory set software settings and
configurations.

Demark Point

The point of demarcation and connection between the
telephone company’s communication hardware and the
hardware of the subscriber. Also know as demarcation
point.

DHCP (Dynamic Host Configuration Protocol)

A TCP/IP protocol that provides static and dynamic address
allocation and management.

Dial In

The process of attaching to a local network from a remote
client that is using dial-in software.

Dial Mode
Either Tone or Pulse.

Dial Out

The process of attaching to a remote server from a local
device that is using dial-out software.
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Digital

On and Off signalling. A form of Binary Code where On is
represented by 1 and Off by 0. All computer communication
is in digital form. Other forms of communication not in digital
must be converted to digital before they are accepted by the
computer. Digital is the opposite of Analog. See Modem

Disabled
No longer functioning.

DSX-1 (Digital Signal Cross Connect Level 1)

Refers to a set of parameters for cross connecting DS-1
lines.

DTMF Tones (Dual Tone Multi-Frequency)
Touch-tone dialing.

Dynamic
Refers to Hardware or Software that can respond instantly
to changes as they occur.

E&M

A trunking arrangement used for two way switch to switch
or switch to network connections.

Emulation

When a piece of hardware or software acts like another in
order to allow a program written for one computer to work
on another computer.

Encapsulate

The carrying of frames of one protocol as data in another.
TCP/IP is an encapsulating protocol.

Errored Seconds

Number of seconds within the current interval (a 15 minute
period) that errors have occurred.

ESF (Extended Superframe)

This is a T-1 format that uses the 193 bit as a framing bit. Its
frames use 24 bits instead of the previous standard of 12.
This results in error information to be stored and retrieved
easily.

Ethernet

A high-speed (10Mbps,100Mbps) cable technology that
connects devices to a LAN, using one or more sets of
communication protocols.

FDL (Facilities Data Link)

Allows the phone company to diagnose the operation of the
line by requesting information and tests from the
terminating equipment. The mode used should be supplied
by the phone company.

Feature Card

An optional circuit board addition that increases the
capabilities of the 833AS. The card can be installed by the
reseller. Available cards are Token Ring, T1,E1,
PerleDSP12 and PerleDSP18 Modem.

Fixed Call Back

A method where the number used for call back is contained
within the 833AS database.

Frame

A group of data bits organized in a specific format. These
groups are sent serially and contain flags at each end to
indicate the beginning and end of the frame.

Framing

An error control procedure. Used on digital multiplexed
channels.

FXS (Foreign Exchange Station)

A service that provides local telephone service from a
central office that is outside of the user’s exchange area.

Gateway

Can be described as an entrance and exit to a Network. A
Gateway has its own processor and memory and is used to
connect two or more networks at the upper protocol layers
of the OSI reference model. The networks can use different
protocols and different physical media.

Ground Start

A method of signalling where one side of a two wire trunk is
momentarily grounded to obtain a dialtone.

HDB3 (High Density Bipolar 3)

A Bipolar coding method that allows no more than three
consecutive zeros.

IEEE (Institute of Electrical and Electronic Engi-
neers)

A standard setting body that sets specifications for and
relating to LAN’s.
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Internal Pool

A database contained within the memory of the Perle
833AS.

IP (Internet Protocol)

A protocol that manages the routing of data packets
between stations on the same or different networks.

IPX (Internet Packet eXchange)
A network transfer protocol from Novell, Inc.

ISDN (Integrated Services Digital Network)

A public telecommunications network that supplies end to
end digital telecommunications services that can be used
for both voice and non-voice data. See BRI and PRI

IP Subnet Mask
see subnet mask

JB7 (Jam Bit 7)

A zero suppression format.

JBZS (Jammed Bit Zero Substitution)
Coding format for T1.

LAN (Local Area Network)

A Network system that does not use Long Distance
carriers. A LAN is usually limited by cable length
restrictions.

Line Errors
The errors are calculated as defined in the SNMP RFC

1406 (Definition of Managed Objects for the DS1 and E1
Interface Types).

Logical Link Control (LLC)

The IEEE 802.2 Standard that corresponds to the ISO
model’'s Data Link layer. LLC covers station-to-station
connections, generation of message frames, and error
control.

Local Security

Uses the user ID and password stored within the 833AS
User database. When the remote Client connects, it will
communicate with the 833AS using either the CHAP or PAP
security protocols.

Loop Start

A way of starting a phone line. Commonly found in
residential installations. When the phone is taken off the
hook a DC loop is formed. This is detected by the phone
company.

MAC (Media Access Code)

The lower half the data link layer specified in 802.3. It
contains the specification for the LAN frame format and the
rules for accessing the hardware of the network.

MAU (Multistation Access Unit)

A wiring concentrator used in LAN’s. It allows PCs’, printers,
and other devices to be connected in a star-based
configuration to a Token Ring or Ethernet.

Modem (MODulate/DEMmodulate)

A device that translates digital signals to a modulated form
so that it can be transmitted over a telephone line. The
modem can also reverse this process and receive signals.

Modem Initialization String

A series of commands sent to the modem by a
communications program at start up and before a number
has been dialed. These commands tell a modem how to set
itself up in order to communicate easily with another
modem.

Multicast
The broadcasting of messages to a specified group of
workstations on a LAN, WAN, or internet.

Multiplexing
The transmission of two or more signals over a single
channel.

NAK (Negative Acknowledgment)

A communication control character sent by the receiving
destination indicating that the last message was not
received correctly.

NDIS (Network Driver Interface Support)

A device driver specification that supports both MS-DOS
and OS/2. By offering protocol multiplexing it allows
multiple protocol stacks to coexist on the same host. see
protocol stack

NetBEUI (NetBIOS Extended User Interface)
A transport layer driver often used by Microsoft's LAN
Manager, Windows for Workgroups and Windows NT.
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NetBIOS (Network Basic/Input Output System)

A Software system originally developed by IBM and Sytek
that links network software to network adaptors. For a non-
IBM network operating system to run an application that
works with NetBIOS, it must have a NetBIOS emulator. see
emulation

Network Broadcast Address

Network broadcast messages are used to inform systems
on the network about the structure of the network. The
Network Broadcast Address is the address used to send
and receive these messages.

Network Number
The part of an Internet Address that indicates the network
that the host belongs to.

OSI (Open Systems Interconnection model)

A model developed by the ISO used to define network
architecture.

Packet
A unit of data transmitted on a network. Sometimes referred
to as a frame.

PAP (Password Authentication Protocol)
Standard authentication protocol for PPP connections. see
CHAP

PBX (Private Branch eXchange)

A smaller version of the telephone company’s switching
network for voice and data that is located on the customers
site and owned by the customer.

PPP (Point to Point Protocol)

A form of transmission using telephone lines. It provides
router to router and host to network connections. These
connections can be over either synchronous or
asynchronous circuits.

PRI (Primary Rate Interface)
One of two interface’s in ISDN. Consists of 23B, or bearer
channels and one D, or data channel. see BRI and ISDN

Protocol
A set of rules for exchanging data across a network.

Protocol Filter

Allows a network bridge to be programmed to send or reject
transmissions according to specified protocols.

Protocol Stack

A set of protocol layers that provides reliable
communication between one computer and another or a
network. see protocol

Rack Mount
Supplied with the unit. Allows the 833AS to be mounted on
a rack.

RADIUS (Remote Authentication Dial In Users
Services)

An open standard network security server that
communicates in both CHAP and PAP protocols.

RARP (Reverse Address Resolution Protocol)
A low level TCP/IP protocol used by a workstation to obtain
the logical IP address of a node.

Remote Node Support

The ability of the 833AS to treat a remote user as if they
were in "the office". By dialing in they become part of the
LAN.

RFC (Request for Comment)
Standards, procedures and specifications for various TCP/
IP protocols.

RIP (Routing Information Protocol)
A protocol that allows gateways and hosts to exchange
information about various routes to different networks.

RISC (Reduced Instruction Set Computer)

A microprocessor architecture that simplifies the operating
commands of a device to enable it to operate at high
speeds.

RJ11

The most common telephone jack in the world. Used for
voice transmissions.
RJ-45

A jack used for data transmissions over a standard
telephone wire.

RJ-48C

An 8 position keyed plug used for connecting T-1 circuits.

Roaming Call Back
A method where the client supplies the number for call back
when they dial in.
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Robbed Bit Signalling

A technique where small signal bits are buried in a voice
channel. These amounts are so small that they do not effect
the quality of voice transmission.

Router

A device that connects Lans’ at the network level and
directs calls to applications. Like a bridge except that it can
examine network addresses and determine the most
efficient path for a frame to reach its destination. See Bridge

SAP (Service Advertising Protocol)
A protocol used by Novell NetWare devices to broadcast
their names, addresses, and current state on the network.

Security Dynamics SecurlD
A third party Token system security device.

SNAP (Subnetwork Access Protocol)

This is an Internet protocol that lets you use non-standard
protocols. It is a mechanism that will distinguish one
protocol from another.

SNMP (Simple Network Management Protocol)
A protocol for managing network devices.

Sockets
An interface for communicating between a user application
program and TCP/IP.

Standard Profile
Used to define the user and their access to the network.

Static Routing
A route that you have manually entered in your routing
table. This route then takes precedence over any dynamic
routing protocol.

STP (Shielded Twisted Pair)
Twisted pair wiring that is enclosed in a metal foil sheath to
limit interference.

Subnet Mask

The IP network mask. Identifies the device’s IP address,
which portion constitutes the network address and which
portion constitutes the host address.

Support

A term that indicates that a particular piece of hardware or
software is either included with your computer or will work
with it.

TCP (Transmission Control Protocol)

A protocol that organizes packets, manages their
transmission and ensures their accurate delivery to the
receiving station. Usually combined with IP to produce
TCP/IP.

TCP/IP

A protocol suite developed by the U.S. Department of
Defense. Used to connect different types of computers
while providing data correction, security, and reliability.

Thinnet
A term used to describe thin Ethernet coaxial cable.

Time Division Multiplexing

A method of transmitting a number of different data types
(voice, video or data) together over one communications
medium. The various data types are reconstructed at the
destination end of transmission as separate and distinct
signals. This method saves money by using fewer phone
lines.

Token Ring
A LAN that conforms to the IEEE 802.5 Token Ring Access
Method standard.

Trigger Character

A character that force the transmission of a network packet.
Data characters accumulate in packets when they are
received from the phone line or sent from a modem. A
packet is sent out when a trigger character is encountered,
when a character time-out or packet time-out occurs, or
when a packet is filled.

UTP (Unshielded Twisted Pair)
A cable that has one or more pairs of twisted insulated
copper conductors bound inside a single plastic sheath.

WAN (Wide Area Network)

A communication network that connects geographically
separated areas.

Wink Start
A short duration off- hook signal that indicates that data is
ready to be received.

ZBTSI (Zero Byte Time Slot Interchange)

Used by the ESF format. The ESF frame contains
information about the location of all-zero bytes in the data
stream.
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